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PHAN MO PAU

1. Té6m tit ludn 4n

Luan an dit van dé 1a giai quyét viéc bao vé quyén loi ctia ngudi dung lién
quan dén cac giao dich dugc thyc hién trong méi trudng mang internet. Chu yéu cac
quyén ctia nguoi dung trong méi truong nay gan lién véi hop dong cp quyén nguoi
dung cudi (EULA), la cac thoa thuan duogc dé xuit boi cac nha san xuét chuong
trinh phan mém hay tng dung di dong trude khi nguoi dung cé tién hanh st dung
cac dich vy ma ho cung cép.

Pé giai quyét dugc van dé nay, luan an di tir viéc tim hiéu hop dong cap
quyén nguoi dung cudi 13 gi va cic dic diém co ban cia nd. Dua trén nhiéu quan
diém dang con tranh cii giira cdc nha nghién ctru phap 1y trén thé gidi, luan 4n dua
ra két luan vé ban chat hop dong theo miu ciia EULA. Tur d6, dinh huéng 16 rang
hon vé thai do can thiét ctia phap luat quan 1y cac giao dich nay trén thyc té.

Ngoai ra, luan 4n con di tir nguén gdc ciia van dé 1a quyén loi nguoi ding
mang dang bi xAm pham nghiém trong xuat phat tir dic tinh giao két va hinh thirc
giao két ctia EULA. Két qua nghién ctru cho thay, vi dic tinh giao két qua mang voi
thoi lwgng xuat hién ngan nhung dung luong nodi dung lai dai, khién cho ngudi ding
khong thé danh du sy cha ¥ ciing nhu ¢ thé hiéu rd céc rui ro co thé xay ra véi
minh. Vi vay, luan 4n 1y giai 1y do cac quy dinh hién hanh vé bao mat thong tin
ngudi dung lai khong mang lai hidu qua cao, ciing nhu chua thé 1am tron nhiém vy
bao vé nguoi dung mang. Pong thoi, vé quan hé tai san tir tai san 4o, phap luat Viét
Nam ciing chua c6 quan diém 1 rang. Trong khi d6, cac vin ban duéi luat déu di
theo xu hudng khong cong nhan va khong bao vé nguoi ding néu cé tranh chip vé
tai san 4o.

Do d6, luan an chu yéu dua ra cdc dé xuét theo hai hudng, mot 13 nham ting
cuong quy dinh vé bao vé quyén riéng tu va thong tin c4 nhan cia ngudi ding, va

hai 1a dé xuat bo sung quy dinh cong nhan tai sdn 40 va mo6 hinh bao vé quyén tai



san cua nguoi dung mang thong qua doi twong nghién ctru chinh dugc nghién clru

trong ludn an nay 13 hop dong cip quyén nguoi dung cudi.
2. Tinh cap thiét caa dé tai

Théng 4/2018, vu bé bdi cua cua “Ong trum” mang xa hdi Facebook vé viée
1am 10 ri thong tin ¢4 nhan cua hon 50 triéu ngudi dung lam chan dong thi trudng
cong nghé, cac dir 1iéu ca nhan dugc thu thap va st dung cho muc dich thuong mai
1an chinh tri, anh huéng dén ca cudc bau cir Tong théng My nim 2016." Thang
11/2018, t6 chirc Privacy International dd t6 cdo cic cong ty mdi gidi dir lidu
Acxiom, cong ty phan mém tén tudi Oracle, cong ty xép hang tin nhiém Experian,
Equifax va cac cong ty quang cao Criteo, Quantcast va Tapad vi da mua ban dir li¢u
khach hang ma khong c6 nén tang phap 1y nao cho phép diéu do.”

Khéng con 1a chuyén cua thé gidi, ngay ca tai Viét Nam, cac vu ro ri thong
tin cua khach hang ngiy cang tr& nén pho bién. Ngay 10/11/2018, dir liéu khach
hang cua Thé Giéi Di Pong, Con Cung ciing bi dua 1én dién dan Raid Forums.’
Danh sach nay c6 thé chua két thiic vi con nhiing 15i doa s& dua tiép nhiing tén tudi
16n khac.

Khong nhitng thé, nguoi ding cac chuong trinh phan mém nhu Google hay
Facebook trén cac thiét bi di dong thuong xuyén phan nan vé cam giac nhu dang bi
theo ddi, thu thap thong tin ca nhan hang ngay hang gio, thuong xuyén bi quiy rdi
bdi cac tin nhan hay thu ric quang cdo, hay c6 nhiing trudng hop bi lira mat tién tir

cac tng dung truc tiép hodc mét phi do tai khoan dot ngot bj khoa bai nha cung cap,

' Théng tin dwoc tong hop tr Trang bio dién tr BBC, web:

https://www.bbc.com/news/topics/c81zyn0888lt/facebook-cambridge-analytica-data-breach, truy cép ngay
27/11/2018.

* David Mayer, Privacy Activists Take On Oracle and Equifax Over Shadowy Profiling, Fortune, 8
November 2018, web: http:/fortune.com/2018/11/08/privacy-international-oracle-acxiom/, truy cép ngay
27/11/2018.

? Sau Thé Gidi Di Dong, dén lugt Con Cung bi 19 dir liéu nhéan vién?, Trang tin cua Phapluatnet,

web: https://phapluatnet.vn/mang-xa-hoi/sau-the-gioi-di-dong-den-luot-con-cung-bi-lo-du-lieu-nhan-vien,

truy cép ngay 27/11/2018.



v.v. Tat ca giong 1én nhu mot hoi chudng canh bao vé mot didu gi d6 ma tir trude
dén nay nguoi ta van ludn hoai nghi nhung van con mo hd va déi khi co luc ngudi
ding con chdp nhan hién twong nay nhu mot diéu binh thuong mot cach vo thie.
Ngoai viéc bi lgi dung vé thong tin ca nhan, ngudi dung trong cac giao dich dién tir
con thuong xuyén bj xdm pham vé quyén tai san khi cac giao dich lién quan dén tai
san 4o chua duogc phap luat nhiéu nude cong nhan va bao v¢.

Hang loat cic ¥ tudong va giai phap vé phap 1y da dugc dit ra bao gdm that
chdt hon viéc budc “Doanh nghi¢p phai xin phép nguoi dung trude khi thu thap dir
lidu nguoi dung, dugc sy dong ¥ rd rang méi tién hanh, dong thoi can noi 1o dir lidu
thu thap nham muc dich gi, c6 trao cho bén thir ba dé kinh doanh, ddi chic hay
khong” nhu da dugc Anh va EU diéu chinh trong Luat Bao v¢ Dir li¢u Chung
GDPR (The General Data Protection Regulation) méi ra doi.* Tuy nhién giai phap
nay van con nhiéu tranh cii béi nhiing dic tinh riéng biét ctia giao dich mang chi
phdi khong nho dén tinh hiéu qua cta phap luat, dic biét 1a cic van dé vé can bang
giita quyén ctia nha phat trién/chu s¢ hitu phan mém va quyén cta nguoi ding. Mt
khac, cong ty van s& co quyén truy cap vao dir liéu d6, dem ban dit liéu cho cong ty
khac trong tinh huéng duoc sy cho phép cuia khach hang ma tham chi ho con khéng
hé biét dén do sy bat can trong giao dich cac hop dong dién tu.

Van dé dic biét nghiém trong xuét phat tir cic hgp dong cip quyén ngudi
dung cudi (End-user License Agreement — EULA), mét trong nhiing loai hop dong
dién tir phod bién nhat hién nay. Loai hop dong nay duoc sir dung nhiéu trong cac
giao dich c6 ddi tugng 1a chuong trinh may tinh hay tng dung di dong thudc s hitu
clia cac tac gia hay cac cong ty phat trién phan mém, vn dang bung nd vé s luong
va duoc str dung rong rii trén quy mo toan cau. Tan suat giao két cac EULA ngay
cang ting nhanh vi khi can sir dung hodc tai cic chuong trinh bt ky, nguoi ding

déu phai ddng ¥ ky két cac hop dong nay thong qua viéc nhan vao nat “Yes” hoic

* Xem tém tit va toan van cia GDPR tai trang thong tin cta Intersoft Consulting, web: https:/gdpr-

info.eu/.



“T6i dong y” trén giao dién man hinh’. Véi mic do phd bién nhu vy nhung cac
quy dinh vé hop ddng cip quyén nguoi dung cubi lai chua 1 rang, ciing nhu chua
c6 du cong cu dé diéu chinh viéc lam dung cua cac nha cung cép phén mém dbi voi
nguoi dung, thong qua cac diéu khoan hop dong khong coéng bang ma ngudi dung
da dong y trude do.

Trong s6 cac hinh thirc phat trién ngiy cang da dang, thim nhap ngiy cang
sdu rong cua cac loai hinh hop dong dién tir vao doi séng xd hoi va hoat dong
thuong mai trén toan cau, tac gia dac bi¢t nhan théiy tam anh huong cua cac EULA
c6 vai tro khong nho d6i v6i cac hién twong néu trén. EULA 1a canh cong dau tién
va duy nhat din nguoi dung tiép can dén cac chuong trinh phan phan mém may tinh
hay cac ting dung di dong, ma viéc st dung chung da co6 tdc dong va anh huong truc
tiép dén cudc song va quyén loi ciia mdi ngudi dung.

P6 1a 1y do vi sao tac gia Iya chon thuc hién dé tai “Bdo vé quyén ciia nguwoi
ding trong hop dong cip quyén ngwoi ding cuéi”’ 1am dé tai luan an tién si cua
minh. Ngoai viéc phat hién cac van dé c6 lién quan dén kha ning bi lam dung cta
nguoi tiéu dung trong giao dich nay, nghién ciru con tap trung phan tich dé xac dinh
ban chat phap 1y cua hop ddng cip quyén nguoi dung cudi thong qua céac 1y thuyét
hop ddng hién dai va c6 dién. Tir d6 dé xuét cac ung xtr can thiét ctia phap luat dé

bao vé quyén cta bén yéu thé hon trong EULA.
3. Muc tiéu nghién ciru

Nghién ctru ndy nham muc tiéu di tim ban chat cuia EULA, giai quyét cac
van dé tac dong dén qua trinh giao két, thuc hién va giai quyét tranh chap lién quan
dén cac hop dong dién tir n6i chung va EULA néi riéng. Cu thé, tac gia mudn lam
18 cac tranh cii xung quanh viéc xac dinh ban chat ciia EULA dé c6 thé dua ra cach

thirc tng xtr phu hop véi loai hop dong nay. BDong thoi, muc tiéu cudi cung cua van

> Xem thém tai cac nghién ciru cua Gamarello, Thomas, "The Evolving Doctrine of
Unconscionability in Modern Electronic Contracting". Law School Student Scholarshio, Vol. 647(2015) va
Winn, Jane K. and Brian H. Bix, "Diverging Perspectives on Electronic Contracting in the U.S. and EU".

Cleveland State Law Review (Law Journals), Vol. 54, No. (1), pp. 175-190, 2006.



dé chinh 13 tim ra cac giai phap phap 1y hiéu qua nham muc tiéu dam bao nguyén
tac ty do, binh dang va bao vé bén yéu thé hon trong quan hé hop dong giira mot
bén 13 ngudi ding va mot bén 1a nha cung cap chuong trinh phin mém trong
EULA.

Pé co thé giai quyét nhitng van dé d6, luan an xac dinh ciu hoi nghién ctru
chinh va sau d6 chia nho van dé thanh cac cau hoi nghién ctru nho hon, ting budc
phan tich, danh gi4, str dung dir liéu thir cdp thu thap dugc dé tra 16i cac nghién ciru
nay. Giai quyét duoc cac muc tiéu trén, két qua nghién ciru cta dé tai hy vong s&
gop phan tao nén mot moi truong phap 1y day du, thong sudt va cong bang hon cho
cac giao dich qua mang, cling nhu 14 ngudn tu liéu nghién ciru cho cac cong trinh

trong tuong lai lién quan dén thuong mai dién tir.
4. P6i twrgng nghién ciru va pham vi nghién céu
4.1. P6i twong nghién ciru

Déi twong nghién clru cia dé tai nghién ctru 1a hop dong cap quyén ngudi
dung cudi (EULA), nhiing quan diém, hoc thuyét ctia phap luat hop dong, phap luat
vé quyeén tai san, phap luat vé thuong mai dién tir, va phap ludt bao vé nguoi tiéu
ding ctia Viét Nam va ctia mot sd qudc gia trén thé gidi lién quan dén khai niém,
phan loai, cac dic diém, tinh chét, cach thirc xur Iy cac EULA.

V& mat thuc tién, ddi tuong nghién ctiru cua dé tai 1a thyc tién giao két EULA
va cach thire xir Iy ctia cdc co quan tai phan lién quan dén giai quyét tranh chap hop

dong.
4.2. Pham vi nghién ciru:

Vé nodi dung, pham vi cua dé tai ma tac gia hudng dén s& chi dé cap dén cac
van d& nhu sau: Khai quat cac van dé 1y ludn vé EULA 1am nén tang di vao xéc
dinh, phan tich nhiing yéu t6, nhiing co s& ma ngudi nghién ctru cho rang cé tac
dung hd tro cho viée xac dinh ban chat cia EULA. Téc gia ciing nghién ctru dé dua
ra cac danh gia vé kha ning anh hudng dén cac quyén co ban ciia nguoi tiéu ding

xuat phat tir ban chat cia EULA theo cac nguyén tic chung ciia hoc thuyét luat hop



ddng. Cac van dé lién quan dén tu phap qudc té va giai quyét tranh chp xuyén qudc
gia s& khong dugc dé cap trong nghién ciru nay.

5. Cau héi nghién ciru

Pé hoan thanh muc tiéu nghién ctu dat ra, tdc gia xac dinh cau hoi nghién
ctru chinh cua ludn an ndy sé& 13: “Gidi phdp phdp Iy nao dé bio vé dwoc quyén lpi
ciia ngwoi dung trong giao két EULA?”. Tra 15i cAu hoi nghién ciru trén, tac gia
phén loai ndi dung trong pham vi nghién ctru va tu dat ra ba cau héi nghién ctru phu
dé tim ra 10i giai dap, va ba cau hoi nghién ctru nay ciing chinh 13 cac van dé s&
duogc giai quyét trong cac chuong cia luan an.

Céc cau hoi nghién ctru cu thé nhu sau:

(1) Bén chit ciia hop dong cip quyén ngwoi ding cudi (EULA) la gi?

Trong cac 1y thuyét nghién ctru duoc dit ra ¢ phan co sé nghién ctru va tinh
hinh nghién ciru tong quan, cho thay trén cac dién dan phéap luat va gidi luat hoc van
con ton tai rat nhiéu quan diém tranh cai va trai chiéu lién quan dén ban chat cua
EULA. Néu chi ding & goc nhin k¥ thuat giao két va phuong tién giao két, phan 16n
cac quan diém déu chi ding lai & viéc cong nhan vé su ton tai dudi hinh thic vin
ban cua loai nhitng loai thoa thuan nay, tat ca cac khia canh phap 1y khéc déu van
dugc xtr 1y nhu cac hop dong giao két truyén théng khac. Tuy nhién, dit hop dong
dién tir (bao gdm ca EULA) trong mot bdi canh giao két dic thu, khi ngudi ban va
nguol mua khong hé hiéu biét thong tin vé nhau trudc d6, hodc co thi rat han hep,
cling nhu cach thic giao két mang tinh chat phi ranh giéi (non-border), khong giGi
han, va vo hinh, d tao nén nhitng d6 chénh léch va khé khin trong giai quyét cac
van dé phap 1y cta hop dong néu chi dua trén 1y thuyét hop dong truyén thng.

O mot goc do khac lién quan dén quyén cua bén cip quyén va quyén cia
ngudi dung, cic nha nghién ciru cling c6 cic quan diém khac nhau vé ban chat cua

EULA. Cac tranh luan cho rang EULA s& dan dén mot ching nhan (cap phép) hay



mot hop dong chuyén giao mot phan quyén s¢ hitu.® Cac chi s¢ hitu phin mém don
thudn xem EULA nhu mot dang cdp phép, trao quyén sir dung phan mém, do do
EULA thudng rat han ché quyén cua nguoi dung, chi yéu chi quy dinh cac giéi han
vé quyén sir dung nham bao vé quyén sé hitu tri tué do cic cong ty hay tic gia dang
nam gitr. Tuy nhién, néu xét vé cach thirc xac 1ap va pham vi hi€u lyc, cling nhu kha
nang rang budc trach nhiém cua ngudi dung trong EULA, thi EULA can duoc xem
xét nhu mot hop ddng. Néu nhin dudi goc d6 1a mot hop dong, EULA s& thoa mén
cac diéu kién cua loai hop dong gia nhap (Adhision Contract) hay hop dong theo
mau (Rolling Contract hay Standard-Form Contract). Van dé nay dong vai trong rat
16n trong viéc xac dinh pham vi quyén va loi ich can dugc bao vé cua nguodi dung,
cling nhu cach thirc Toa an ing xir trudce cac vu kién lién quan dén EULA.

Pé co thé giai quyét dugc cau hoi nghién ciru ndy, tac gia ciing sé lan luot
nhan manh va giai dap cac cau hoi nghién ctru kém theo trong qua trinh xac dinh
ban chit ciia mot hop dong nhu:

- EULA 1a mot gidy phép hay 1a mot hop dong?

- Pdi tuong ciia EULA 1a gi?

- Tinh chat dic trung ciia EULA 1a gi?

- Hiéu luc va ché tai vi pham trong EULA duogc quy dinh va dam bao thuc
hién nhu thé nao?

(2) Nhitng riii ro ciia ngwoi diing khi giao két cac EULA?

Cau hoi nghién ctru thir hai x4c dinh mot cach cu thé cac rii ro phéap 1y ¢ thé
xay dén v6i nguoi dung trong qua trinh giao két va thuc hién cac giao dich lién
quan dén EULA. Pham vi nghién ctru ctia cau hoi chi goi gon dbi véi EULA ma
khong phai 1a cac dang hop dong dién tir khac vi tac gia cho rang, dua trén cac tinh
chat dic trung (s& duoc néu rd khi giai quyét cau hoi nghién ciru dau tién) cua loai
hop dong nay, nguoi ding dimg trude nguy co bi xdm pham quyén cao hon han so

v6i cac dang hop dong dién tir thong thuong khéc, bao gdm hai yéu té xdm pham

® Michael Terasaki, Do End User License Agreements Bind Normal People?, 41 W. St. U. L. Rev.
(2013).



chinh: mot 14 xAm pham cic quyén tai san va hai 1a quyén nhan than cta ngudi tiéu
dung trong qua trinh hop dong c¢6 hiéu luc va ngay ca sau khi hop dong két thuc.

Phén thr hai cta ludn an s& dugc thuc hién thong qua cac két qua nghién ctru
théng ké va phan tich danh gia cac vu viéc da xay ra trén thuc té dé phat hién, xac
dinh va giai dap cau hoi nghién ctru nay. Dé co thé giai quyét dugc cau hoi nghién
clru ndy, tac gia cling sé lan luot nhdn manh va giai dap cac cau hoi nghién ciru kém
theo trong qua trinh nhan dién rai ro cia EULA nhu:

- Cac quyén nao cta ngudi dung can duoc bao vé trong cac EULA?

- Gidi han trach nhiém hién tai ctia nha phat trién phan mém duoc quy dinh
nhu thé ndo trong cac EULA?

- Thyc tién bao vé quyén ctia ngudi ding dang & mirc do ndo qua thai do cua
Toa an va nha lam luat?

(3) Nhitng bién phdp quén tri riii ro cé thé dwoc dp dung dé bio vé quyén
loi nguwoi dung trong EULA?

Quan hé hop ddng luén duge xem 13 can phai tudn theo cic nguyén tic co
ban vé ty do tu nguyén va binh dang trong giao két va thuc hién hop dong. Tuy
nhién nhitng nguyén tic nay ciing can phai duoc ap dung mot cach linh hoat va phu
hop véi timg loai hop ddng dé dam bao hiéu qua tu do va binh dang 14 cao nhat.
Duya trén phuong cham ndy, ciu hoi nghién ctru cudi ciing va ciing 1a myc tiéu quan
trong nhat ciia luan an, chinh 1a huéng dén cac giai phap phéap 1y nham can bang loi
clia ctia ca hai bén trong quan hé cia EULA, giita nguoi tiéu dung va phia cung cap
chuong trinh phan mém, hodc cha s¢ hitu chuong trinh. Van dé phép 1y dugc néu
lén & day khong chi dimg lai ¢ tim ra bién phap phéap 1y hiru ich bao vé quyén loi
ngudi ding, ma mudén hudng dén yéu t6 “can bang loi ich” nham tao méi truong
thuan loi, khuyén khich cac nha phat trién chuong trinh phin mém, cac chi so hitu
tri tué c6 diéu kién tiép tuc phat huy sy sang tao va thuc ddy tai san tri tué 1a déi
tuong cua cac EULA duoc tiép tuc phat trién.

Cau hoi nay s& dugc giai dap sau mdi van dé dugc néu ra & chuong 2 va

chuong 3 cua luan an.



6. Phwong phap nghién ctiu

Tac gia st dung nhiing phuong phdp nghién ctru sau trong luén an:

- Phuong phap nghién ctru ly thuyét luat hoc (doctrial study research):
phuong phap nay duoc sir dung dé 1am ré mot s6 van dé 1y luan va phap 1y vé hop
ddng dién tir, EULA, cac quyén tai san la d6i tuong ciia EULA, v.v. thong qua viéc
phan tich cac co sd 1y luan va quy dinh phéap luét lién quan. Cac két qua cua nghién
ctru 1y thuyét s& 1am nén tang 1y giai co cac van dé dugc nhan dién trong thuc tién
va 14 ngudn co so dé dé xuat cac giai phap cua luan an.

- Phuong phap nghién ctru lich su (historical research): Phuong phép nay
duogc st dung dé danh gia tinh hiéu qua ciia cac quy dinh, chinh sach phéap luat lién
quan dén cac EULA qua ting giai doan phat trién cta thi truong. Tir d6 nhan dién
dugc van dé trong bdi canh hién dai, 1am co s¢ danh gia phap luat hién hanh, va tim
cac giai phap phap 1y cho phu hop véi cac van dé dugc dit ra trong lun an.

- Phuong phap nghién ctru so sanh (comparative research): phuong phap nay
dugc st dung dé lam rd sy twong dong va khac biét gitta phap ludt cac qubc gia va
phap luat quéc té ddi véi cac quy dinh lién quan dén xac dinh hiéu luc cua hop dong
dién tir, gia tri cia EULA trong quan hé tai san va quan hé hop dong, 13 co s¢ danh
gi4 nhimng thiéu sot ctia phap luat hién hanh tai Viét Nam va ké thira cac giai phap
hoic quy dinh hiéu qua hon cho van dé phap 1y lién quan. Nghién ctru Iya chon mét
sd cac quoc gia dién hinh cho cic quan diém phap luat trén thé gidi dé so sanh. Cy
thé theo hé thong thong luat c6 My, Anh Qudc; hé thong lut thanh van c6 Lién
minh Chau Au, Phap, Nhat Ban, Han Qudc, Trung Qudc.

- Phuong phap nghién ctru dinh tinh (qualitative research): dya trén cac sd
liéu théng ké thur cép, két qua khao sat (survey) dugc thyc hién bdi cac ca nhan to
chire d duoc cong b lién quan dén thai do va phan tng ciia ngudi dung trong dbi
v6i hoat dong giao két cac UELA dé dua ra cac danh gia dinh tinh vé mirc do hiéu
qua cua cac quy dinh phap lut hién hanh vé giao két EULA, lam co s& cho cac dé
xudt giai phap hiéu qua hon dé bao vé quyén cta nguoi ding trong giao dich EULA

trong tuong lai.
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7. Y nghia khoa hoc va thwc tién ciia luén 4n

V& mit 1y ludn, luan an ban luan cac quan diém xoay quanh ban chit cua
EULA tir d6 dong gop thém co so 1y luan cho cac nghién ciru vé hop dong dién tur
n6i chung va cac giao dich lién quan dén phan mém néi riéng.

Vé mit thuc tién, ludn an dé xuét cac hudng tiép can cu thé cho phéap luat
Viét Nam trong bao mat thong tin c4 nhan ctia ngudi dung va quan 1y tai san ao, bd
sung, diéu chinh cac quy dinh vé giao dich dién tir va bao vé quyén loi ctia nguoi

dung trong giao dich di¢n tir.
8. B6 cuc luin 4n

Tur nhitng muc tiéu trén, tac gia phan chia luan an thanh 4 chuong véi bb cuc
nhu sau:

Chuong 1: Téng quan nghién ciru vé bao vé ngudi dung trong hop dong cip
quyén ngudi ding cudi.

Chuong 2: Khai quat chung vé hop dong dién tir va hop dong cip quyén
ngudi ding cubi.

Chuong 3: Quyén cua ngudi dung trong cac giao dich lién quan dén hop

dong cap quyen nguoi dung cudi.
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CHUONG 1
TONG QUAN NGHIEN CUU VE BAO VE NGUOI DUNG
TRONG HQP PONG CAP QUYEN NGUOI DUNG CUOI

1.1 Tong quan tinh hinh nghién ciru

Cung voi sy phat trién nhu vii bdo va chua c¢6 dau hiéu thoai trio cta cong
nghé thong tin toan cau, thwong mai dién tr ndi chung va hop dong dién tir néi
riéng da tr& thanh manh dat mau md, trd thanh dé tai ctia cac nha nghién ctru tir ca
ba linh vuc c6 lién quan, bao gém cong nghé thong tin, kinh té hoc va luat hoc.
Trong d6, nhitng chuyén gia luat hoc xem xét hop dong dién tir dudi dién mao va
gdc nhin nhu 1a mot cong cu hitu hidu dé dam bao cac giao két mang thong tin a0 c6
thé dem lai loi ich that va c6 gia tri d6i voi cude sdng hang ngay. Va dé c6 thé phat
huy t6i da hiéu qua cta hop dong dién tr, ciing nhu giam thiéu nhimng rui ro trong
giao dich xudng muc thap nhat, phap luat can c6 nhiing khung phap 1y chit ché va
hop 1y dé phat huy hoat dong cua giao dich thuong mai dién tir dang ngay cang phat
trién ca vé sb lugng va quy mo trén toan cau.

Xu hudng nghién ctiru hop dong dién tir xuat hién tir rat sém, tuy nhién viéc
xac dinh va phan loai cac dang pho bién ctia hop ddng dién tir, trong d6 c¢6 hop
ddng cap quyén ngudi dung cudi (End-users License Agreement) (sau dy goi tat 1a
“EULA”), chi méi bat ddu duoc quan tdm tir nhitng ndm 2000 cho dén gan day.
Dic biét, sau khi tién hanh tim kiém va khao sét, tac gia vin khong tim thay bat ky
mot dé tai nghién ciru bai ban nao tap trung nghién ctru vé EULA duogc thyc hién tai
Viét Nam.

Trong phan nay, dé ¢ cai nhin tong quat va dé hiéu vé tong quan tinh hinh
nghién ctru cta van dé lién quan, tac gia s& phan thanh mot s6 ndi dung phép 1y chu
yéu dé gidi thiéu cac cong trinh d3 dugce cong bd theo thr ty thoi gian tir trude vé

sSau.
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1.1.1 Cdc céng trinh lién quan dén hop dong dién tiv

Tur nhiitng nam 90 cua thé ky XX, cac nha nghién ctru luat hoc da bt dau c6
thai d6 hoai nghi d6i voi su phat trién ctia phuong thirc giao tiép méi ciia nhan loai,
d6 1a thong qua hé théng mang internet. Trong s6 cac nghién ciru vao giai doan nay,
nghién ctru mang tén “Giao két hop dong trong khong gian mdy tinh” cua Dodd, J.
C., va Hernandez, J. A. vao nam 1998 da gidi thiéu nhitng ndi dung can ban nhat
lién quan hoat dong giao dich thong qua hé thong mang may tinh. Thong qua
nghién ciru ndy, cac tac gia da dua ra quan diém cho rang ky két hop dong dién tir
von chi xoay quanh van dé phuong phap va k¥ thuat van hanh ma khong phai xuat
phat tir van dé 1y ludn hop ddng. Cac 1y luan cin ban cua hop dong thong thudng
khong bi anh hudng nhiéu béi phuong thire giao dich méi nay. Bai viét da c6 nhing
phan tich khé siu sic vé cac yéu té lién quan dén tinh hiéu luc cta hop dong dua
trén hinh thic cia hop dong, cac diéu kién dé mot giao dich dién tir co hiéu lyuc
phap luat va phan tich 5 van dé coi ré cta viéc ky két va thuc hién hop dong dbi véi
hop dong dién tir. Tuy nhién, cac tac gia chi dung lai ¢ 1y giai nhimg diém chung
trong mdi quan hé giita 1y ludn hop dong thong thudng va hoat dong giao két hop
ddng dién tr, ma chua nhin nhan nhitng dic trung co ban cua hop dong dién tir 1a co
nhing khéc biét so voi hop ddng thong thuong.

Cu thé 1a cac van dé lién quan dén thoi diém xac dinh hiéu luc cia dé nghi
giao két, chap nhan giao két, hop dong, sy chénh léch quyén va nghia vu cila cac
bén trong loai hinh giao dich nay. Mic du cac két qua ciia nghién ciru da cii nhung
van c6 gia tri trong luan an nay voi vai tro 14 nén tang co s 1y luan dé phan tich
moi quan hé giita hop dong dién tir v4i cac nguyén tic hop dong cb dién, bd sung

cho viéc x4c dinh ban chét cia cac UELA.

"Dodd, Jeff C. and James A. Hernandez, "Contracting In Cyberspace". Computer Law Review and

Technology Journal, Vol., No., 1998.
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Theo sau do, cac nghién cuu cua Donnie L. Kidd & William H. Daughtrey
(2000)* va Micheal Gisler, Stanoevska-Slabeva, & Greunz (2000)° da bat dau co
nhiing nghién ctru nghiém tic va chinh théng vé van dé 1y luan ciia hgp dong dién
tu dudi goc nhin phap 1y, xéc dinh cic khai niém co ban va céac giai doan cua qua
trinh giao két hop ddng dién tu, tir 6 huéng dén giai thich 1y do va cac giai phap dé
tuong thich luat hop dong hién thoi vao thuc tién ky két cac hop dong dién tir. Cac
tac gia budc dau di c6 nhitng phan tich vé mdi quan hé giita 1y luan hop dong cd
dién v6i hop dong dién tir, xem day 13 nén tang cia cac phuong thirc giao dich méi,
nhung can co sy thay doi cho phu hop, su thay doi sé mang tinh mé rong va linh
hoat hon, d6ng thoi ciling khang dinh duoc tim quan trong ctia viéc phai mé rong 1y
luan hop ddng dé twong thich vé6i cac hinh thirc giao thuong hién dai ngay cang phat
trién. DU con nhitng han ché khi chi ding lai ¢ 1y giai nén ting moi quan hé giira 1y
luan hop ddng va phuong thirc hgp dong dién tir, chua phan tich dac tinh va sy khac
biét mang tinh chét cin ban va tién hoa cta loai hop dong nay, va ciing chua du
doan dugc nhitng rui ro tiém an cua cc giao dich, nhung cac két qua nghién ctu
van c6 thé duoc sir dung dé lam nén tang 1y luan cho cc phan tich sau hon vé céac
khai niém co ban cua hop ddng dién tir s& dugc trinh bay trong nghién ciru nay.

Budc qua ngudng ctra ciia thé ky XXI ciing 1a thoi diém ma sirc anh hudng
cia mang thong tin toan ciu bat dau cho thay sirc anh hudng cua minh dén cach
thirc con ngudi giao tiép, séng, lam viéc va giao thuong mua ban. Cac cong ty 1on
bat dau nhan biét dugc nhimng loi ich ma giao dich dién tir ¢ thé mang lai va trd
thanh cong cu hd tro déc luc cho hoat dong kinh doanh cua minh. Pi kém véi su
phat trién ciia hgp ddng dién tir, 1a cic chuong trinh may tinh hd trg cho hoat dong

nay, trong d6 phai ké dén truéc hét 1a cac chuong trinh lién quan dén thu dién tir

¥ Donnie L. Kidd, Jr. and Jr. William H. Daughtrey, "Adapting Contract Law to Accommodate

Electronic Contracts: Overview and Suggestions

No., 2000.

. Rutgers Computer and Technology Law Journal Vol.,

? Gisler, Michael, Katarina Stanoevska-Slabeva, and Markus Greunz, Legal Aspects of Electronic

Contracts, in Dynamic Business-to-Business Service Outsourcing (IDSO'00), Stockholm. 2000.
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(email) va chit ky dién tir (e-signature). Nam 2001, bai bao cia tac gia Stern, J. E.'
gidi thiéu chi tiét cac loai chit ky dién tir va cac yéu to dé xac nhan mot giao dich
dién tir theo Luat thuong mai Hoa Ky. Céac nghién clru cua tac gia co gia tri gidi
thiéu mot s6 mo hinh quan 1y chit ky dién tir nham giam rui ro din dén pha v& hop
ddéng. Khong nhimng vdy, tac gia con dé& cip dén khia canh quyén loi nguoi tiéu
dung ddi véi cac giao dich dién tir trong pham vi mua ban hang héa trong khong
gian mang. Két qua bai bao chi tap trung phén tich cac yéu té k¥ thuét cia chit ky
dién tor dugc dang ky, khong phan tich khia canh phap ly cua chir ky di¢én tu thong
thuong, hon nita, chi 4p dung trong bdi canh hop dong di ky két xong ma khong dé
cap dén qua trinh thuong luong, dé nghi giao két va cac 13i trong qua trinh giao két.
Vi vay, bai viét nay dugc ding dé tham khao ddi voi cac van dé vé gia tri hiéu luc
ctia chir ky dién tir & khia canh gan véi quyén cua nguodi mua trong cac hop dong
mua hang héa qua mang.

Ciing lién quan dén yéu t6 k¥ thuat, nghién ctru nim 2008 cua Wright, C.S."
vé khia canh phap 1y ctia hop ddng, lién quan dén chir ky dién tir va cac trudng hop
chbi bo hop dong trong giao dich dién tir. Pong thoi gidi thidu cac k¥ thuat hd tro
hinh thanh va quan 1y, cac cong cu kéo theo lién quan dén hop dong dién tir. Bai
viét khong phat hién céc rii ro gin lién v6i phuong thirc giao két hop dong dién tir
hién dai, khong chi ra dugc sy khéc biét vé mit 1y luan va nguyén tac gitra hop
dong dién tir va cac hop dong thong thuong. Bai viét c¢6 dat ra duoc van dé vé
truong hop nao can ap dung chir ky dién tir thong thudng va chir ky dién tir ning
cao, nhung lai chua giai quyét dugc cau hoi nay.

Ngoai ra, mdt mo hinh vé quan 1y hop dong dién tir ciing duoc gi6i thiéu

trong bai bao cua Pillai & Adavi (2013)"2. Bai viét gi6i thiéu moé hinh quan 1y hop

' Stern, Jonathan E., "The Electronic Signatures in Global and Commerce Act". Berkeley
Technology Law Journal, Vol. 16, No. (1), pp. 391-414, 2001.

" Wright, Craig S., "Electronic contracting in an insecure world". SANS Institute, InfoSec Reading
Room, Vol., No., 2008.

"2 Pillai, Manju and Pramila Adavi, "Electronic Contract Management". International Journal of

Engineering and Advanced Technology (IJEAT), Vol., No., 2013.
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ddng dién tir hién dai dam bao cac muc tiéu (1) cho ngudi dung dé dang truy cap hé
thong hop dong dién tir; (2) cai thién giao dich thong sudt; va (3) dam bao an toan
thanh toan. Mo hinh dugc mé ta thong qua trong bon budc don gian. Nghién ctu
don thuin mang tinh k¥ thuat va cung cap ndi dung chuong trinh quan ly, chir
khong danh gia dudi goc nhin phap 1y ctia hop dong dién tir. Nhung cac két qua
nghién ctru ndy cung cp khai quat quy trinh van hanh cta cic giao dich va hop
dong dién tir duoc thuc hién tai thoi diém méi nhat, c6 thé ding dé tham khao cho
danh gia ky thuat cua cac giao thirc hop dong dién tir hién dai.

Pong thoi, voi dac tinh phi bién gidi cia mdi truong mang toan cau, cic tac
gia cling quan tAm dén khia canh thuong mai quéc té cua cac hop dong nay. Va kéo
theo d6, khong chi phap luat thuong mai ctia cac qudc gia, ma cac quy dinh va cong
udc qudc té vé thuong mai trude d6 ciing phai cin c6 sy nhin nhan va twong thich
v6i loai hinh giao két hop doéng voi dang thic méi nay. Bai bao cua Hill J. E. tur
nam 2003 d3 dé cap dén cac van dé nay. Theo d9, tac gia Hill J.E. da khang dinh xu
huéng phat trién ctia hgp dong dién tir trong hoat dong mua ban qudc té, tir d6 dé
xudt phai giai quyét cac van dé lua chon luat ap dung sao cho phu hop'’. Du chi
phan tich cac van dé trong khudn kho ciia CISG, dong thoi tac gia ciing khong mo
rong phén tich cac van dé con bét cap lién quan dén dé nghi giao két, chip nhan dé
nghi giao két, dan dén pham vi nghién ctru cua bai viét hep, chua 1am rd ban chat
ctia cac hop dong dién tir. Tuy nhién, bai viét di cung cip twong ddi day du cac co
s& 1y luan nham phan biét di tugng cia hgp dong dién tir thanh hai déi twong chinh
1a tai san/hang hoa hiru hinh va tai san/hang hoa vo hinh vdi cac cach thiic can (g
xtr khac nhau ddi véi timg loai, ma trong nghién ctru nay, tic gia s dung dé lam
nén tang co so 1y luan cho EULA.

Tuong dong voi quan diém cua Hill J. E., Winn J. K. (2006) ciing dé cap dén

cac van dé phap 1y ctia hop dong dién tir ndi chung ¢ khia canh thuong mai phi bién

" Hill, Jennifer E., "The Future of Electronic Contracts in International Sales: Gaps and Natural
Remedies under the United Nations Convention on Contracts for the International Sale of Goods".

Northwestern Journal of Technology and Intellectual Property Vol.2, No. (1), 2003.
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gidi, khang dinh cac hop dong dién tir ciing 1a mot bd phan ngay cang phat trién cla
hoat dong thuong mai qudc té. Bai viét phan tich két hop ca vé k¥ thuat cong nghé
thong tin va co sé 1y luan cua ludt hop dong dé dua ra dé xuit diéu chinh cac quy
dinh cua hop dong thuong mai qudc té. Trong nghién ciru tai thdi diém nay cua
minh, Winn khong phan loai va tiép can dbi véi tung loai hop déng dién tir cu thé,
din dén phan tich cac nguyén tac k¥ thuat ma khong phan tich cac nguyén 1y hop
dong can ban trong hop dong dién tir. Do d6 cac giai phap ap dung chung cho
thuong mai qudc té 1a khé thyc thi. Nhung cach tiép can cua tac gia tir goc nhin cta
luat cong, luat tu va ddi voi cac to chiic phi chinh phu trong méi quan hé véi hop
déng dién tir 12 mot diém manh c6 thé tham khao dé nghién ctru sau hon ddi voi
EULA trong nghién ctru nay.

Tir su ra doi cua Luat Giao dich Pién tir Théng nhat cia Hoa Ky nam 1999
(Uniform Electronic Transaction Act - UETA) va hang loat cac diéu chinh trong
phap luat cua cac nude Chau Au co lién quan dén viée ky két va thuc hién hop dong
dién tir nhu Huéng dan Thuong mai Dién tir (Electronic Commerce Directives),
Huéng din Diéu khoan Hop dong Khong cong bang (Unfair Contract Terms
Directives), Luat Hop déng bién tr Tiéu dung EU (EU Consumer Electronic
Contract Law), v.v. nghién clru so sanh cling cua Winn J. K. cung véi Bix, B. H.
vao nam 2006 lai phan tich hai huéng tiép can khac nhau cua 2 hé théng luat chu
yéu 1a Luat My va Luat Chau Au trong cach tng xir v6i cac van dé lién quan dén
hop dong dién tir. Pong thoi, trong bai viét ctia minh, tic gia con dua ra quan diém
va trinh bay cu thé ndi dung vé tai san 1a d6i tugng cua cac hop dong dién tir 1a co
su tuong thich va khac biét so v6i cac hop dong thong thudng, cu thé trong mot sb
pham vi cta hop dong mua ban, hop ddng thué, hop dong st dung phan mém, hop
d6ng mua may tinh. Rét tiéc 14 tac gia c6 tinh khong dua ra bat ky danh gia nao dbi
v6i tinh hiéu qua cta ting cach g xtr ctia hai hé théng luat khac nhau, tuy nhién,

day van 1a nguon so sanh luat co gia tri tham khao 16m d6i v6i nghién ciru nay.

' Winn, Jane K. and Brian H. Bix, "Diverging Perspectives on Electronic Contracting in the U.S.

and EU". Cleveland State Law Review (Law Journals), Vol. 54, No. (1), pp. 175-190, 2006.
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Tiép theo sy phat trién cta phap luat quéc té nham tuong thich véi thyc tién
giao két va thyuc hién hop déng thuong mai dién tr, Hi€p dinh vé sir dung giao dich
dién tir trong hop dong qudc té (theo UNCITRAL ngay 23/11/2005) duogc ky két va
nhan dugc nhidu sy quan tim cia thé gidi. Trong bao cdo ctia Masadeh, A., &
Bashayreh, M. (2007)"° d4 co giéi thiéu va danh gia tong quat kha niang diéu chinh
ctia UNCITRAL 2005. Tir d6 chi ra cac van dé con ton tai lién quan va dé xuat mot
sO giai phap cho cac van dé nay. Téc gia chi ra dugc cac van dé co ban ctia mot giao
dich dién tir thuong mac phai nhu gia tri vé hinh thirc va thoi diém xac dinh hiéu
luc ciia hgp dong; cac nham 14n va 16i phat sinh trong qua trinh ky két (can phan
biét giita 18i co ban va 18i khong co ban), va khang dinh khong thé ap dung ly
thuyét prima facie (chting ctr thuc té) cho cac giao dich online. Tuy nhién, bai viét
khong co su phan loai cu thé cac loai hop dong dién tir. Tac gia chua phan tich va
giai quyét dugc cac van dé lién quan dén thoi diém c6 hiéu luc ciia hop dong thong
qua trung gian dién tu (electronic agent) ma chi danh gia theo quy dinh cua Hiép
dinh. Cac giai phap ma tac gia dua ra 1am mat di ddc tinh va nhimg vu viét cua hop
ddng online, d6 chinh 1a tinh nhanh chong va théng sudt. Nhimg van dé con bo ngd
clia bai viét s& dugc sir dung dé tro thanh nhitng van dé can giai quyét trong nghién
ctru nay. C6 ddi tuong phén tich tuong tu khi di vao danh gia nhimg diém khong
hiéu qua cia UNCITRAL 1996 va EU Electronic Transaction Directives va cac ban
sira d6i d6i, nhung lai huéng dén nhitng van dé vé chir ky dién t, 13 nghién ciru so
sanh cuia Forder, J. (2010)'°. Piém ndi bat ciia nghién ciru nay 1a cac quan diém ddi
v6i trudng hop phd bién khi mot ca nhan khong sir dung chit ky dién tir dugc dang
ky thi tinh hiéu luc cta cic ndi dung thu dién tir dwoc cong nhan nhu thé ndo. Céc
két qua so sanh nay c6 thé dugc sir dung dé tiép tuc danh gia cac quy dinh lién quan

dén chit ky trong hop dong dién tir.

"> Masadeh, Aymen and Mohammad Bashayreh, "Contemporary Legal Issues of Contract Formation
by Online Orders". Shariah and Law Journal - UAE University, Vol. 31, No., 2007.
' Forder, Jay, "The inadequate legislative response to e-signatures ".Computer law & security

review, Vol. 26, No. (4), pp. 418-426, 2010.
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Nhitng ndm cudi cta thap ky dau tién cta thé ky XXI tré vé sau danh dau sy
bung no phat trién va sy quan tim chua timg thdy d6i véi hinh thic giao dich dién
tir. Hang loat bai viét, nghién ctru 16n nho, sach, bao co tir tat ca cac qubc gia trén
thé gioi hudng dén d6i twong nghién ciru 1a cac hop dong dién tir, tir Hoa Ky'/,
Canada'®, dén cac quéc gia Chau Au'’, Australia®® cho dén cac qudc gia méi phat
trién, dang phat trién tai Chau A nhu An D9, Malaysia, Viét Nam, LA Trong sb
nay, phai noi dén tac pham sach tham khao c6 quy mo 16n cua tac gia ngudi An D9,
Nagpal, R. (2008). Bo sach nay trinh bay tong quat va bao gdm tat ca cic ndi ham
co ban ciia thwong mai dién tir, ddnh gia dudi goc nhin phap 1y, cu thé 1a phap luat
An Po. Céc két qua cua tac gia cho phép tiép can voi thuong mai dién tir dudi goc

nhin phap 1y tir mot qudc gia co6 nén cong nghé thong tin phat trién nhanh chong bac

" Counsel, The Association of Corporate, Contract 2.0: Making and Enforcing Contracts Online,
LLP Venable, Editor. 2012. p. 1-57.

'8 Melliship, Neil and Seva Batkin, Introduction to Electronic Commerce in Canada. 2008. p. 1-12.

' Xem thém: Trandafirescu, Bogdan Cristian, The electronic contract signing and its coming into
force in the Romanian Law, in The 6th International Conference of PhD students - University of Miskolc.
2007, University of Miskolc: Hungary; Cartwright, John and Martijn W. Hesselink, "Precontractual Liability
in European Private Law: Conclusions". Cambridge University Press, Vol., No., pp. 449-488, 2008;
Mamedova, Natalya and A.N. Baykova, "Practices and perspectives of functioning electronic trading system
for state and municipal needs in Russia". Vol., No., 2015; va Ababneh, Lara. E-contract under the existing
UAE Laws. 2011 [7/25/2015]; Available from: http://www.tamimi.com/en/magazine/law-update/section-
7/may-6/e-contract-under-the-existing-uae-laws.html.

* Delaney, Hayden and Briar Francis. Electronic signatures and their legal validity in Australia
Available from: http://www.findlaw.com.au/articles/5777/electronic-signatures-and-their-legal-validity-in-
.aspx.

! Xem céac nghién ciru cua Nagpal, Rohas Ecommerce - Legal Issues. 2008, India; Nguyén, Vin
Thoan, Ky két va thuc hién hop déng dién tr trong diéu kién Viét Nam hoi nhép kinh té qué)c té, in Trudong
DPai hoc Ngoai thuong (Foreign Trade University) 2010, Truong Pai hoc Ngoai thuong (Foreign Trade
University) Hanoi. p. 262; Palanissamy, Ayyappan, "Legal Issues in e-Commerce and e-Contracting - An
Overview of Initiatives in Malaysia". International Journal of e-Education, e-Business, e-Management and e-
Learning, Vol. 3, No., pp. 173-177, 2013; Juwana, Hikmahanto, Legal Issues on E-Commerce and E-
Contract in Indonesia in 8th General Assembly of the ASEAN Law Association: ASEAN Laws in the 21st
Century. 2003: Singapore. p. 212-222; va Wei, Jun, "Analysis of the New Electronic Signature Law". China
Legal Watch, Vol., No., pp. 10-13, 2004.
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nhat thé gidi. Mic du cong nghé phat trién nhanh nhung tu duy phép luit vé thuong
mai dién tir cia An d6 cho thay chi ding lai & muc tiép thu cac nguyén tic co ban
cta luat qudc té. Két qua 1am nén tang kinh nghiém danh gia cho cac qudc gia c6
toc do ting truong tuong tu. Mic du dimg lai & phan tich cac khai niém va dic tinh
co ban cho sinh vién, mang tinh gidi thiéu tong quan va danh gia chung vé luat thuc
dinh, dong thoi khong phan tich siu cac rii ro dudi goc do 1y luan hop dong, nhung
cong trinh c6 ¥ nghia trong gidi thiéu co sé 1y ludn cua hop dong dién tir va so sanh
v6i phap luat qudc té ciia nghién ciru.

Trong pham vi nghién ctru tai Viét Nam, chi c6 mot vai cong trinh ndi bat
lién quan dén giao két hop dong dién tir. Mot 1a luan 4n tién si cia Nguyén Vin
Thoan (2010) vé Ky két va thyc hién hop dong dién tir trong diéu kién Viét Nam
hoi nhap kinh té qudc té. Luan 4n nham phan tich vi tri ctia hgp dong dién tir trong
hoat dong thuong mai tai Viét Nam va nhiing yéu cau khi gia nhap kinh té thé gioi.
Pong thoi giai quyét cac van dé lién quan dén k¥ thuat va quy trinh quan 1y hop
ddng dién tir sao cho hiéu qua. Bing phuong phap duy vat bién ching, so sanh,
phan tich tong hop, va phuong phap lich sir, luan 4n ¢ ¥ nghia trinh bay dugc cac
danh gia khao sat hoat dong cua hop dong dién tir tai thi truong Viét Nam, chi ra
cac han ché trong qua trinh thuc hién va tinh cap thiét ctua viéc quan ly va diéu
chinh ciia phép luat dbi voi phuong thirc giao dich nay. Tuy nhién, luan an chi dimg
lai & cac két qua va giai phap cai thién quy trinh quan 1y va cac quy dinh hinh thic
cta luat giao dich dién tir, chua di dén phan tich hop dong dién tir trén nén ting co
s& 1y luan cta luat hop dong.

Tht hai, ¢ khia canh bao vé quyén cua nguoi ding trong méi truong thuong
mai dién tr, c6 ludn vin thac si ciia Lé Thi Thu (2011) nghién ciru vé cac giao thirc
bao vé thong tin trong thoa thuan hop ddng dién tir va gn day nhat 1a bai viét cia
tac gia Bui Lé Thuc Linh (2018) lién quan dén bao mat thong tin ca nhan trong ky
nguyén Big Data. Céc tic gia da dua ra cac phuong thirc thuc hién va ky két hop
ddng dién tir sao cho dam bao tinh bao mat, an toan thong tin va an toan trong giao

dich. Trong do, luan van cua tac gia L& Thi Thu chi phan tich cac m6 hinh dudi
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hinh thirc giai phap k¥ thuat chir khong phai dudi goc do phap 1y, nén nhiing két
quéa cua luan van chi duoc sir dung dé tham khao trong mé hinh quan 1y hop dong
dién tir, co s xem xét cac giai phap phéap 1y dé bao vé quyén loi cho nguoi dung
trong EULA. Bai viét cta tac gia Bui Lé Thuc Linh dat van dé bao mat thong tin ca
nhan trong ky nguyén mdi, khi cac thong tin cd nhan cta ngudi dung da gia nhép
vao co s dir liéu toan cau (Big Data). Gidi han ctia nghién ctru 1a tac gia chi tap
trung phén tich dinh nghia cac khai niém mang va moé ta so luge dinh nghia quyén
riéng tu cia My cung vdi x4c dinh cac thach thirc cua cac nha lam luét trong bao vé
quyén riéng tu ctia ngudi ding.*? Bao mat thong tin ¢4 nhan chi 1a mot trong nhiing
ndi dung can duoc bao vé ngudi dung trong thuong mai dién tir, va EULA 1a mot
trong nhitng cong cu ban dau c6 kha ning tic dong dén quyén nay cua nguoi ding.
Do vay, luan an cé thé sir dung mot phén thong tin va dé xuét cua nghién ctru nay
lién quan dén bao vé thong tin ctia nguoi dung trén co sé quyén nhan than, ngoai ra
cht yéu luan 4n nay sé& tip trung nghién ctru sdu hon & giai doan dau tir khi nguoi
dung xac lap giao két EULA chir khong phai ¢ giai doan khi thong tin nguoi ding
da dugc luu hanh rong rai ¢ co so dir li¢u toan cau.
1.1.2 Cdc céng trinh nghién ciru lién quan dén EULA

O giai doan dau, EULA duogc cac nha nghién ctru phéap 1y dé cap dén dudi

»3 sau d6 EULA duoc quan tam

tén goi la cac “Thoéa thuan Cap phép Phan mém
chu y nhi€u hon trén co so 1a nén tang cho cac quyén so hitu tri tué€ va quyén tai san

duogc xac lap théng qua cac chuong trinh phan mém.

* Bui Lé Thuc Linh, Bao mat thong tin ca nhan trong ky nguyén Big Data, Tap chi Phap luat & Phat
trién, ) thang 06/2018. Website: http://phapluatphattrien.vn/bao-mat-thong-tin-ca-nhan-trong-ky-nguyen-
big-data-a500.html?fbclid=IwAROTHglObQu7AZeBKdw5-
1IdMhOFy2E2VIppUXXw2USWqfHSoD3ifiDywZng, truy cap ngay 10/01/19.

* Nguyén van tiéng Anh 1a “Software License Agreement”, EULA dugc nhic dén trong bai viét ctia
Robert W. Gomuikewicz va Mary L. Williamson (1996) nhu mét loai théa thudn c?ip phép dac biét va mdi
mé, hitu ich cho thi truong phan mém toan cau dang ¢6 xu hudng né ro tai thoi diém hién tai. Xem thém tai:
Robert W. Gomulkiewicz; Mary L. Williamson, A Brief Defense of Mass Market Sofware License
Agreements, 22 Rutgers Computer & Tech. L.J. 335 (1996).
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T nam 2004 di c6 mot s6 cac nghién ciru quan trong lién quan dén EULA
khi dit van dé vé quyén tai san dugc phat sinh trong thé giéi 40 ma cac phin mém
mang lai. Noi bat nhat trong giai doan nay 1a nghién ciru cia Edward Castronova
(2004), ong nhan manh van dé cong nhan cac quyén ctia nguoi ding trong thé giGi
a0, dic biét 1a quyén vé tai san, dong thoi dwa ra mot mo hinh giai phap mang tén
“Charter of Interration” (Tam dich la “Pieu I¢ Thé gioi ao”) va nhan manh vai tro
ciia EULA trong viéc bao vé cac quyén ciia ngudi dung trude nha phat trién phan
mém trong thé giéi 40 mdi mé nay.** Ly thuyét cua Castronova sau d6 con duoc
mot s& cac nha nghién ctru khac tiép ndi, co thé ké dén Jack M. Balkin (2004)* va
Jamie J. Kayser (2006).%° Ly thuyét ciia Castronova va cac nha nghién ctru ké thira
c6 y nghia déc bi¢t quan trong voi ludn an nay trong viéc di tim cau trd 161 cho cau
hoi ban chat cia EULA 1a gi, dong thoi ciing 12 nén tang xac dinh cic quyén cia
nguoi dung can phai dugc bao vé trong EULA 1a gi. Han ché cta nhitng nghién ctru
nay la chi tip trung dén quyén tai san ma khong dé cap dén cac quyén khac cua
ngudi dung, do d6 chwa nhin nhan hét cac khia canh riii ro ctia ngudi ding cé thé
gap phai, cling nhu khong phan anh dugc chiung trong cac mo hinh giai phap cua
minh.

Trong ndm 2007, lan dau tién EULA duoc phan loai va dinh nghia chi tiét
trong bao cdo hoi thao cua Wittmann, J. E. vé hop déng dién t&*’. Tai bdo cdo nay,
tac gia danh gia du dodn su phat trién ctua hop dong dién tir ndi chung va gidi thiéu
timg loai hinh hop ddng dién tir nham rat ra dic tinh va cach thic tng xtr ddi véi

timg loai hop ddng nay. Tuy nhién, lai khong dé cap dén cac rui ro cho cac bén khi

4 Edward Castronova, The Right to Play, New York Law School Law Review, Vol.49, 2004, p.185.

** Jack M. Balkin, Virtual Liberty: Freedom to Design and Freedom to Play in Virtual Worlds, 90
VA.L.REV. 2043, 2043 n.1 (2004).

*% Jamie J. Kayser, The New New-World: Virtual Property and the End User License Agreement,
Loyola of Los Angeles Entertainment Law Review, Vol. 27, 2006, p.59.

" Wittmann, Jeffery E., Electronic contract, in Negotiation and Drafting Major Business

Agreements Conference. 2007: Vancouver, BC.
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tham gia EULA va tinh bat cAn xtng trong quan hé hop dong nay nén sé& chi 1a
ngudn tham khao cho cac khai niém co ban cia EULA trong nghién ctru nay.

Cung lién quan dén ndi dung xac dinh ban chat hop dong dién tir dudi goc
nhin bao vé ngudi tiéu dung, ludn an tién sT cia Macsim, A.R. nim 2012°® da danh
gia mirc 46 duoc bao vé ciia quyén loi cia ngudi tiéu dung trong mdi quan hé loi
ich trong hop dong dién tir v6i cac doanh nghiép, nham dua ra cac két luan vé wu
diém va han ché cua quy dinh lién quan dén thoi han duoc huy hop ddng (cooling-
off period) ctia nguoi tiéu dung khi ap dung trong hop dong dién tir. Mic du chua
giai quyét cac van dé lién quan tinh phi bién gi6i ciia hoat dong giao dich dién tu.
Ngoai ra, giai phap 4p dung "thoi han dugc hiy hop dong" chi ¢6 tac dung dbi véi
cac hop ddong mua ban hang hoa véi sé lugng twong dbi it, cu thé, c6 thé xac dinh
dugc thoi gian giao két va khong c6 tranh cdi vé thoi diém cé hiéu luc cua hop
ddng, cling nhu khong giai quyét dugc van dé bao vé quyén ciia ngudi tiéu ding dbi
v6i cac giao dich mang dic tinh tic thoi nhu EULA. Nhung mot s6 két luan va giai
phap bao vé nguoi tiéu dung trong mdi quan hé hgp dong mot bén dudi hinh thirc
giao dich dién tir thong qua ap dung "thoi han dugc hity hop dong" s& dugc xem xét
can nhic trong nghién ctru ndy dé van dung giai phap can bang quyén loi cia nguoi
tiéu dung trong EULA.

Va cudi cung, anh huéng kha 16n dén luan an phai ké dén nghién ciru méi
nhit ciia Michael Terasaki (2013)* va Thomas Gamarello (2015)* vé Thuyét bat
hop 1y (Unconscionability Dotrine) trong EULA. Tac gia dong tinh v&i quan diém

clia cac tac gia trén dudi goc do xac nhan ban chat bat hop 1y caa Hop dong Cap

28 Macsim, Andreia-Roxana, The new Consumer Rights Directive. A comparative law and
economics analysix of the maximum harmonisation effects on consumers and businesses. The case of the
cooling-off period from online contracts., in Department of Business Law. 2012, Aarhus School of Business,
Aarhus University. p. 58.

* Michael Terasaki, “Do End User License Agreement Bind Normal People?”, Western State
University Law Review, Volume 41, Issue 2, 2013, Tr.467-489.

* Gamarello, Thomas, "The Evolving Doctrine of Unconscionability in Modern Electronic

Contracting". Law School Student Scholarshio, Vol.647, No., 2015.
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quyén Nguoi ding EULA. Cac nghién ciru cia Gamarello cung cap tu duy phap 1y
1d rang va sdu sic vé sy phat trién, dic tinh cua Thuyét bat hop 1y, tao tién dé nhan
dinh tinh chat cin ban ciia cac hop dong dién tir 1a thudc dang hop dong theo mau.
Ngoai ra, bai viét giéi thiéu twong d6i rd rang cac hinh thai phd bién ctia EULA va
cac loai hop dong dién tir twong tu. Trong khi d6 Terasaki dua ra cac nghi van d6i
v6i viéc Toa an cong nhan hi€u luc cua cac EULA thong qua khédo sat nhitng an 1€
dién hinh. Tuy nhién, cic giai phap cua ca hai tac gid van chua thé dugc xem 1a higu
qua vi van theo dudi thuyét hiéu qua cua thong bao va chi mang tinh canh bao chu
chua dé cap dén giai quyét van dé cbt 161 cua hién twong nay xuit phat tir hanh vi
ctia ngudi dung. Do dé, trong luan an ndy, tic gia s& dua ra cac ly giai vé su tho o
ctia nguoi dung d6i voi EULA dé dé xuat cac giai phap hiéu qua hon.

1.1.3 Cic céng trinh nghién ciru lién quan dén ly thuyét hop dong

Pé lam co sé nén tang giai quyét cac van dé cuia EULA, tac gia ciing khao
sat mot s6 cac cong trinh nghién ciru lién quan dén 1y thuyét hop dong gan day, dic
biét 1 cac nghién ctru vé hop dong theo mau, hop dong mot bén va hoc thuyét bat
hop 1y trong giao két hop dong ctia hé thong Thong Luat. Mot s6 cac cong trinh ndi
bat dugc tac gia ghi nhan sau day:

Mot nghién ctru dang chu y cua Pai hoc Harvard vao nam 2006, tuy ban dau
khong chii dich huéng dén ddi tuong 1a hop dong dién tir, nhung c6 y nghia quan
trong d6i voi viée nhan dang ban chit cia EULA néi riéng va cac hop dong dién tr
n6i chung 13 nghién ctru vé “Hop ddng mot bén trong thi truong tiéu dung canh
tranh” ctia Bebchuk & Posner *'. Nghién ctru nay nham muc tiéu ching minh tinh
can bang trong giao dich mot bén, thong qua phuwong phap phan tich kinh té, dya
trén cac rui ro vé chi phi ctia bén dé nghi hop dong. Tir nhitng két qua cia bai viét
nay c6 thé tmg dung dé phat trién 1y thuyét tinh bat hop 1y trong cac hgp dong mot
bén (nhu EULA), dong thoi cé cach thuc gidi thich va giai quyét tinh trang lam

dung quyén lyc cia mot bén trong hop dong noéi chung. Piém han ché cua cac két

3 Bebchuk, Lucian A. and Richard A. Posner, "One-sided contracts in competitive consumer

markets". Michigan Law Review, Vol., No., pp. 827-836, 2006.
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qua nghién ctru ctia Bebchuk va Posner 1a chi chimg minh mot khia canh vé tinh cin
bang trong mdi quan hé ctia hop dong mot bén, tuy nhién ddi véi cac diéu khoan bt
cong trong cac hop ddng nhu hop ddng dién tir thi két qua nay khong co gia tri giai
quyét van dé cho bén yéu thé hon. Nghién ctru khong chi cung cip cac két qua
nghién ctru cd gia tri, ma cing véi su gidi thiéu vé phuong phap nghién ctu luat
hoc két hop véi phan tich cac yéu té kinh té ma sau nay tac gia Duong Anh Son va
tac gia Hoang Vinh Long™ c6 dé cap ddi v6i cac nghién ciru trong linh vuce phap
luat hop doéng vao nam 2013.

Phuong phap méi nay nghién ctru luat két hop giira phan tich cac nguyén ly
kinh té hoc trong giai thich, nhan dinh va giai quyét cac van dé trong hop dong va
luat hop dong dua trén chi phi giao dich. Tan dung céc két qua nghién ciru va
phuong phap nghién ctru ciia bai viét, tic gia s& tiép tuc so sanh, danh gia va giai
quyét sy bit can xtmg va bat hop 1y cia EULA.

Trong khi d6 cac nghién ctru ctia Omri Ben-Shahar va Carl E.Schneider
(2014)* da cho thay su thit bai cua cac diéu khoan bit budc trong muc tiéu giup
nguoi dung nhan thirc 1 hon vé quan hé hop déng ma minh dang giao két, hay hiéu
biét rd hon vé dic tinh san pham, quyén va nghia vu cua céc bén, v.v. Su that bai
nay cha yéu xuét phat tir thai do ing xr mot cach thd & ciia nguoi dung dbi véi noi
dung hop dong, hoic ngay ca khi quan tdm ciing khong du kién thire chung dé hiéu
1d. P6i v6i cac bién phap dé hoa giai van dé nay, tac gia sé tiép tuc dat ra va giai
quyét trong nghién ctru nay dua trén cac 1y thuyét nén taing ma Gamarello va Omri

Ben-Shahar va Schneider da dé xuat.
1.2 Piém méi ciia luén an

Tur cac cong trinh nghién ctru dugc khao sat & muc trén, tdc gia nhan thay

rang cac nghién ctru trude day chua cu thé va thong nhat trong viéc xac dinh ban

** Duong, Anh Son and Vinh Long Hoang, "Thir ban vé ban chat ciia hop dong tir goc d6 Kinh té
hoc".Tap chi Nha nude va Phap Luat, Vol., No., 2013.
3 Omri Ben-Shahar, et. Carl E. Schneider, “More than you wanted to know. The failure of

Mandated Disclosure”, Princeton University Press, New Jersey, 2014.
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chat that cia EULA, 1a mot hop dong hay 1a mot gidy phép, trao cho ngudi diung
quyén sir dung cac s hitu tri tué ctia nha phat trién chuong trinh phan mém. Pong
thoi, phuong thire giao két dic thu va yéu t6 tam 1y, thai do cia nguoi dung trong
qua trinh giao két EULA chua duoc cac cong trinh quan tim dung mirc, tir d6 cac
giai phap phap 1y cho van dé quyén cua ngudi ding bi xdm pham sau khi EULA
duoc xac 1ap cho dén nay hau nhu chua dem lai hiéu qua nao 10 rét.

Do vay, diém méi ctia dé tai nay chinh 1a luan 4n s& giai quyét van dé quyén
clia nguoi ding bi xdm pham di tir (1) xuat phat diém 1a nghién ctru 1y luan vé ban
chat that cia EULA 1a gi, thong qua phan tich cac yéu té dic tinh giao két, cac d6i
tugng va quyén lién quan dén EULA, v.v. tir 46 dua ra nhitng yéu cau vé cach ung
XU can thiét ciia nha lam luat va Toa an ddi voi phap luat didu chinh cac hop dong
nay; va (2) nhan dién va du doan ngudn gdc dan dén viéc cac quyén cua nguoi ding
bi xdm pham c6 kém theo phan tich cac nguyén nhan tir tit ca cac bén lién quan,
bao gdm ca 18i ciia ngudi ding dé lam co s& dua ra cac giai phap phap 1y thich hop
va hi¢u qua hon.

Twr do, nghién curu s€ phan tach nhiing yéu td khac biét vé mit 1y luédn va dac
diém ctia EULA so véi cac loai hop dong thong thudng khac. Pong thoi tip trung
tim ra giai phap phap 1y cho van dé ctia hop dong cap quyén ngudi ding cudi.

Trong moi trudng giao két phi vat chat, cac hop dong cip quyén nguoi ding
cubi mang dic tinh bat can bang nghiém trong gitta mot bén manh thé (cong ty) va
mot bén yéu thé hon (ngudi dung). Khong nhitng vay, nhimg gia tri loi ich ma
nguoi dung co thé bi khai thac dudng nhu dang vuot khoi nhitng gi ngudi ta ¢ thé
muong tuong ban dau, bao gdm ca cac rai ro bj xdm pham vé cic quyén co ban nhu
quyén tu do ngdn luan, quyén tai san, quyén bi mat thong tin c4 nhan, v.v. budc
phap luat va cc co quan giai quyét tranh chip can tng xir v6i EULA dic biét hon
han so vé6i cac loai hop dong theo mau khac. Cac giai phap hién hanh ap dung cho
cac hop dong theo mau 1a chua du, do d6 dé tai s& dua ra cac giai phap méi cu thé
hon va dic thu hon cho EULA, ciing nhu xem xét lai di v6i bién phap ap dung cac

di€u khoan bat budc sao cho hiéu qua hon.
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Hon nita, bén phia cic cong ty cung cip chuong trinh phan mém ciing c6 nhu
cau va quyén dugc bao ho & mirc d6 nhat dinh ddi voi quyén so hitu tri tué di kém
v6i phan mém 13 d6i tuong ctia hop dong, do d6 diém mdi cua dé tai s& 1a cac giai
phap bao vé quyén loi ngudi ding s& mang tinh can bang loi ich & mirc d6 tuwong
d6i nhat. Pé cac giai phap nay dugc thuc hién hiéu qua, phap luat cia cac qubc gia
can c6 sy twong thich va diéu chinh hop 1y trén tinh than chung ctia phap luat quoc
té, tuy nhién sy twong thich nhu thé nao sé& 1a nhiing van dé can duoc nghién ciru

thém.
1.3 Co sé 1y thuyét nghién ciru

Pé giai quyét cac van dé nghién ctru da dugc néu trén, dé tai s& van dung
mot s6 nén tang co s& 1y thuyét da duoc nghién ciru dé tiép can cac van dé lién quan
dén EULA. Pé tai sir dung céc ly thuyét nghién ctru chinh nhu sau:

O khia canh kinh té, cac 1y thuyét kinh té hoc cung cap phuong thirc giao két
va cong thirc giam chi phi téi thiéu, nham muc dich t6i da héa loi nhuan théng qua
cac hoat dong giao két thwong mai toan cau. Nghién ciru van dung hai 1y thuyét
kinh té chinh: mot 13 1y thuyét vé chi phi giao dich (Ronald Coase, 1988)** va hai la
ly thuyét vé hanh vi ctia nguoi dung (Kotler va Keller, 2006).

1.3.1 Ly thuyét vé chi phi giao dich ciia Ronald Coase

Dinh 1y Coase la mot trong nhimng 1y thuyét kinh té vé tai san ndi bat duoc
phat biéu boi Ronald H. Coase (1937) va di dugc cac nha kinh té hoc va luat hoc
trén thé gii van dung trong cic nghién ctru ctia minh. Mdi nha nghién ciru mo ta
Dinh 1y Coase ¢ nhitng khia canh va mtrc d6 khac nhau. Coase st dung khai ni¢m
“chi phi giao dich” dé chi cac chi phi lién quan dén trao d6i thong tin, tit ca cac tro
ngai trong thuong lugng hop ddng.Véi dinh nghia nay, thwong luong chi thanh
cong khi chi phi giao dich bang khong.”® Néi cach khac, khi cac bén co thé ty thoa

* Coase, R (1988) The Firm, The Market, and the Law. The University of Chicago Press, IL;
** Douglas W. Allen, “Transaction Costs,” in Boudewijn Bouckaert and Gerrit De Geest, eds., The
Encyclopedia of Law and Economics, volume 1. Chelthenham, Edward Elgar, 2000, pp. 897; “In the absence

of transaction costs, the allocation of resources is independent of the distribution of property rights.”
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thuan v6i nhau ddi voi cac van dé phat sinh lién quan dén giao dich va nham dat
dugc muc chi phi giao dich bang khong, thi cac van dé bao vé quyén sé hitu hay
giai quyét boi thudng thiét hai theo luat hop dong s& khong con mang ¥ nghia can
thiét nita. Dudi goc nhin cua luat hop dong, Pinh 1y Coase c¢6 y nghia dic biét
trong viéc nhan manh hiéu qua t6i da héa loi ich s& dat duoc khi cac bén duoc tu do
thoa thuén trong cac giao dich.*®

Vi con ngudi ludn ludn d6i mit véi sy danh doi, nén qua trinh quyét dinh doi
hoi phai so sanh loi ich va chi phi cta cac duong 16i hanh dong khac nhau. Song
trong nhiéu trudng hop, chi phi ciia mot s6 hanh dong khong phai luc nio ciing rd
rang nhu biéu hién ban dau cta chung. Kinh té hoc dinh nghia chi phi ciia mot thir
1a cai ma ban phai tir bo dé c6 duoc nd, bao gém ca chi phi thuc té va chi phi co
hoi.*” Chi phi giao dich 1a mot trong cac chi phi thuéc nhém chi phi thyc té va duogc
Oliver E. Williamson xem 1a yéu td kinh té twong duong voi sttc ma sat trong cac
hé thong vat 1y.*®

C6 kha nhiéu dinh nghia vé chi phi giao dich dugc dua ra va van con dang
duogc tranh cdi, phan 16n cac nha nghién ctru dua ra hai khai niém pho bién: (1) chi
phi giao dich 1a chi phi phat sinh khi mdt giao dich dugc xac 1ap trén thi truong; va
(2) chi phi giao dich 1a chi phi dugc phét sinh khi mot quyén sé hitu dugc xéac 1ap va
c6 nhu cau phai dugc bao vé quyén sO hiru. Viéc xac dinh dinh nghia nao phu hop
hon chi c6 y nghia hon chi phy thudc vao cic van dé can phan tich 1a gi.”” Dé phan
tich trong bdi canh quan hé hop dong, thich hop hon ca 1a str dung khéi niém chi phi

giao dich 1a céac chi phi phat sinh khi mot giao dich dugc xac 1dp trén thi truong,

* Duong Anh Son, Hoang Vinh Long, 2013, Thir ban vé ban chit cta hop dong tir goc do kinh té
hoc, Tap chi Nha nudc va Phap ludt, Vién Han [am KHXH Viét Nam, S6 2, tr.298;

*’N. Gregory Mankiw, Nguyén Ly Kinh Té Hoc (Principal of Economics), NXB. Théng Ké, Ha
Noi, 2003, Tap 1, tr 17;

¥ Oliver E. Williamson, 1985, The Economic institutions of capitalism, 1985, Nha xuét ban The
Free Press. Ban dich tiéng Viét do Chuong trinh Giang day Kinh té Fulbright thugc Pai hoc kinh t¢ TPHCM
bién soan va thyc hién, p.3;

39 Douglas W. Allen, “Transaction Costs,” in Boudewijn Bouckaert and Gerrit De Geest, eds., The

Encyclopedia of Law and Economics, volume 1. Chelthenham, Edward Elgar, 2000, pp. 912-913;
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theo d6 chi phi giao dich bao gom ca cac chi phi dé hinh thanh va kiém so4t cac hop
dong (Barzel 1977).%

Céc co so 1y thuyét vé chi phi giao dich ma Coase va cac hau dué cua ong dé
nghi s& 1a nén tang dé tic gia danh gia mirc 46 hiéu qua cua phap luat diéu chinh
EULA, thong qua d6 cho thay su can thiét phai thiét 1ap mot co ché phap 1y thich
hop cho qua trinh giao két, van hanh va thyc hién EULA khong chi dat mirc chi phi
thap nhat, ma hiéu qua bao vé lgi ich cho nguoi tidu ding 14 cao nhat.

1.3.2 Ly thuyét vé hanh vi ciia ngwoi ding ciia Philip Kotler

Philip Kotler duwoc xem 13 6ng to ctia nganh marketing hoc, di xdy dung
trong cac nghién ciru ctia minh mot mo hinh lién quan dén quyét dinh mua hang cua
ngudi dung.*' Theo d6, nguoi dung sé& trai qua nam giai doan lién quan dén quyét
dinh mua lan dau va tic dong dén cac quyét dinh mua sau d6 ciia nguoi ding, bao
gdém: (i) Nhan thirc nhu cau; (ii) tim hiéu san pham va nhiing thong tin lién quan;
(iii) Panh gia, so sanh san pham thudc nhiéu nhan hiéu khic nhau; (iv) mua sin
pham; va (v) Panh gia san pham sau khi str dung. Cac quyét dinh ctia nguoi dung
phan hoa tir hanh vi mua hang don gian dén hanh vi mua hang phirc tap* va chiu
anh hudng boi cac yéu to quan sat tryc tiép (Directly observable influences) nhur
yéu t6 nhan khau, yéu t6 kinh té, yéu to tinh hubng, va cic yéu t6 suy dién
(Deductible influences) nhu cac yéu t6 ndi tac (quan diém, dong co ca nhan, c4 tinh,
trinh d9, thai do) va cac yéu t6 ngoai tac (gia dinh, nhém tham khao, ting 16p xa
hoi, van hoa, ving mién).*

Lién quan dén giao két cac dbi tuong cua EULA 1a cac chuong trinh phan
mém trén may tinh, dién thoai hodc trén céc thiét bi dién tir théng dung khac, cac

giai doan dan dén quyét dinh mua phan mém cua ngudi dung ciing s& trai qua cac

40 Douglas W. Allen, sdd., pp. 906;

“'Kotler P. & Keller, K. Marketing Management, Pearson Prentice Hall, New Jersey, 2006.

* Kotler P. & Keller, Sdd. , p.145.

* Telespan C. Cercetiri de marketing. Studiul pietei (Marketing researches. Market study), Editura
Universitatii Lucian Blaga, Sibiu.2008.
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budc twong ty nhu mé hinh ciia Kotler. Tuy nhién, cac budc tim hiéu thong tin lién
quan dén san pham va hanh vi mua san pham s& c6 nhitng dic tinh riéng biét lién
quan dén yéu to anh huéng 1a thai do cta ngudi dung khong chi ¢ giai doan tim
hiéu thong tin lién quan dén san pham ma con thai do clia ngudi dung & giai doan
quyét dinh mua, tirc 13 tai giai doan d6i dién véi quyét dinh “chap nhan” khi man
hinh hién thi néi dung EULA. T4c gia cho ring mo hinh ciia Kotler dé xuat s& rat c6
gi4 tri d6i cho viéc 1y giai thai do nguoi dung ddi véi nhimng rii ro ciia ho trong cac
giao dich lién quan dén EULA, ciing nhu danh gia hiéu qua cua cac diéu khoan bat
budc dugc quy dinh trong luat bao v€ nguoi ti€u dung khi ap dung cho cac thda
thuan dang nay.

Duya trén cac co sd hoc thuyét nay, dé tai s& dong gop danh gia va phan doan
hanh vi cta doanh nghiép va nguoi dung d6i véi cach ung pho trong timg trudng
hop ctia giao két dién tir. Nén tang ndy c6 ¥ nghia véi viéc bao dam cho cac giao
dich “mang lai gia tri cao”, tirc 1a toan bo nén kinh té trong h¢ théng thuong mai
duoc can béng, khong bi lam dung boi mdt bén nao va phat huy tdi da loi ich kinh
té cho x4 hoi, va ciing 13 co s& dé cac nha nghién ctiru phap ludt cé co sé quy dinh
luat 1& sao cho tuong thich véi tinh lién tuc thay ddi ciia hoat dong thwong mai dién
tor hién dai.

Linh vuc phép luat tham gia linh vyc thuong mai dién tir v6i tu cach 1a hanh
lang dam bao cho toan bo hoat dong duoc “dam bao an toan va cong bﬁng”. Thai 3
ctia cac nha 1am luat luén dong vai tro vo cing quan trong trong viéc quyét dinh xu
hudng phat trién cua cac giao dich thuong mai, ca noi dia 1an quéc té. Do do, cach
g ph6 hop 1y cua cac quy dinh phap luat s& quyét dinh cho cac hoat dong giao két
hop ddng dién tir c6 duoc dam bao hiéu qua va han ché rai ro hay khong. Trong
pham vi d¢ tai nghién ctru nay, tac gia cha yéu phan tich hop dong dién tir dudi hai
nhom 1y thuyét chinh: (1) cac 1y thuyét vé phap luat hop dong; va (2) Ly thuyét vé
quyén tai san lién quan dén hop dong dién ti.

Phan 16n cic nghién ctru hién nay chi méi dimg lai & nhin nhan hop dong

dién tir 1a mot nhanh cta luat hop dong, mang diy du cac dic tinh cua 1y thuyét hop
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ddng cb dién, von dugc ap dung cho viée giao két hop déng theo phuong thirc théng
thuong tir trude dén nay.* Hon nira, c6 rét it nghién ctru di vao phén tich vé 1y luan
hop dong trong qua trinh giao két hop dong dién tir, & phan tach cac thoi diém xéac
dinh gia tri va hiéu lyc cia hop dong, ma chi xoay quanh vé cac van dé ky thuat
giao két sao cho dam bao va phu thudc vao cac yéu t6 ki thuat dé xac dinh gia tri
ching ctr cia hop dong, diéu ma ddi khi khong thé hién duoc toan bo ban chit cia
giao dich, ddn dén nhiing bat loi khong dang c6 cho mét bén yéu thé hon trong giao
dich dién tir.

Pé giai quyét van dé nay, luan an sé& tién hanh phan tich cac giai doan giao
két EULA dudi anh sang cta cac hoc thuyét hop dong c6 dién va hién dai. Cy thé 1a
trén hai nén tang phap 1y quan trong, 1y thuyét hop dong cua hé théng Luat Chau Au
Luc dia (Civil Law) va Iy thuyét hop dong cua hé théng Thong Luat (Common
Law). Ngoai ra con mot sé6 mo hinh 1y thuyét hop dong hién dai khac.

Pi c6 kha nhiéu nghién ciru trude diy nghién ctru vé hop dong dién tr dudi
khia canh phap 1y,* cac Iy thuyét dugc dua ra dé giai quyét cho cac khia canh khéc
nhau cta hop dong dién tir. Trong gidi han nghién ctru 13 cac EULA, tac gia nhan
thdy c6 mot s6 co so 1y thuyét sau dang chii y va c6 thé van dung dé 1y giai cho van
dé nghién ctru nay:

1.3.3 Ly thuyét vé hop dong theo méu

Hop dong dién tir 1a mot bo phan cta hop dong, mang cic ban chat va dic
tinh ciia hop dong thong thudng, tuy nhién vi 1a cac hop ddng mang tinh v6 hinh va
trong moi truong giao két phi vat chat, cac hop dong dién tir lai mang nhiing dic thu
riéng biét hon so v&i hop ddng dudi hinh thic van ban thong thuong khach. Dac
biét, dbi véi cac EULA, céach thirc giao két cia cac EULA chu yéu thong qua mdi

truong mang, noi ngudi ding va nha phat trién san pham khong truc tiép gip g& va

* Dodd, Jeff C. and James A. Hernandez, 1998, sdd.va Wright, Craig S. , 2008, sdd.
* Dawson, Ed, Sharon Christensen, Ernest Foo, Audun Josang, Praveen Gauravaram, Kathryn

O'Shea, and Judith McMamara, Electronic Contract Administration - Legal and Security Issues. Literature

Review. 2005. p. 1-88.
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trao d6i v6i nhau va sy nhanh chong trong tich tic cta cac giao dich dugc tién hanh,
nguoi dung khong c¢6 nhiéu co hoi duoc lya chon trong cac giao dich EULA ma ho
dugc dé nghi khi tién hanh cai dat chuong trinh phin mém, ing dung hay cac giao
dich web. Vi vay, 100% EULA tdn tai dudi dang cac hop déng theo mau, 1a loai
hop déng ma chi do mot bén soan thao nén, bén con lai khong co nhiéu lya chon
trong vi¢c thuong thao, doi hoi, bod sung hodc lugc bo bot cac diéu khoan trong hop
d6ng ma chi c6 thé chdp nhan toan by hay khong chap nhan giao két (take it or
leave it). Do d6, tac gia nhan thiy rang khong thé khong van dung cac 1y thuyét vé
hop dong theo miu (Rolling Contract hay Standard-Form Contract) hay hop dong
gia nhap (Adhision Contract)*® trong nghién ctru nay khi nghién ctu EULA, vi
chung c6 anh huong rat 16n dén sy ton tai va tac dong cia EULA dén nguoi ding
trong moi trudng mang. Céc 1y thuyét vé hop dong theo mau tir lau da duge nghién
ctru va tiép nhan rong rdi ¢ hé thong phap 1y cta hau hét cac qudc gia.

Phép luat va Toa an & cac nudc déu co thai do ung xir dic biét hon d6i véi
loai hop dong nay, thong qua cong nhan va ban hanh cic nguyén tic giai thich hop
ddng theo hudng co6 loi cho ngudi dung trong phan 16n cac truong hop, tuong tu
nhu cach tng xtr véi cac hop ddng mot phia khac dé giai quyét van dé bao vé va
can bang loi ich cho nguoi dung. Mdi hé théng luat khiac nhau voi cac quan diém
khac nhau s& c6 cach ung xir riéng, tuy nhién van phai dam bao tinh van dung va so
sanh cac cach thirc ing xtr nay dé dé xuét giai phap phu hop cho luat Viét Nam vé
hop ddng va bao vé nguoi tiéu ding noéi riéng va luat quc té néi chung dbi véi
EULA.

1.3.4 Hoc thuyét vé tinh bt hop 1y (The Unconscionability Doctrine) trong
giao két hop dong dién tir phdt trién béi Thomas Gamarello

Trén co s& cua 1y thuyét vé hop dong theo mau, hoc thuyét vé tinh bat hop 1y
¢6 ¥ nghia quan trong trong xéac dinh cach thirc tmg xir can thiét d6i voi cac loai hop

déng mang dic tinh 4p dit mot cach bat cong cac diéu khoan mang tinh boc 16t

“ Robert A. Hillman, Rolling Contracts, 71 Fordham L. Rev. 743 (2002) va William Lawrence,
Rolling Contracts Rolling Over Contract Law, 41 SAN DIEGO L. REV. 1099, 1116-17 (2004).
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va/hodc qua vo 1y trong cac hop dong theo mau ay. Nam trong muyc tiéu nhan dién
rii ro va tim giai phap bao vé cho ngudi dung trong cac giao dich EULA, rét can
thiét phai van dung cac co s ly thuyét nay lam nén tang chinh cho nghién ciru va
tim ra giai phap phu hop.

Mic du hoc thuyét vé tinh bat hop 1y trong hop dong xuét hién trong hé
thong tir dién phap 1y ciia hé théng thong luat dau tién tir thé ky 20 nhung déu chan
clia né da ton tai trong nhiéu thé ky truéc d6 thong qua cac nghién ciru vé giao dich
mang tinh bat cong bang trong luat ciia Phap va Puc.”’ Y tudng ban dau cia hoc
thuyét 1a cac Toa an nén tir chdi thuc thi cac giao dich véi gia ca ré mot cach khong
cong bang, hodc it nhét 1a can cin nhéc can trong vé chung, ¥ tudong nay di duoc
tiép thu rong rai trong ca h¢ thong thong luat 1an luat thanh van. Nhimng thay doi
trong moi trudng kinh té va xa hoi ctia dau thé ky 20 da tao ra mot nhu ciu 6 rang
vé cach Toa 4n c6 thé va nén xét xir nhitng giao dich mang tinh vo cung bat cong
nay. Cac doanh nghiép 16n xuat hién bung no trong khoang thoi gian ndy dan dén
nhu ciu tim kiém cac cach thirc giao két nhanh chéng, dé dang va dugc tiéu chuan
hoa, va 1y tudng nhét chinh 14 cac hop déng mau véi nhiéu didu khoan tiéu chuin
(boilerplate clauses)* cuc ky thuan loi cho cc cong ty 16n hay con duoc xem nhu
bén manh thé hon trong cac giao dich.

Mic du hoc thuyét vé tinh bat hop 1y trong hop dong duoc xay dung chu yéu
dé bao vé nguoi tiéu dung it hiéu biét phap luat trude cac thuong nhan khon ngoan
va dﬁy muu meo, no cling cung cép mot mic do bao vé cho cac doanh nghié¢p nhd

chong lai cac cam bay cua cac doanh nghiép “c4 map” 1én, nhung khi cac hop dong

7 John P. Dawson, Duress and the Fair Exchange in Friench and German Law, 11 Tul. L. Rev. 345,
12 Tul. L. Rev. 42 (1937).

* «Boilerplate” theo dinh nghia ciia tir dién Black Law Dictionary 1a dung dé chi nhiing “ndi dung
hodc didu khoan trong hop ddng ¢ thé dugc st dung cho nhiéu hop ddng khac nhau, di duoc tiéu chudn hoa,
thuong 1a cac diéu khoan c6 ndi dung ¢ dinh khong thay doi, hodc khong thé thwong luong, in sin trong cac
méu hop dong ciia cac cong ty”. Mot sé cac diéu khoan tiéu chuén phd bién nhu diéu khoan bao mat, luét ap
dung va giai quyét tranh chip, bao luu quyén, bdi thuong thiét hai, bao vé lgi ich bén thir ba, v.v. Xem thém

tai: https://thelawdictionary.org/boilerplate/ truy cap ngay 29/12/2018.
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tiéu chudn (hop ddng miu) duoc ap dung hang loat ciing vdi su phat trién bung nd
clia cac giao dich kinh doanh phirc tap nhu bao hiém, ngan hang, cac giao dich bao
dam hodc giao dich lién quan dén cac tai san hinh thanh trong twong lai, cic Toa 4n
thudng that vong khi c6 gang dat dugc két qua bang cach ap dung nhiéu chién luoc
hop dong truyén thong.

O cac qudc gia theo hé théng luat thanh vin, cic nha lam luat c6 ging diéu
chinh céc quy dinh trong luat nhim ting cudng cac bién phap bao vé trong cac quy
dinh cta phap luat nham han ché ¢ mirc ti thiéu tinh bat hop 1y cta cac giao dich,
nd lyc ndy ludn mang tinh cham tré so vai sy phat trién chong mit ciia cac giao dich
trong thoi dai moi, dac bi¢t 1a “thoi dai 4.0” nhu hién nay. Trong hé théng Thong
Luat, cac Toa an chu yéu bam viu vao 1y thuyét ctia Quasi contract, dya trén 1y
thuyét vé d6i xir cong bﬁng, ma ¢ do, sy duogc loi khong chinh dang va su mat mat
khong cong bang s& bi ngin chin.*’ Ly thuyét nay dudng nhu linh hoat va c6 kha
nang thich tng 1au dai hon voi sy thay d6i cua thé gidi méi, nhung vé co ban né chi
pht hop véi cac qubc gia ma hé théng giai quyét tranh chip phat trién & mot trinh
do nhat dinh, cac thu tuc tb tung nhanh choéng, it rudom ra, hi€u qua cao va nguoi
dan c¢6 tu duy cdi mé voi viéc kién tung tai Toa an. Hon nira, néu mot sb hop déng
hodc hoan canh khong phu hop chinh xac véi cc tiéu chi cia chuan hop ddng hodc
ctia cac bién phap bao vé hop dong,™ cac thim phan s& khong c6 lira chon nao khac
ngoai viéc thuc thi hop déng khong coéng bang, ma nhu Gamarello d3 nhan xét,
chung nhu “mét su bam viu vao chi nghia hinh thirc tu phap khong c6 ¥ nghia™'.

Khéng c6 gi dang ngac nhién, di€éu nay ndy sinh moi lo ngai vé su bién dang tu

* “Quasi contract” 1a mot khai niém trong khoa hoc phap ly vé luat hop déng, vé ban chit, day la

dinh nghia 4m chi trang thai “gan nhu hop dong”, cac tiéu chi cua hop ddng dugc tao ra boi Toa an dé ap
dung nguyén tic ddi xir cong bang, tir d6 tao ra nghia vu gitra hai bén.

> Tinh Bét hop 1y 1a mot trong sb cac khai niém phap ly dwoc biét dén trong luat hop dong nhu 1a
nhitng bién phap phong vé hop ddng (contract defenses, duoc am chi cac 1y 1& dé bién minh va 1y giai cho

viée vi sao mot hgp ddng khong nén dugc thuc thi). Xem thém dinh nghia vé cac bién phap phong vé hop

ddng tai https://law.freeadvice.com/general practice/contract law/defenses contracts.htm, truy cip ngay
29/12/2018.
3! Gamarello, Thomas, 2015, sdd.
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phap cua luat hop dong truyén thong khi khong c¢6 mot chuan phu hop, dan dén
khong thé doan trudc duogc viée ra quyét dinh ctia Toa an v6i nhitng vu viéc khac
nhau. Mot quyét dinh khéng hop 1y phai tap trung vao cac quy dinh twong dbi cia
cac bén, sy phu hop cua vi tri thuong lugng, cac lua chon thay thé c6 v nghia cho
nguyén don va sy ton tai cia cac diéu khoan khong cong bang trong hop dong.

Tac gia s& van dung céc 1y thuyét lién quan dén hop dong theo mau nhu dic
tinh ciia hop dong theo mau (Rolling Contract)’” va 1y thuyét vé bat hop 1y (The
Unconscionability Doctrine)’ trong quan hé hop dong theo mau dé chimg minh céc
yéu td khac biét vé mat 1y luén va dac trung cua EULA so v6i cac loai hop déng
thong thuong khac.

1.3.5 Mé hinh “Diéu 1¢ Thé gidi do” (Charter of Interration) ciia Edward

Castronova lién quan dén quyén tai san trong thé gidi do

Quyén tai san 13 mot trong nhitng ndi dung can duoc cong nhan va dong vai
trd quan trong trong cac quyén cua ngudi dung can dugc bao vé trong moi trudng
mang n6i chung, va trong cac giao dich phdn mém gin véi EULA noi riéng (bén
canh cic quyén ca nhan khac nhu quyén duoc bao vé doi sdng riéng tu, bi mat ca
nhan, hinh anh, théng tin c4 nhan). Trong s6 cac 1y thuyét lién quan dén quyén tai
san trong moi truong mang thi tac gia lya chon mot mo hinh ly thuyét ndi bat 1a mo
hinh “Diéu 1& Thé gi6i a0” (Charter of Interration) ciia Edward Castronova (2004)™,
duoc tiép ndi bai Jack M. Balkin (2004).

Ly thuyét nay dua ra din chung, bién giai va mo hinh giai phap dé khang
dinh va bao vé cho cic quyén tai san clia ngudi dung trong méi truong do. M6 hinh

cua Castronova s€ la co s¢ quan trong cho nghién cru nay trong qué trinh ching

> Robert A. Hillman, 2002 va William Lawrence, 2004, sdd.

53 Michael Terasaki, 2013 sdd. va Gamarello, Thomas, 2015 Sdd.

% Edward Castronova, The Right to Play, New York Law School Review, Vol.49, 2004, p.185.

> Jack M. Balkin, Virtual Liberty: Freedom to Design and Freedom to Play in Virtual Worlds, 90
VA.L.REV. 2043, 2043 n.l., 2004.
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minh tinh chat hop dong ctia EULA va xac dinh cac yéu t6 can dugc bao vé dbi vai
nguoi dung thong qua EULA.

Trong cong trinh cua minh, Edward Castronova da dé nghi mdt h¢ théng
diéu 1¢ cho céc thé gidi 4o twong tu nhu hé théng diéu 1é ciia cac cong ty. Thé giGi
do xac nhan cac khong gian trong tro choi s€ dugc bao vé dudi md hinh “Piédu 1é
Thé gidi 40”.°° Castronova tranh luan rang cac thé gii a0 xing dang c6 duogc vi
thé phap 1y tuong tu nhu cach ma cic cong ty ton tai theo 1y thuyét phap 1y vé ca
nhan. Céc cong ty dugc phép gioi han trach nhi€ém phap 1y bdi cac tdc dong tich cuc
ctia trach nhiém tai san hiru han ddi v6i xa hoi, trén co s& d6 Castronova cho ré“mg
thé gidi 4o c6 kha nang mang lai cho xa hdi nhiing 1¢i ich doc ddo ma chua dugc
cong nhan theo cau tric phap 1y kinh té x3 hoi hién tai. Loi ich cudi cing 13 kha
ning thoat khoi mo hinh hé théng lam viéc dugc thiét 1ap trong cich mang cong
nghiép. Bdi vi thé gidi ao cho thdy mot tiém ning to 16n nhu vay dé cung cip mot
diéu t6t dep cho xa hoi, cac thoa thuan ma cac thé gidi a0 ndy dugc quy dinh xing
dang véi vi thé dic biét. Dudi mot “Diéu 1& Thé gidi 40”7, nhitng nguoi tham gia trod
choi/ nguoi sir dung phan mém/chuong trinh may tinh s& duoc ty do thay ddi cac
giao dién trong thé gidi 40. Nhiing thay d6i nay s& khong bi Toa an can thién hay
ngin cam, vi ho da dugc trao cho cac quyén so hitu ao roi. “Diéu 1¢ Thé gidi 40” ¢o
su khac bi¢t mdt chut so voi cac hop déng tiéu chuan nhu EULA hodc cac diéu
khoan dich vu st dung phan mém (Terms of Service). Trong EULA, cic nha phat
trién phan mém s& néu ra cic quyén va trich nhiém cia ngudi dung khi choi hodc
sit dung chuong trinh. Toa 4n c6 thé xem xét cac diéu khoan quan trong cua thoa
thuan dé phan biét nhitng muc dich giao két nao 1a hop 1y. Mic du chua c6 nén
tang phap 1y cho hé thong diéu 18 cta Castronova, nhung y nghia tiém an dudi ly
thuyét cia Castronova c6 thé s& hip dan cac nha lam luat va Toa 4n vi sy tuong
dong véi cac nén tang 1y thuyét hop dong.

Jack Balkin ciing chia sé y tudng twong ty véi Castronova, nhung bd sung

thém hudng phan tich thir hai dé Toa an c6 thé danh gid cac EULA lién quan dén

6 Edward Castronova, 2004, sdd.
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chuong trinh phan mém lién quan dén kién tao thé gisi a0 nhu game hay mang xa
hoi. Balkin cho riang thé gidi ao ciing thuc day viéc truyén dat y tuong tu do trong
moi truong lién két, co thé 1am co so cho luat phap can thiép vao hanh vi ciia nha
phat trién chuong trinh trong viéc han ché quyén tu do thuong thao. Pdi véi cac
chuong trinh phan mém noi nha phat trién kién tao mot nén tang thé gidi ao va
ngudi tham gia gop phan xay dung thé gidi d6 thong qua cac giao tiép 1an nhau giira
cac nguoi dung hodc trao dbi tai san ao, Toa an hodc luat phap can co thé xu hudng
tham gia vao thé gidi 4o nhiéu hon va xac nhan quyén loi tai san ctia ngudi tham gia
nhiéu hon. Nguoc lai, ddi voi cac chuong trinh ma nha phat trién phan mém 1a tac
gia chinh va nguoi choi chi don thuan st dung theo nhitng huéng da dinh sin boi
tac gia thi Toa 4n s& chi can thiép & mirc do xem chuong trinh nhu mot tic pham dé
bao vé quyén s hitu tri tué cta cac tac gia trén co s& EULA. Néu cac diéu khoan
quan trong cia EULA giita cdc bén tiét 10 mot “ky vong hop 1y rang cac bén s&
hop tac trong viéc phat trién thé giGi a0, Toa 4n s& c6 thé can thiép vao viéc can
béng loi ich tai san 4o cta cdc bén. Mit khac, néu cac diéu khoan quan trong cua
thoa thuan tiét 10 y dinh ciia nha phat trién rang d6 1a ngudi tao ra trai nghiém trong
thé gidi a0 va nguoi tham gia chi 1a mot hanh khach trén cac cau chuyén duoc ké
boi nha phat trién, Toa an s& khong can thiép dé can bang loi ich tai san 4o cua céac
bén; thay vao d6, mot Toa an co thé sé chi hodn lai thAm quyén ctia EULA.”’

Céc hé thong va 1y thuyét cua Castronova va Balkin co ¥ nghia d6i véi viéc
xéac dinh quan diém chu dao cia phap luét trong viéc bao vé quyén cia ngudi dung
trong thé gidi ao hay thé gidi mang. Céc 1y thuyét nay néu dugc luat hoa thanh cac
quy dinh s& 1am co s& bao vé toi wu quyén cta nguoi dung trén nhiéu khia canh, dic
biét 1 ddi véi cac quyén tai san va quyén tai san gin v4i nhan than cia ngudi dung.
Ngoai ra, trong sudt qué trinh nghién ctru, tac gia ciing c6 thé phai sir dung nhiéu
hoc thuyét, 1y thuyét phap 1y va kinh t& khac nhu 1y thuyét vé hanh vi canh tranh,

bao ho quyén sé hiru tri tué, Iy thuyét vé quyén sé hitu, tinh cong bang, nguyén tic

>7 Jamie J. Kayser, 2006, Sdd., tr.71.
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giai quyét xung dot phap luat qudc té, v.v. c6 lién quan dé 1y giai cac hién tuong

khach quan va ban luan vé cach thire giai quyét vé van dé nay.
Két luan chuong 1

Tom lai, phan ndy trinh bay tom lugc mot sd nghién ctiru ndi bat lién quan
dén hoc thuyét hop dong hién dai, hop ddng dién tr, va EULA nodi riéng. Cac
nghién ciru trén day dugc phan tich va danh gia dudi ca khia canh phap 1y, kinh té
va k¥ thuat nham c6 cai nhin tong quan va day du nhat trong mbi quan hé hop dong
dic biét nhu hop dong dién tir. Mic du da c6 kha nhiéu nghién ciru trén thé gidi vé
van dé nay, nhung cac nghién ctru trude ddy van chua Iy giai ngudn gbe dan dén sy
phan tach va khac biét gitra hop déng dién tir, cu thé 1a ddi voi EULA, so voi cac
loai hop ddng thong thudong khac, dan dén chua xac dinh ding ban chat cia EULA,
khién phap luat bo ngod viéc cong nhan va bao vé quyén nguoi dung khi giao két cac
hop dong nay. Do d6, dé giai quyét cau hoi nghién ctru chinh duoc dit ra, luan an s&
di tir ngudn gdc van dé, trén co s& cac co so 1y luan duge dé xuat, tic gia nghién
ctru va 1am sang to viéc xac dinh ban chat cia EULA, dé tir d6 dé xuét cac giai phap
phap 1y nhim bao dam quyén loi tot nhat cho ngudi dung trong cac giao dich dién

tir co su hién dién cia EULA.



38

CHUONG 2
KHAI QUAT CHUNG VE HOP PONG PIEN TU
VA HQP PONG CAP QUYEN NGUOI DUNG CUOI

2.1 Hop dong dién tir va cac hinh thirc phé bién ciia hop dong dién tir

Ngay ca trude khi “Cudc cach mang cong nghiép lan thtr tu” (Cong nghiép
4.0)** duoc gido su ngudi Pt Klaus Schwab 1an dau tién dwa ra thao ludn va la cha
dé chinh cta Dién dan kinh té thé giéi Davos nim 2016 danh dau su tham nhap
sdu sdc cuia cong nghé thong tin vao doi song nhan loai, thi khai niém “Thuong mai
dién tir’ da xuat hién va quen thudc voi hoat dong kinh té thé gidi tir trude d6 rat lau
nhd cac phat minh lién quan dén hé thdng théng tin mang toan cau va internet®.
Thap nién 90 cta thé ky 20 di chung kién sy phat trién nhanh chéng tdi mic do
kinh ngac cua hoat dong thuong mai dién tir ca vé hinh thuc 1an pham vi, kéo theo
su quan tim cua gidi nghién ctru d6i voi hinh thirc giao thuong méi mé va day trién

vong nay.

*¥ Thuat ngir "Cong nghiép 4.0" (tiéng Pirc: Industrie 4.0) khai ngudn tir mot dy an trong chién luge
cong nghé cao cua chinh phu Pirc, né thic diy xdy dung cic “nha may théng minh” thong qua van dung
cong nghé dién toan nhu internet, dién toan dam méy vao hoat dong nha may, tw dong hoa san xuét ciing nhur
vao chudi cung g hang hoa va ban hang. Thuét ngit nay ra doi trudc nhung thudng gin lién voi thuat ngir
“Cudc cach mang cong nghiép lan thir 4” dwoc danh déu boi cong nghé méi dot pha trong mot sb truong, bao
gém ca robotics, tri thong minh nhan tao, cong nghé nano, cong nghé sinh hoc, internet van vat, in 3D, va xe
tur 14i.

Xem thém tai website cia Dién dan Kinh t& Thé gidi (World Economic Forum):
https://www.weforum.org/agenda/2016/01/the-fourth-industrial-revolution-what-it-means-and-how-to-
respond/

 Effoduh, Jake Okechukwu. "The Fourth Industrial Revolution by Klaus Schwab." The
Transnational Human Rights Review 3. (2016): http://digitalcommons.osgoode.yorku.ca/thr/vol3/iss1/4

% Mang internet dau tién dugc phat minh vao nim 1969 theo mot du 4n nghién ciru phét trién cia
ARPA (Advanced Research Projects Agency Network — Mang luéi Co quan Nghién ctru cic Dy an Tén tién)
thuoc Bo Qudc phong My béo trg. Sau d6 duge mé rong ra pham vi toan cdu nhd phat minh ra Mang Toan
Ciu (World Wide Web) cua Tim Berners (Thuéc CERN cua Chau Au) vao nam 1989. Xem thém tai: Tim
Berners-Lee, Information Management: A Proposal, CERN, March 1989.
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Luat Miu vé Thuong mai Pién tr UNCITRAL cta Lién Hop Qudc nim
1996 (“UNCITRAL 1996”) dua ra cach hiéu vé khai niém thuong mai dién tur tai
Diéu 1 nhu sau:® “Ludt nay dp dung cho bat ky loai théng tin ndo dwdi dang mét
thong diép dir liéu co noi dung vé cdac hoat dong thuong mai”; “Thudt ngit thuong
mai can dwoe dién gidi theo nghia réng dé bao qudt cac vin dé phat sinh tiv moi
quan hé mang tinh chat thuwong mai div c¢6 hay khéng cé hop dong. Cdc quan hé
mang tinh chdt thieong mai bao gom, nhung khéng gici han boi cdc giao dich sau:
bat ci giao dich nao ve cung cdp hodc trao doi hang hoa hodac dich vu; dai dién
hodc dai Iy thwong mai; 1y thdc hoa hong,/[...]”; ciing theo d6 “Théng diép dir liéu
la théng tin dwoc tao ra, giri di, tiép nhdn va heu triv bang phwong tién dién ti,
quang hoc, va cac phirong tién tiwong tw, bao gom nhung khéng han ché 6, trao déi
dit liéu dién tir (EDI), thu dién tir, dién tin, dién bdo hodc fax”.> WTO ciing dua ra
khai niém vé thuwong mai dién tir tuong ty nhung & miac do chung hon, bao ham tat
ca cac hoat dong san xuat, quang cdo, ban hang va phan phdi san pham duoc mua
ban va thanh toan trén mang internet, nhung dugc giao nhan co thé hitu hinh hoic
giao nhan qua internet dudi dang sé hoa.”’ Thuong mai dién tir thuong dugc phan
thanh ba dang thirc co ban: (i) B2B (Business to Business), tic 1a cac giao dich gitra
cac bén la doanh nghi€p voi nhau; (i1) B2C (Business to Consumer), tic la cac giao
dich tr doanh nghiép cung cip hang hoa dich vu cho ngudi tiéu dung; va C2C
(Consumer to Consumer), chi nhitng giao dich gitta cac nguoi dung v6i nhau.**

V6i hinh thtc ton tai da dang va d6 lan rong mang tinh toan cau nhu vay,

thuong mai dién tr da lam san sinh ra vo sO cac cong cu va phuong tién giao

' Luat Mau vé Thuong mai Dién tt UNCITRAL 1996 (v&i mot sb sira dbi bd sung nim 1998),
United Nations Publication, Sales No. E.99.V .4, ISBN 92-1-133607-4, 1999, Piéu 1.

> UNCITRAL 1996, Diéu 2.

63 Chuong trinh Lam viéc vé Thuong mai Pién tr (Work Programme on Electronic Commerce),

WTO, 1998. Website: https://www.wto.org/english/tratop_e/ecom_e/ecom_e.htm truy cap ngay 8/2/2018.

6 Ayyappan Palanissamy, Legal Issues in e-Commerce and e-Contracting — A overview of
Initiatives in Malaysia, International Journal of e-Education, e-Business, e-Management and e-Learning,

Vol.3, No.2, 04/2013.
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thuong maoi nham phuc vu tri¢t dé cho hiéu qua cua nd, theo d6 hang loat hop déng
dién tir duoc thiét 1ap dudi nhiéu dang va hinh thirc khac nhau da dwoc ghi nhan
trong sudt hon ba thap nién qua va dudng nhu chua c6 dau hiéu chiing lai.

2.1.1 Khdi niém hop dong di¢n tiv

C6 rat nhiéu tén goi c6 thé dugc dung dé chi mot hop dong duoc giao két
trong mdi truong dién tir nhu hop dong dién tir (electronic contract), hop dong truc
tuyén (online contract), hay hop dong phi gidy to (paperless contract); tuy nhién
dugc sir dung rong rdi va pho bién nhat van 1a thuat ngit “hop dong dién tir”. Hop
déng dién tr duoc hiéu 1a céc hop déng ma toan by hoac mot phﬁn cua n6 duogc
dam phan, xac lap, ky két hodc thuc hién thong qua cac phuong tién dién tu, dudi
dang thong diép dit liéu nhu email, tin nhin, websites hodc théng qua cac giao thirc
dién tir khic. Cach hiéu nay duoc thira nhan rong rai trong gidi hoc thuat va phap
luat cta cac qubc gia.

Tir nam 1996, khai niém hop dong dién tir da dugce phd quat hoa thong qua
khang dinh tai Diéu 11 cia UNCITRAL 1996, theo d6 viéc giao két hop dong bang
mot chao hang va mdt chép nhan chao hang c6 thé duoc thuc hién béng thong diép
dir lidu (data message), va trong truong hop d6, hop dong s& khong bi tir chdi hiéu
luc ctia n6. UNCITRAL giai thich “thong di€p dir li¢u” 1a cac thong tin duoc kién
tao, gui, nhan hoac luu trix béng cac phuong tién dién tir, quang hoc, hodc tuong tu,
bao gdm nhung khong gidi han & EDI (Trao doi dir liéu dién twr), thu dién t, thu
tin, telex, hay fax.% Quy dinh cua UNCITRAL dua trén cach thirc ma 161 chao hang
va chip nhan chio hang, hai yéu t6 hang dau cta quan hé hop dong thé hién mong
mudn va y dinh giao két ctia cdc chu thé ma cac 1y thuyét hop dong truyén thong
trén khap thé gidi da khang dinh, duoc chuyén di hodc trao d6i qua lai dé xac dinh
tinh chat ciia mot hop dong dién tir. Didu nay c6 nghia 1 nhiing ndi dung, van ban,
ban ghi duoc truyén tai hodc ton tai thong qua cac phuong tién dién tir déu c6 thé

trd thanh hop dong dién tr néu nd dap tng dugc céc dieu kién c6 hi¢u lyc cia mot

% UNCITRAL 1996, Biéu 2(a).
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hop ddng nhu cac hop dong thong thuong dugce giao két dudi hinh thic vin ban
truyén théng khac.

Céch hiéu nay cho thiy, & giai doan phat trién dau tién cta thuong mai dién
tir, nhitng hop dong dugc giao két trong moi truong dién tr duoc cac nha nghién
ctru phap luat xem xét khong c6 nhiéu dic tinh khac biét so voi cac hop dong duoc
ky két trong “thé gidi thuc”, sy khac biét néu co cling chi 1a vi¢c yéu td cong nghé
can thigp vao c6 thé da lam lu mo di mot s6 yéu td truyén thong ciia hop dong, nhu
¥ dinh giao két, muc dich giao két cua chii thé khong duoc boc 160 mot cach rd rang,
hodc khong c6 mot chit viét tay va chit ky bén dudi cac vin ban hop ddng.*® Quan
niém nay sau d6 van duoc tiép thu vao lut ciia cac qudc gia lién quan dén hop dong
dién tur.

Vi du nhu Luat Thong nhéit vé Giao dich Dién tir cua Hoa Ky (Uniform
Electronic Transaction Act 1999 — “UETA 1999”) khéng dinh sy ton tai cua hop
ddng dién tir thong qua viéc cong nhan tinh hop phap cua cac hop dong co chira
dung cac van ban di¢n tt*’, ma theo d6 van ban dién t (electronic record) c6 nghia
12 mot vin ban duogc “kién tao, gui di, thong tin, nhan hodc luu trir boi cac phuong
tién dién ti.*

Pbi voi cac quy dinh twong ty cua Lién minh Chau Au, luét lién quan dén
thuong mai dién tir ciing khong c6 dinh nghia toan dién nao vé mot hop dong dién
tir dugc quy dinh trong lut. Tuy nhién, viéc ky két cac hop dong sir dung "phuong
tién dién ti" da duogc thira nhan rd rang trong Picu 9 “Sic 1énh cta nghi vién Chau
Au va ciia hoi dong vé mot s6 khia canh phép 1y cta dich vu xa hoi thong tin trong
thi truong ndi dia, dac biét 1a thwong mai dién ti” (Séc 1énh vé thuong mai dién
tr).% Noi dung twong tu ciing c6 thé duoc tim thiy trong Sic 1énh cua nghi vién

Chau Au va cua hoi dong vé bao vé nguoi tiéu dung doi voi cac hop dong tur xa

% Jeff C.Doff and James A.Hernandez, sdd., tr.3.

ST UETA 1999, Phén 7(b).

%8 UETA 1999, Phin 2(7).

% Directive of European Parliament and of the Council on certain legal aspects of information

society services, in particular electronic commerce, in the Internal Market (Directive 2000/31/EC).
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(Distance selling directive), theo d6 cac bén co kha ning giao két mot hop dong
“bang mdt hodc nhiéu phuwong tién thong tin lién lac tir xa”.”® Cac dinh nghia noi
trén cho thay hgp mot hop dong co thé duge xem 1a c6 dir diéu kién khi cac thoa
thudn gitra nha cung cép dich vu va nguoi st dung duoc thyc hién trén nén tang cac
phuong tién dién tir v & moi truong internet. Ca hai chi thi dé cap dén "phuong tién
dién ti", day la tinh ning chinh dé xem xét mot hop dong 1a dién tr. Cum tir
"phuong tién dién tir" 1a thiét bi dién tr, duoc cac bén sir dung dé ky két thoa
thuan.”! Déng thoi, hop déng dién tr cling bao gém giao dién (hoac dich vu) co thé
kiém tra duoc dudi cic ngdn ngit, ci phap lap trinh, ngdén ngit can thiét cho phan
mém lam viéc véi thiét bj dién tir.”

O cac qubc gia Chau A, hop dong dién tir cling dugce ghi nhan rong rai vé
tinh phap 1y cling nhu nodi dung cta né trong hé théng phap luat cia cac nudc. Luat
Giao dich bi¢n tur Singapore, An Do déu khéng dinh hi€u luc cta cac hop d@)ng ma
¢ d6 mot hoac cac phuong thure thong tin dién tor dugce st dung trong qua trinh giao
két nén hop ddng.” Tuong tw nhu Trung Qudc, phap luat cua Viét Nam tir 1au ciing
dd xem cac van ban ton tai dudi hinh thire thong di¢p dir liéu hodc thong tin dién t,
thu dién tor déu duoc cong nhan la cé gia tri van ban.”* Ngoai ra, Luat Giao dich
Pién ttr 2005 cua Viét Nam ciing dua ra khai niém kha cu thé ctia hop dong dién tur
“la hop dong duoc thiét 1ap dudi dang thong diép dir lieu”,” thong diép dir lidu

duoc giai thich 1 nhiing “thong tin dugc tao ra, guri di, dugc nhan va dugce luu trir

" Directive 97/7/EC,” Piéu 2 (1).

"I Olga Mironenko Enerstvedt, The Applicable Law to the Electronic Contracts under EU Data
Protection Directive, University of Oslo, 2013,

7 Nuth, “E-Commerce Contracting: The Effective Formation of Online Contracts,” 43—44.

3 Electronic Transaction Act of Singapore 2010, Piéu 1 1; ITA 2000 of India 2000, phﬁn 10.

7 Luat Hop ddng ctia Cong Hoa Nhan dan Trung Hoa, Diéu 11; Luat Thuong mai Viét Nam 2005,
Diéu 3(15).

7 Luat Giao dich dién tir ciia Viét Nam 2005, Diéu 33.
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bang phuong tién dién tt”’®. C6 thé thiy, cach hiéu vé hinh thirc ton tai va gia tri
phap 1y ctia hop ddng dién tir trong phap luat cac nude hién nay 13 twong ty nhau.

Khéng nhu cach thic giao két hop ddng truyén thong, cac bén ciia hop dong
can phai truc tiép gip mat trao doi, thuong lwong véi nhau vé cac diéu khoan cia
hop ddng trude khi dat but ky két vao mot vin ban cu thé, hodc tién hanh dam phan
gian tiép v6i nhau bang cach giri cho nhau nhitng dé nghi giao két hop dong hoic
chap nhén 10i dé& nghi giao két hop dong dudi hinh thirc van ban chinh thirc nhu
bang ching xac nhan cho giao két ctia minh. Qua trinh dam phan, ky két cac hop
ddng dién tr cho phép cac bén thé hién ¥ chi va muc dich giao két ciia minh thong
qua cac phuong tién dién tir, va ndi dung cta hop dong c6 thé tén tai dudi nhiéu
dang thong di¢p dir li¢u khac nhau.

Nhu vay, mot hop déng s€ dugc xem la mét hop d@)ng dién tir khi qua trinh
dam phan (bao gém dé nghi va chip nhan dé nghi), giao két cac ndi dung cia nd
duoc thuc hién trong khong gian dién tir (electronic hoidc internet), dugc su hd tro
boi cac phuong tién dién tir, ndi dung cua chiing duoc tdn tai va luu gitt dudi hinh
thirc cac thong dién dir liu ma sau d6 cac bén khong nhat thiét phai thiét 1ap ching
trd lai thanh cach vin ban ctng ton tai doc 1ap ngoai méi trudng mang. Cung véi sy
phat trién vuot bac cta cong nghé thong tin toan cau, lam thay d6i phuong thirc
giao dich cua cac chu thé, cac hop déng dién tir hién dai s€ mang nhiéu dic diém,
dic trung riéng khac biét, chir khong chi don thuin nhitng dic diém nhu cac hop
d6ng van ban truyén thong khac.

2.1.2 Pic diém ciia hop dong dién tiv

Trude tién, can khang dinh mot diéu rang, vé ban chat, hop dong dién tur
cling 13 hop ddng nhu cic hop dong “trong thé gidi thuc”, chung dugc giao két,
thuc hién va chAm dat nhu cac hop dong ton tai dudi cac hinh thirc nhu van ban
gidy, 101 n6i hay hanh vi cu thé.”” Do vy, tat ca cac dic diém co ban ctia mot hop

ddng theo 1y thuyét hop dong cd dién déu co ¢ cac hop ddng dién tir, vi du nhu vé

"® Luat Giao dich dién tir ciia Viét Nam 2005, Diéu 4(12).
7 Jeff C.Doff and James A.Hernandez, sdd., tr.3.
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diéu kién c6 hiéu luc cua hop d@)ng, cac dic diém lién quan dén nguyén tac giao két,
thuc hi¢n hop déng. Theo do, khong c6 gidi han nao dac biét vé mit chu thé cua
mot hop dong dién tir so v6i cac hop dong khac, chu thé tham gia ky két hop dong
dién tir c6 thé 1a bat ky ai bao gdm céc ca nhan, t6 chirc, phap nhan dap tmg du cac
diéu kién vé nang luc phap luat va ning luc hanh vi dan sy. Cac nguyén tic ky két
hop dong truyén thong ciing can phai duge t6n trong va dam bao mot cach day du
khi ky két, thuc hién cac hop dong dién tir,vi du nguyén tic ty do, binh ding khi
giao két va thuc hién hop ddng, nguyén tic trung thyc thién chi giit viing cam két,
nguyén tic dam bao quyén tu do cta nguoi khac thong qua viéc ndi dung va muc
dich cia hop dong khong dugc vi pham diéu cdm cua luat hodc trai dao dirc xa hoi,
V.V.

Tuy nhién, mic du vin mang diy du tinh chat cia cic hop dong thong
thuong khac, hop déng dién tr lai c6 mot sb tinh chét riéng, xuét phat tir cach thirc
hinh thanh va hinh thirc ton tai dic biét cua ching, va vi vay hop dong dién tir dat ra
yéu cau phai c¢6 nhimg co ché dic thu dé xu Iy. Cu thé, hop dong dién tir mang
nhimng dic diém dic trung nhu sau:

Thir nhdt, sy ton tai da dang cua hop dong dién tir luén gan lién véi su phat
trién ctia cong nghé thong tin.

Qua trinh dam phan, giao két va luu trir chimg ctr lién quan dén thuong mai
dién tr ndi chung va cac hop dong dién tir nodi riéng doi hoi phai co su tro gitp cia
cac phuong tién dién tu, phﬁn mém tin hoc, cong nghé ky thuat sb, v.v. Piém khac
biét co ban ndy nhdn manh dén tim quan trong ctia cong nghé thong tin va hé thong
mang lién két toan cau ddi véi sy ton tai va phat trién ctia hop dong dién tir. Yéu to
k¥ thuat mang va may tinh khong chi tao co s vat chat nén tang, tic dong dén hinh
thirc ton tai ctia chiing trong thé gidi khach quan, ma con 13 nguyén nhan dan dén
dic tinh da dang va khong ngimg thay doi ciia chung.

Cong nghé dién tor hién dai da co6 tac dong khong nhd dén thoi quen, cach
thirc giao dich, mua ban, kinh doanh thuong mai cia tit ca moi nguoi, tir ching ta,

nhitng nguoi tiéu dung thong thuong, cho dén cac cong ty, doanh nghiép, tham chi
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1a cac tap doan cong nghiép vi dai. Khéac biét voi cac loai san pham hang héa, dich
vu thong thudng, cic san pham cong nghé thudng vuot ngodi su tudng tuong cia
con ngudi, cac nha phat minh ra cong nghé méi sau d6 phai huéng dan nguoi dung
sit dung chung, néu ngudi dung thich thu véi ching, san pham d6 s& 13 mot san
pham thanh céng. Hop dong dién tir ciing chinh 1a mot sin pham ctia cong nghé.

Sy phat trién chong mit ciia cong nghé kéo theo sy ra doi ctia hang loai cac
hinh thirc cua thuong mai dién tr budc nhan loai phai luon dudi theo sau nd va tim
cach thich nghi v&i qué trinh tién héa cta né. Hang ngay hang gid con ngudi lai co
co hoi tiép can vdi cac giao thic giao dich méi, cac loai hop déng dién tor moi
khong ngung xuét hién, tham gia vao nhiing cudc choi moi. Mot mat, dac diém nay
ctia hop ddng dién tir dong gdp nhimg gia tri hitu ich dén cho nguoi dung, nhung
mic khac, ching dit ngudi dung vao mot tim thé luén bd ngd va co phan e dé boi
tinh méi mé cua chung. Hon nita, sy phic tap cta yéu té k¥ thuat lam tac dong
khong nhé dén cach thtrc van hanh cta cac dao lut khi ludn phai thay d6i manh m@
dé thich nghi véi cac loai hop dong dién tir vira xuat hién, dam bao sao cho vira bao
vé duoc cac nguyén tic vé ty do hop déng ma van khong dan dén nhimg hau qua
bat 1o cho cac bén lién quan.

Hay n6i cach khac, nhing 1y thuyét phap 1y co dién cé nguy co s& khong con
thich hop trong thé gidi méi dang thay véi toc do chong mit, khong ngimg nghi mot
gidy, va s& luon bi coi 1a 16i thdi so v6i chinh su tdn tai cua cac hop d@)ng dién tu.
Vi vay, dac diém nay budc cac nha lam ludt va cac bén lién quan phai luén can
trong va can nhic dén dic tinh d& thay d6i ciia khoa hoc cong nghé va k¥ thuat sd
khi nghién ctru x4y dung cac co sé phéap 1y, phap luat, cic co ché tng xir v6i cac
hop dong dién tir, cling nhu budc cic co quan giai quyét tranh chip nhu Toa 4n
cling can phai luu tdm khi giai quyét cac tranh chap phat sinh tir tir loai hop dong
nay.

Thir hai, hop dong dién tir mang tinh “phi gidy to”.
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Khong thé néi su ton tai ciia cac hop dong dién tir 1a “vo hinh” hay “a0”"® vi

su ton tai thuc té cua cac hop déng ndy 1a c6 that, va ching ta van c6 kha ning
chuyén héa cac ky tu dién tir dugc luu trit trén may tinh hay cac phuong tién dién tir
thanh ra cac dang ton tai thyc té thong qua viéc “bang chimg héa” ching thanh vin
ban chinh thirc. Tuy nhién, tinh phi gidy to clia cac hop dong dién tir c6 y nghia rat
16n d6i véi cac bén trong quan hé thuong mai nho tinh phi gidy to cia ching.

Pau tién, tinh phi gidy to ciia hop dong dién tir gitp cac bén giam chi phi
giao dich. Dya trén 1y thuyét vé chi phi giao dich ctia Ronald H. Coase, cic giao
dich s& dat duoc hiéu qua cao nhit khi chi phi giao dich bang khéng.” C6 kha nhiéu
dinh nghia vé chi phi giao dich dugc dua ra va van con dang dugc tranh cii. Viéc
xac dinh dinh nghia nao phu hgp hon chi c6 y nghia hon chi phu thudc vao cac van
dé can phan tich 1a gi.*” D& phan tich trong bdi canh quan hé hop dong, thich hop
hon ca 1a st dung khai niém chi phi giao dich la cac chi phi phat sinh khi mdt giao
dich dugc xac 1ap trén thi truong, theo do chi phi giao dich bao gém ca cac chi phi
dé hinh thanh va kiém soat cac hop dong (Barzel, 1977).%' C6 thé phan chi phi giao
dich thanh ba loai: chi phi tim kiém (search costs), chi phi mic ca (bargaining costs)
hay con goi la chi phi thong tin — danh gid thong tin, va chi phi thuc thi
(enforcement costs).*

Pa s6 cac hop dong dién tir duoc xéac 1ap trén nén ting may tinh va hé thong
mang toan cau s& dugc luu gitt dudi hinh thirc cac tép may tinh (soft copy hoic file)

trong cac tap tin hoac kho dir liéu dién toan... s€ khong can in ra thanh cac van ban

" Tac gia Nguyén Vin Thoan dé cap tai Nguyén, V. T. (2010), sdd, .tr18. Theo d6 tac gia cho ring
“cach thirc ky két va thyc hién hop ddng dién tir ... tao cam giac hop ddng dién tir 1a “a0”, “phi gidy t0”,
khong dé dang “cdm ndm” va “str dung” mot cach dé dang”.

" Coase, R (1988) The Firm, The Market, and the Law. The University of Chicago Press, IL;

80 Douglas W. Allen, “Transaction Costs,” in Boudewijn Bouckaert and Gerrit De Geest, eds., The
Encyclopedia of Law and Economics, volume 1. Chelthenham, Edward Elgar, 2000, tr. 912-913;

¥ Douglas W. Allen, Sdd., tr. 906;

%2 Robert Cooter (Nguyén Thi Xinh Xinh bién dich), Gido Trinh Giang day Kinh t& Fullbright, bién
soan tur “The Elements of Transaction Costs” LAW AND ECONOMICS (ISBN 0-321-20471-9) (Pearson
Addison Wesley) (2004), tr. 91-95;
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ctmg (hard copy). Néu cac giao dich déu chuyén qua giao dich dudi hinh thic hop
ddng dién tir thi cc bén s& giam dugc cac chi phi lién quan d&én chuyén giao cac
thong tin va hop dong giita cic bén trong qua trinh thuong luong va giao két (qua
chuyén phat thu tin trong truong hop cic bén cach xa nhau vé mit vi tri dia 1y), chi
phi luu trir (dién tich t6 chirc kho luu trir hay thu vién), chi phi khéi phuc vin ban
trong truong hop hop dong gidy hodc cac vin ban lién quan bi hu hong hay khong
con nguyén gdc, chi phi in an,... cc chi phi ndy co6 mit ¢ ca ba loai chi phi giao
dich da dugc gidi thi¢u bén trén.

Khong nhiing vay, tinh phi gidy t& con gitp giam chi phi giao dich cho toan
nén kinh té, ciing nhu than thién véi méi truong hon nho viée han ché sir dung gidy
lam tir gb va myc in c6 hoa chat anh huong dén méi trudng. Mot hinh dung rat don
gian 1a cac giao dich ngan hang. Thong thuong néu mdi ca nhin c6 nhu ciu tién
hanh thuc hién cac giao dich chuyén tién hozc thanh toan tién giri trong ngan hang
cho dbi tac, khach hang phai dich than di dén cac phong giao dich, chd doi dén luot,
dién vao cac phiéu yéu ciu, chd doi x4c nhan cta ngan hang méi duoc chuyén tién
hodc nhan duoc tién. V&i hé théng giao dich dién tur, khach hang chi can tién hanh
dang ky giao dich mot lan, sau d6, toan bo cac giao dich mua ban chi can xac nhan
qua hop dong dién tir tai nha ma khong can phai dén tan phong giao dich (thanh
toan qua thé credit hoac visa). Khach hang co thé st dung cac dich vu cta ngan
hang véi toan bo thong tin va lich st giao dich dugc cip nhat trén hé thong dé co
thé kiém tra va kiém soat mot cach chit ché. Cac loai hop dong giao dich trén mang
s& giup cac bén va ngan hang giam bdt thoi gian giao dich, ting hiéu qua vé sb
luong va nang suat giao dich, giam chi phi quan 1y d6i v6i cac giao dich mang tinh
hang loai.

Tuy nhién, tinh phi gidy to doi hoi yéu cau ching minh gi4 tri hiéu lyc cia
céc giao dich ma nhitng hop dong nay dai dién. Nhu da gidi thiéu ¢ phan khéi niém,
hau hét hé théng phap luat cua cac qudc gia va qudc té dé khong phu nhan gia tri
hiéu lyc cua hop déng dién tu. Mac du vay, tinh phi giéy tor khién cho viée viée dam

bao diéu kién chii thé ciia cac hgp dong dién tir phat sinh trong truong hop cac bén
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ky két hgp dong khong gip mit tryc tiép nhau dé kiém chung vé tham quyén ky két
cling nhu tinh x4c thuc ciia cidc minh ching cho ning lyc ctia cac chu thé. Pic tinh
nay dat ra cho cac bén lién quan 14n Toa 4n mot van dé cip thiét trudce khi tién hanh
giai quyét cac tranh chap lién quan dén phan ndi dung ciia tranh chap, d6 chinh la
chtng minh gia tri hiéu lyc cia cac hop déng nay, hay noi cach khac 1a xac dinh gia
trj chimg cr cia hop dong dién tir dé cong nhan nhitng ndi dung di duogc giao két
chinh 13 ¥ chi, nguyén vong ctia chinh cac chii thé dtmg tén trong céc giao két do.

Thuc té, khong phai hop dong nao khi ky két cling phat sinh tranh chap, do
d6 chi khi c6 giao dich phét sinh van dé méi doi hoi phai trich xuét file dé chuyén
thanh ban géc dé Toa an xac nhan gia tri phap 1y va gi tri chimg cir ciia hgp dong
lién quan. Dé giai quyét van dé nay, phap luat doi hoi cac bén phai co nhitng bién
phap dam bao tinh chimg ctr ciia cac hop dong kém theo qué trinh giao két va thuc
hién hop dong, doi hoi vé mat ky thuat, phai c6 nhimg céng cu hodc phuong tién
chtng minh cho tinh chimg ctr ciia cac hop dong dién tir 1a déng tin cdy, nhung
nguoc lai phap luat ciing can c6 thai do rong lugng hon véi tinh chat nay cia cac
hop dong dién tir.

Pbi v6i hau hét cac trudng hop, luat phap cac qubc gia déu cho phép hop
déng c6 gid tri hiéu lyc ma khong phu thude vao yéu t4 hinh thic nhu giao két bﬁng
161 noi, bé“mg van ban hodac bﬁng hanh vi. Khi can thiét, cac bén s& dua ra céc bé“mg
ching chimg minh cho su t6n tai cia noi dung. Tuy nhién, khong phai liic ndo ciing
vay. Mot s6 qudc gia bao gdm mét sé nude chau Au "hién dai" ciing c6 thé khong
cong nhén tinh hop I¢ cia cac van ban dién tir hodc chit ky dién tir, du chiing duoc

. LA LR e 2 83
chung thuc va khong c6 kha nang gia mao.

%3 Ralph Amissah, The Autonomous Contract: Reflecting the Borderless Electronic-Commercial.

Environment in. Contracting. (1997), bai viét dang tai: https://www.cisg.law.pace.edu/cisg/biblio/

amissah2.html#ecs4 truy cap ngay 10/3/2018.
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Phép luat vé hop dong 1a mot trong nhitng dong gop quan trong nhat cua La
M3 déi voi lich st phap 1y. Tuy nhién, theo Watson™, that ngac nhién 1a 1y thuyét
hop ddng cb dién cua ngudi La Ma duong nhu khong bao gio quan tim phat trién
cac hop ddng vin ban, von sé& thay thé vi tri ciia cac hop dong “stipulatio”™. Y
tuong cla stipulatio da an siu trong tim tri phap Iy La Ma coi trong hop dong
miéng hon so v&i hop dong vin ban dudng nhu di trd nén 16i thoi tir rat 1au, khi ma
gid ddy, cac hop ddng van ban dudi hinh thirc hop dong dién tir dd cho phép cac
bén dang & cach nhau nira vong trai dat c6 thé dam phan va giao két ngay tirc thi cac
hop dong véi nhau. Piéu niy theo nghia nao d6 la mot 10i nhiac nhd cho cac hé
thong phap luat ké thira nguoi La M4, trong d6 c¢6 Viét Nam, wa chudng cac hop
ddng bang vin ban gidy thi thuc té khong kém gi viéc khong chip nhan chir ky dién
tir va chir ky bat ké kha nang chtng thuc va xac minh phu hop.

Thir ba, hop dong dién tir mang tinh phi bién gidi.

Véi sy phat trién cua cong nghé, toan cau hoa trd thanh khong thé ngan can,
ching ta phai hoc cach séng chung voi né, nhan ra nhimng loi thé ciia né va tim cach
tan dung nd. Cac hop dong dién tir ngay nay duoc ky két thong qua cac phuong tién
dién tir va mang toan cau, pho bién nhat 13 internet, gitp cho cac ddi tac bao gdbm ca
nhan, doanh nghiép, cong ty, to chirc, nguoi tiéu dung, v.v. trén khap thé giéi duoc
két ndi véi nhau, c6 thé tim thay nhau bat ctr khi nao, bat ky noi ddu mién & d6 co
su hién dién cua internet. Do vay, cac hop déng dién tir 6 thé duoc tu do giao két &
khong gian vo cung rong 16n, vuot khoi gidi han vat chat ctia bién gidi cac quoc gia,

ching tré nén phi bién gi6i. Tinh chit nay anh huéng rat 16n dén viéc quan ly cac

% Watson, Alan. “The Evolution of Law: The Roman System of Contracts.” Law and History
Review, vol. 2, no. 1, 1984, pp. 1-20. JSTOR, JSTOR, www.jstor.org/stable/743908, truy cép ngay
10/3/2018.

% Theo Luét La M4, Stipulatio dung dé chi mot dang hop déng tiéu chuén, theo d6 mot bén bi rang
budc hoan toan béng cach str dung nhirng tir ddc biét dugc giao kéo trude. Mot bén s€ noi “spondesne (anh co
ddng ¥) s& chuyén nhuwong cac ban sao ciia Aristotle dé lay 20 dong sesterces”, va ngudi kia s& noi “spondee”
(to1 d(‘”)ng y). Xem thém tai Tu dién phép 1y online: Collins Dictionary of Law © W.J. Stewart, 2006, web:
https://legal-dictionary.thefreedictionary.com/stipulatio truy cap ngay 10/3/2018.
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hop dong dién tir, dit ra van dé kho khan cho cic co quan quan 1y, cic nha lam luat
va co quan giai quyét tranh chip trong viéc bao vé quyén loi ctia cac bén trong hop
déng khi ho tham chi chua ting gap mat nhau, xac dinh luat diéu chinh cho hop
ddng va giai quyét cac van dé khac lién quan dén khia canh tu phap qubc té ctua hop
ddng dién tir.

O cap d6 qudc gia, cac nha 1am luat cia mot nudce xay dung riéng cho qudc
gia cua ho cac h¢ théng riéng nham phuc vu cho céc gié tri ma xa hdi va nha nudc
d6 theo dudi. Khi cac hop déng dugc c6 ham chira yéu té nudc ngoai, dit ra van dé
lwa chon lut 4p dung va co quan giai quyét tranh chap thi hau hét phap luat cac
nuéc déu khang dinh rang viéc cho phép cac bén ty liwa chon "ludt phap" va phuong
tién giai quyét tranh chap s& 1a giai phap toi wu, tién ich nhat. Tuy nhién, trong mot
sd trudng hop, vi ddc tinh cic bén cia hop dong cach xa nhau vé mat dia 1y, kho
khin trong qua trinh trao doi thong tin hodc anh hudng béi tinh “theo mau” ciia mot
s6 loai hop déng dién tu, tinh chét tu do lua chon nay khong dugc dam bao mat
cch rd rét. Dan dén két qua s€ lai dat ra van dé lua chon luat ap dung phu hop cho
cac hop dong dién tir dugc giao két bai cac chu thé dén tir cac qudc gia khac nhau.

Pbi véi hop ddng dién tir phi bién gidi va c6 hiéu qua trén toan cau thi viéc
chap nhan gia tri trén toan thé gidi phai co hiéu lyc trén toan thé gisi. Trong giai
doan hién nay, giai phap duoc ap dung phd bién nhat chinh 1a cac quy pham thuc
chat duoc xay dung trong cac van ban lut thdng nhat co gia tri toan cau. Vi loi ich
clia cac giai phap toan cau chir khong phai cta riéng qudc gia nao, diéu d6 co nghia
1a vi ddc tinh “phi bién gidi” clia cac hop dong dién tir, cic qubc gia can phai trao
cho thuong mai dién tir nhitg sy hd trg can thiét bang cach cho phép ap dung luat
mau hodc ban hanh cac dao luat phi hop vdi nd, cong tac ndy van con dang vap
phai nhitng vin dé tré ngai xuat phat tir nhitng nguyén nhan c¢d hitu nhu chinh tri

hay quan diém.
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2.1.3 Phin logi cdc hop déng dién tiv dwoc giao két trong méi trwong

mang toan cdu

Dua trén khai ni¢m hop d@)ng dién tor da dugc gidi thicu tai phén trudc, co
thé thdy pham vi ctia hop dong dién tir dugc thiét 1ap duéi dang thong diép dir lidu
rat rong, bao g@)m tat ca cac thong di€p dugc ma héa va duoc thé hién dudi nhiéu
hinh thirc trao d6i dit liéu khac nhau nhu chung tur dién tir, dién tin, fax, email, v.v.
Tuy nhién, trong pham vi ctia nghién ciru nay, luan an mudn tap trung nghién ciru
loai hop dong dién tir c6 lién quan dén hoat dong giao két théng qua moi trudng
mang toan cau (World Wide Web), do @0, cin cit trén bon (04) cong cu chinh cia
mang toan cau ma cac chu thé thuong sir dung dé thiét 1ap hop dong, bao gdm thu
dién tir (email), cong cu tan gau (chat), trang thong tin dién tir (website), va trao doi
dir liéu dién tir (EDI)*® dé phan chia hop dong dién tir duoc giao két trong hai phién
ban chinh, bao gdm(a) Hop dong giao két qua thu dién tir; va (b) Hop ddng giao két
qua trang thong tin dién tir."’

a. Hop déng giao két qua thw dién tiv

Giao két hop dong thong qua thu dién tir 1a mot trong nhiing cach thic giao
két hop dong dién tir xuat hién sém nhét va duoc sir dung nhiéu nhat cua thuong
mai dién tir tir nhitng giai doan dau tién. Cach thirc giao két hop dong dién tir nay

dugc phd bién nhd cac phat minh cia Ray Tomlinson lién quan dén thu dién tir

% EDI c6 nghia 1a Electronic Data Interchange, 14 su truyén thong tin tir may tinh giri dén may tinh
nhan b?mg phuong tién dién tir, trong d6 c6 sir dung mot s6 dinh dang chuin nhét dinh nao d6. Theo Luét
thwong mai qudc té cua Uy ban Lién hop quéc, viée trao ddi dit liéu dién tir duoc dinh nghia nhu sau: "Trao
d6i dir liéu dién tir (EDI) 1a viéc chuyén giao thong tin tir méay tinh dién tir nay sang may tinh dién tir khac
bang phuong tién dién tir, c6 st dung mot tiéu chuan da duoc thoa thuan dé ciu triic thong tin". EDI 13 hinh
thirc thuvong mai dién tur déu tién dugc sir dung trong doanh nghiép, va da tdn tai nhidu nam trudce day, trudc
khi chung ta ndi toi thuat ngir thwong mai dién tir. Cho dén nay EDI van 14 cac giao dich quan trong bac nhét
trong thuong mai dién tr B2B. Xem thém tai: Kantor; James H. Burrows (ngay 29 thang 4 nam 1996).
“Electronic Data Interchange (EDI)”. National Institute of Standards and Technology.Truy cép ngay 13 thang
5 ndm 2008.

% Nguyén Van Thoan (2010), Sdd., tr.19-23.
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(electronic mail hay e-mail) tir nhitng nam 1970.*® Tir khi ra doi, thu dién tr di tro
thanh mot cong cu hiéu qua va thiét yéu cho cic cong ty, doanh nghiép trong hoat
dong kinh doanh mua ban, gitp ho giam bdt cac chi phi thong thudng lién quan dén
thong tin lién lac trong qua trinh giao két cac hop dong véi dbi tac thuong mai cua
minh. Cac hop dong giao két qua thu dién tir c6 cach thirc giao két gin giéng cac
hop ddng dudi hinh thirc van ban gidy truyén thong khac. Thong thudng, qua trinh
dam phan, ky két hop ddng mot cach gian tiép s& duoc thiét 1ap qua cac budc chuin
muc nhu dé nghi giao két hop dong vai cac diéu kién va diéu khoan cu thé, chip
nhan dé nghi, chinh thirc giao két va hop dong bat dau phat sinh hiéu luc phap lut.
Nhung thay vi cac bén phai viét tay, danh may, in 4n thanh van ban, sau d6 giri va
nhan nhitng dé nghi giao két hop dong nay thong qua hé théng thu tin cua buu dién,
thi nho c6 thu dién t, toan bd ndi dung cua loi dé nghi s€ dugc hé théng mang
chuyén dén bén duoc dé nghi qua thu dién ta.

Van dé phap 1y quan trong nhét ctia loai hop dong dién tir giao két qua thu
dién tir chinh 13 gia tri phap 1y va gi tri chimg ¢ ctia chiing dé chirg minh cho céc
giao dich ma ching dai dién. Mic du phan 16n phéap luat qubc té va luat quic gia dé
cong nhan gia tri phap 1y cua loai hop dong dién tir nay® va xem hinh thirc ton tai
cua chung tuong duong vodi hinh thirc van ban, tuy nhién gia tri chirng clr cia cac
van ban dién tr ndy van con 1a mot van dé gy nhiéu tranh cdi cho cic bén cta hop
ddng, cac doanh nghiép va cta ca Toa an, boi 18 néu khong c6 cong cu nio co thé

xac nhan hodc chimg thyc cac hop ddng dién tir nay thi khong thé chimg minh duoc

% C6 nhiéu tranh cai cho ring ngudi du tién phat minh ra email khong phai 1a Ray Tomlinson ma
12 mot nha khoa hoc may tinh dén tir An Do ¢6 tén 1a Shiva Ayyadurai vao nam 1978 khi 6ng méi 14 tudi,
tuy nhién céng lao cua Tomlinson trong viéc kién tao loai hinh tin nhin dién tir va dua email vao cudc séng
va hoat dong thwong mai toan cau la khong thé phi nhan. Tomlinson mét vao nim 2016 & tudi 74. Xem thém
tai: Amar Shekhar, Who Invented Email? Ray Tomlinson Or Shiva Ayyadurai? Here’s The Truth, Fossbytes,

2016, web: https://fossbytes.com/who-invented-email-ray-tomlinson-or-shiva-ayyadurai-know-the-truth/,

truy cap ngay 22/2/2018.
% Xem lai phan 1.1.1
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mot cach chic chan sy dong ¥ cta nguoi giri di ndi dung hodc thong tin trong 11 dé
nghi hodc hop ddng di dugc giri di.

Nhin chung, mét hop dong dién tir qua email s& c6 gia tri ching ctr cao nhat
néu n6 c6 thé ching minh rang nguoi gii di hop dong nay ciing chinh 1a c4
nhan/nguoi dai dién c6 thim quyén giao két hop dong d6. Va néu mot vin ban
thong thudng s& can céac chit ky song, hodc d6i khi 1a con diu cua cac nhan/ngudi
dai dién c6 tham quyén dé ching minh d6 chinh 1a ban gdc c6 gia tri thi cac hop

90 Y S
" hay “chir ky s0” dé xac

ddng qua thu dién tir s& phai can dén “chit ky dién tir
nhan gia tri chimg cr cho chung.”’'Vé 1y thuyét, khi van ban dién tir d3 duoc ky boi
chit ky dién tir thi khong thé thay ddi, néu thay ddi du chi mot ky tu trong van ban,
viéc kiém tra chir ky s& khong mang lai két qua tring khép, va van ban d6 duong
nhién s€ khong dugc coi 1a ban géc c6 hi¢u lyc. Nhu vay, chir ky chir ky dién tir va
chir ky sb 1a cong cu hitu hiéu dé cac bén xac dinh duoc tac gia tai liéu dién tir cling
nhu tinh toan ven cta chung. Tuy vy, chit ky dién tir ciing c6 nhitng han ché nhat
dinh. V&i sy phét trién khong ngimg nghi ctia cong nghé thong tin va mang ludi cac
tin tic ¢ s6 luong khing, tinh bao mat ma tir trudc dén nay duoc khing dinh va ca
ngoi cta chit ky dién tir s& khong con 1a diéu chic chan, bsi chinh sy hinh thanh tir
cac mat ma va ky tu cta chir ky. Néu chir ky viét tay duge thuc hién trén gidy va
gan lién véi cac vin ban co ndi dung goc, khong thé thao roi, thi chit ky dién tir 1a

mot by mat ma dugc cap cho nguodi sir dung, 1a mdt phan mém may tinh khong gan

% Luat mau UNCITRAL vé Chit ky Dién tir 2001 (“UNCITRAL 200I”), Diéu 2 dinh nghia "Chit
ky dién tir" c6 nghia 1a dir liéu dudi dang dién tir & trong, gén lién voi hodc lién két hop 1y v6i mot thong diép
dir liéu, c6 thé dugc sir dung dé xac dinh nguoi ky két lién quan dén thong diép dit lidu va cho biét sy chip
thuan cua nguoi ky nhan thong tin chira trong thong diép dir liéu.

°I Chir ky dién tir (E-signature) 1a thong tin di kém theo dir liéu (van ban, hinh anh, video...) nhim
muc dich x4c dinh nguoi chi cua dit liéu d6. Con chit ky sb (Digital Signatute) 1a mot dang chit ky dién tir
dugc tao ra béng su bién ddi mdt thong diép dir liéu str dung hé théng mat ma khong ddi xtng theo d6 nguoi
¢ duoc thong diép dir liéu ban dau va khoa cong khai cta ngudi ky co thé xac dinh duoc chinh xac (Nghi
dinh 26/2007/NB-CP). Hay noi cach khac, chit k¥ s6 c6 thé dwgc xem nhu mot dang chit ky dién tir cao cép

dua trén cac cong nghé ma hoa (RSA). Xem thém: http://dailychukyso.net/chu-ky-dien-tu-chu-ky-so-la-gi/ va

http://www.plf.vn/vi/bai-viet-phap-ly/Gia-tri-phap-ly-cua-chu-ky-so, truy cap ngay 22/2/2018.




54

véi vat mang tin, do d6 nd c6 kha nang tach biét khoi chu nhan cta chir ky, hay noi
cach khac cht nhan cia chit ky trong mot sd trudng hop co thé khong phai 1a nguoi
duy nhét c6 duge mat ma chit ky do.

Tuy nhién trong gi6i han ciia dé tai nay, ching ta s& khong di sau hon giai
quyét cac van dé cua chir ky dién tr, ma chi dimg lai ¢ viéc khang dinh gi tri phap
Iy va gia tri chimg cr ctia cac hop dong dién tir giao két bang thu dién tir co gan chir
ky dién tir ma thoi. Hién nay, da s6 phap luat lién quan dén thuong mai dién tir toan
cau déu cong nhan gia tri chimg thue hop dong cua chit ky s6,” hay néi cach khac,
mot hop dong giao két qua thu dién tir duoc giri di tir cac hop thu ¢ dang ky chit ky
dién tir (chir ky s6) c6 gia tri ching cr va hiéu luc phap luc ngang bang nhu viéc
cac bén truc tiép ky vao cac hop ddng vin ban gidy bang chinh chir ky song cua

chinh minh.

Home Tools 9Hub Propos.. X
B &®8 B Q © A D OB ]

sintimited, certificate issued by GlobalSign SHA256 CA for Adobe.

Changes have been m3gther person or entity without Sell

Signer's identity is valid ‘pduct shallbe a

Hinh 1.2 Chir ky dién tir dwéi dang chir ky”
b. Hop dong giao két qua trang thong tin dién tir
Trang thong tin dién tur (website) con dugc goi la trang mang, 1a tap hop cac

trang (web page) bao gdm vian ban, hinh anh, video, flash, v.v. thudng chi nam

%2 Luat mau UNCITRAL 2001 vé chir ky dién tir cong nhan gié tri cua chir ky dién tir twong dwong
v6i chit ky thong thuong néu dap g duge cac diéu kién luat dinh dugc quy dinh tai Didu 6,7 va 8 cua Luat
mau. Luat Giao dich dién tir 2005, Didu 24(1) ciing quy dinh twong tu nhu sau: “Trong tricong hop phdp ludt
quy dinh van badn can cé chir ky thi yéu cdu dé déi véi mot thong diép dir liéu dwoc xem la dap ving néu chir
ky dién tur dwoc su dung aé ky thong dién dir liéu do.”

% Ngudn: https://www.signinghub.com/
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trong mot tén mién (Domain name) hodc tén mién phu (Subdomain). Website dugc
I trit trén may chiit web (server web) co thé duoc truy cap trén nén tang internet
nhd dich vu mang toan cau (World Wide Web). Cac chu thé tham gia mang toan
cau thuong thiét 1ap riéng cho minh nhiing website dé lam moi trudng truyén tai
thong tin, gii thiéu ban than va lam nén tang tuong tac véi cc chii thé khac cing
hoat dong trén do. Pac biét ddi véi cac chu thé thuc hién hoat dong cac hoat dong
thuwong mai di€n tir, website trd thanh mdt cong cu vo cung dic luc va hiéu qua
trong viéc quang ba san pham, dich vy, giup ho gidi thiéu san pham cua minh dén
tirng nguoi tiéu dung, & khip moi noi thé gisi. Khong nhiing vay, trén nén cic trang
web page, cac cong ty, doanh nghiép con co thé tich hop kém cic phan mém
chuong trinh hd tro viéc giao két hop dong truc tuyén, giup cho cac giao dich duoc
thyc hién nhanh chong, gon gang va dong bd trén pham vi toan cau, tir d6 lam san
sinh ra hang loat cac loai hop dong dién tir dugc tién hanh giao két trén nén tang
website. C6 thé chia cac hop ddng dién tir giao két qua trang thong tin dién tir c6 thé
duoc chia thanh hai loai phé bién, mot 1a hop déng v6i ndi dung tdn tai trén website
va hai 13 hop dong giao két qua giao dich tu dong.

b.1. Hop dong v&i ndi dung ton tai trén website

Trong mot sb linh vuc nhu dang ky st dung dich vu internet, dién thoai, du
lich, hoc truc myén, dich vy, v.v. thi cac hop déng truyén théng dugc st dung mot
cach thuong xuyén cho nhiéu ddi tuong, chuan hoa vé mit nodi dung, mot bén sé
soan san toan bo ndi dung cia hop dong va dua 1én website ctia minh hodc giri cho
khach hang, nguoi sir dung san pham, dich vu c6 thé ky két hop déng d6 thong qua
cac cong cu dién tir. Hop dong duoc dua 1én véi day du cac diéu khoan va diéu kién
dé cac chu thé tham gia ky két hop dong co thé can nhic va quyét dinh co giao két
hop dong hay khong (Rolling contract). Cé thé chia cac hop dong dién tir nay thanh
ba loai phd bién: hop ddng goi kém (Shrink-wrap contract), hop dong nhap chudt

(Click-wrap contract) va hop dong trinh duyét (Browse-wrap contract).
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b.1.1 Hop dong géi kéem

Hop dong goéi kém (Shrink-wrap contract) 14 loai hop dong ma cac diéu
khoan va noi dung ctia cac hop dong duoc gui di trong mot chiée hop (néu trén moi
truong dién tir thi & mdt hdp thong tin) kém theo véi may tinh hodc chuong trinh
may tinh, phén mém, hodc céac loai dbi tuong khac dugc mua ban hodc cép quyén sur
dung, va nguoi mua hodc ngudi dung duge cho 1a da dong ¥ vai cac diéu khoan cia
hop dong néu ho khong phan ddi hodc tra lai cac dbi tugng hop dong trong khoan
thoi gian hop 1. Ddi véi loai hop ddng gbi kém nay, nguodi mua hodc nguoi dung
khéng c6 quyén dugc trao doi qua lai, thay thé hodc stra doi bat ky cac thong tin
dugc thé hién trong hop dong, ma chi co thé quyét dinh chip nhan hay khong chap
nhan st dung doi tuong mua ban do, va ho chi cé thé su dung doi tuong khi da chép
nhan toan bo cac diéu khoan dugc liét ké trong hop thong tin dinh kem béng cach
tuyén bd “chdp nhan” toan bd hop dong lién quan dén san pham ma minh muén
mua. Cac hop dong goéi kém thudng phd bién ¢ cac giao dich mua bao hiém, sir

dung dich vu mang, cip quyén st dung phdn mém hodc cai dit tng dung cho cac

thiét bi dién tu.

. || Software License Agreement IZ]

Please read through the entire License Agreement, SCROLL DOWN to see the rest of the agreement. To
install the game, you must accept the agreement.

LIMITED USE SOFTWARE LICENSE AGREEMENT

3

This Limited Use Software License Agreement [this "Agreement] is a legal agreement between you,
the end-user, and |d Software, Inc. ('Id Software"'] and Activision Publishing, Inc. [“Activision”). BY
CONTINUING THE INSTALLATION OF THE FULL VERSION GAME PROGRAM ENTITLED
RETURN to CASTLE WOLFENSTEIN (THE "SOFTWARE"), BY LOADING OR RUNNING THE
SOFTWARE, OR BY PLACING OR COPYING THE SOFTWARE ONTO YOUR COMPUTER HARD
DRIVE, COMPUTER RAM OR OTHER STORAGE, YOU ARE AGREEING TO BE BOUND BY THE
TERMS OF THIS AGREEMENT.

Grant of License. Subject to the terms and provisions of this Agreement and so long as
you fully comply at all times with this Agreernen! |d Software grants to you the non-exclusive
and limited right to use the Software only in executable or object code form. The term
"Software" includes all elements of the Software, including, without limitation, data files and
screen displays. You are not receiving any ownership or proprietary right, title or interest in

N

Do you accept all the terms of this License Agreement? If you choose "No," Setup will close.

< Back Yes

Hinh 2.2. Hop dong gép kém’”

* Winn, I. K., & Bix, B. H. (2006), Sdd., tr.177.

% Ngudn: http://www.wisegeek.com/what-is-software-licensing htm#comments
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b.1.2 Hop dong nhdp chudt

Hop dong nhéap chudt (Click-wrap contract)la loai hop dong rat phd bién doi
v6i cac giao dich mua hang truc tuyén hodc tai xudng (co tra phi hodc khong tra
phi) cac chuong trinh phan mém tryc tuyén. Céc giao dich nay chi dugc tién hanh
khi nguoi mua nhan chudt vao nat “Téi dong ¥ (hodc cac 10i 18 tuong ty thé hién
su déng ¥) sau khi man hinh hién 1én cac tuyén bd vé diéu khoan va diéu kién, ciing
chinh 14 ndi dung hop ddng cua giao dich d6.”° Tuwong ty nhu hop dong goi kém,
nguoi mua hay nguoi dung ciing chi ¢6 hai Iya chon, mét 1a nhap vao nat “Téi dong
¥ (I agree) dé tiép tuc giao dich, hoic nhan vao “Huy bo” (Cancel) dé thoat khoi
giao dich d6 va s& khong duoc tiép can bat ky ndi dung nao cua san pham hoic d6i
tugng giao dich. Cach thirc giao két ndy lam ching ta dé dang hinh dung dén qua
trinh giao két hop dong bang 16i dé nghi giao két nhu cic hop dong thong thuong
khac, chinh 14 cac diéu khoan va diéu kién dugc tuyén b, hién thi trén man hinh.
Néu nguoi dung nhap vao dong y, chinh 1 giri 101 chap nhan toan bo ndi dung cia
101 dé nghi giao két va hgp dong coi nhur duge ky két, con ngudi lai nhap vao hay

b6, nguoi dung da tra 101 khong chap nhan dbi vai 101 dé nghi do.

@ PostGIS 1.4.0 for PostgreSQL 8.4 Setup
o
Q 9 License Agreement

D Q Please review the license terms before installing PostGIS 1.4.0
s for PostgreSQL 8.4,

Press Page Down to see the rest of the agreement.

GNU GENERAL PUBLIC LICENSE s
Yersion 2, June 1991

Copyright {C) 1989, 1991 Free Software Foundation, Inc,
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
Preamble
_The licenses for most software are designed to take away your v

If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install PostGIS 1.4.0 for PostgreSQL 8.4,

Hinh 3.2 Hop dong nhip chudt”’

% Winn, I. K., & Bix, B. H. (2006), Sdd., tr.177.

7 Ngudn: https://blog.ipleaders.in/e-contracts-shrink-wrap-click-wrap-browse-wrap-agreements/
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b.1.3 Hop dong trinh duyét

Hop dong trinh duyét (Browse-wrap contract) 13 mot trong nhimng diéu
khoan cua hop déng dugc dat trén mdt trang web, thuong dugc két ndi véi trang
web chinh ctia san phadm bang mot lién két dén mot trang web khac c6 chira diéu
khoan va diéu kién ctia hgp dong. Thong thuong nguoi dung khong can thiét phai
c6 bat ky mot sy thé hién nao khang dinh vé sy dong y véi nhitng diéu khoan nay
(nhu chap nhan hay nhap chudt vao 6 dong ¥) dé dong y véi cac diéu khoan duoc
dat trén trang web dugc lién két. Khi sir dung céac dich vu trén trang trinh duyét do,
nhu tiép tuc truy cap trang hodc tai vé phin mém, nguoi dung sé dugc khuyén co
xem trudc ndi dung cta hop dong, tuy nhién khong phai 1a diéu bt budc. Cac hop
ddng duyét web nay mang nhiéu dic tinh ctia cac “Piéu kién giao dich chung” hoic
“Biéu khoan miu” dugc nhic dén trong ludt qudc gia va thong 1& qubc té lién quan
dén giao két hop ddng theo mau’® hodc cac hop ddng gia nhap.” Theo dé, cac diéu
khoan va diéu kién trong hop dong trinh duyét chi do mot bén don phuwong soan
thao hodc cong bd, duoc st dung trén thuc té v4i dbi tac ma khong can co su thoa

thuan, méc ca vé ndi dung cua dicu khoan mau do.

% Khai niém “Piéu khoan giao dich chung” duoc nhéc dén tai B Luat Dan sy cia Nuéc CHXHCN
Viét Nam niam 2015, Diéu 406, va duoc duge dich 1a “Diéu khoan mau” theo nghién ctru cia DS Giang Nam.
Doc thém tai D6 Giang Nam, Binh luan vé cac quy dinh lién quan dén hop déng theo mau va diéu kién giao
dich chung trong Dy thao Bo luat Dén sy (sira d6i), Tap chi NCLP, s6 thang 03/2015.

% Theo tac gia, “hop dong gia nhap” c6 thé dugc xem la tén goi khac cua cac hgp dong theo mau vi
khai niém hop dong gia nhép (adhesion contract) dugc dinh nghia trong Tir dién Luét hoc Black’s Law
Dictionary ¢6 ndi ham twong ty nhu khai niém hop déng theo mau dugc ghi nhan trong B luat Dan sy 2015.
Nguyén van nhu sau: “An adhesion contract is "[a] standard-form contract prepared by one party, to be

signed by another party in a weaker position, usu. a consumer, who adheres to the contract with little choice

about the terms.” Xem thém tai BLACK'S LAW DICTIONARY 366 (9th ed. 2009).
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Hinh 4.2 Pwong din dén hop ddng trinh duyét trén trang web'"

Véi sy lan toa va phat trién khong ngimg ciia cong nghé thong tin va mang
dién ttr, cac hop dong dién tir giao két qua trang mang duoc danh gid 13 s& ngay da
dang va phtc tap hon ca vé thé loai 1an hinh thirc thé hién, thuc hién, giao két, doi
hoi cac 1y thuyét hop dong cb dién phai co sy nhin nhan va thay doi thich hop dé co
thé thich img v&i su ton tai cia ching trong thuc té khach quan.

b.2. Hop dong giao két qua giao dich tu dong

Cubi cung la mét loai hop déng dién tir dang dugc st dung vo cung rong rai
va phé bién, dic biét gén b6 chdt ché véi cac quan hé giao dich mua ban hang hoa
ctia md hinh thuwong mai dién tir B2C, d6 1a cac hop dong giao két qua giao dich ty
dong (automated transaction).

Khai ni¢m “giao dich ty dong” (Automated Transaction) dugc UETA 1999
c6 dé cap 1a cac giao dich dugc tién hanh hodc thuc hién toan bo hodc mot phan,
béng phuong ti¢n dién tr hodc dir li€u dién tu, trong d6 cac hanh vi hodc ghi chép
cua mot hodc ca hai bén khong dugc xem xét bodi mét ca nhan theo cach thuc thong
thuong cua xac lap hop déng, thuc hién theo mot hop déng dang tdn tai, hodc thuc
hién mét hop dong nghia vu theo yéu cau cua giao dich.'” Cac giao dich ty dong
duoc giao két va thuc hién thong qua su can thi¢p cia cac hé théng may moéc chu

khong can dén sy hi¢n dién ctia con ngudi dé thuc hién cac nghia vu cia hop dong.

1% Ngudn: https://termly.io/blog/browsewrap-vs-clickwrap/

""" UETA 1999, Phin 2(2).
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Vi du nhu khi mot ngudi dit mua sach tu trang Tiki.vn, giao dich nay s€
dugc xem 13 mot giao dich ty dong vi dé nghi giao két trong truong hop nay dugc
ghi nhan va giri xac nhan thong qua hé théng may chu cua Tiki. Khi khach hang
truy cap vao trang mua hang cua Tiki.vn, ho c6 thé tién hanh Iya chon mit hang ma
minh mudn mua, sau khi tim dugc loai san pham tGng ¥, khach hang s& nhan vao nut
“cho vao gié hang”, hé thong s& tu dong hién thi cac budc mua hang tiép theo nhu
hién don hang, tinh gi4 tong cong, chon phuong thirc thanh toan, phuong thirc giao
hang, xac nhan don hang, v.v. Tat ca cac budc ndy dugc hé thong may tinh diéu
khién tu dong dé ngudi tiéu dung co thé thuc hién giao két hop dong bat ky thoi
diém nao tai bat ky dia diém nao ho mudn. Viéc xac nhan don hang, hay néi cach
khac 13 x4c nhan chip nhan 101 dé nghi giao két hop dong duoc gui qua cac phuong
tién dién tir nhu dién thoai (kiéu cii, nay it ap dung), fax, va phd bién nhat hién nay

la email.

e @ v wps/fcampustose (1) MAA vé nhing 82

Giao hang thanh céng

Hinh 5.2 Pon hang hién thi trén tai khoin mua hang ciia giao dich tu dong
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Add Gmail. Outlook,

AOL and more
Inbox (1052)
Drafts

Sent

Archive

Spam (24)
Nhimg Cuéc Dam Phan Quyét Dinh (Téi
Bin 2013)

D.Trump. Nghé Thuét Dam Phén

137.000,0

Téng gia tri don hang G

Hinh 6.2 X4c nhan don hang giri tir h¢ thong tu dong

dén email nguwdi mua hang

Pa s6 cac hé thong phan phdi hang hoa ban 1é¢ déu dang ap dung cic hop
déng dién t&r qua giao dich ty dong dé van hanh hoat dong kinh doanh cta minh.
Nhitng nha tién phong ndi tiéng trén toan cau nhu Amazon (Hoa Ky), Alibaba
(Trung Qudc), Ebay (Hoa Ky, Walmart (Hoa Ky), Flipkart (An D6), v.v.'” Tai Viét
Nam ciing d3 du nhap loai hinh thuong mai dién tir v6 cung tién loi va tiém ning
nay tor nhing ndm 2010 voi cac dai dién ndi bat nhu Tiki, Lazada, Nhommua,
Vatgia, Chodientu, Sendo, v.v.'% va cho dén nay, hau nhu tat ca cac hé théng ban 1é
trén toan quoc dé bat du trién khai mo rong loai hinh mua ban truc tiép thong qua
hé thdng giao dich nay trén cac website riéng ctia minh.

Pdi véi cac hop déng dién t& dugc thuc hién qua giao dich tu dong, bé‘mg
chtng chimg minh cho cac giao dich nay, hay ndi cach khac “hop dong” ¢ day,
chinh 13 cic don hang va xac nhan don hang dugc gui luu trit trong hé thong may
tinh ctia bén ban va gui dén email ciia ngudi mua. Qua trinh giao két dugc thuc hién

tuong ty nhu cach thire giao két truyén thong thong qua dé nghi giao két hop dong

102 ¥em thém tai trang thong tin cia Vietnammoving: https://www.vinamoving.com/vn/tin-

tuc/515/top-10-website-mua-ban-truc-tuyen-hang-dau-the-gioi.html truy cap ngay 24/2/2018.
103

Xem thém tai trang thong tin ctia Sem Vietnam: https://www.semvietnam.com/quang-cao-truc-

tuyen/10-website-mua-ban-truc-tuyen-hang-dau-tai-viet-nam/ truy cap ngay 24/2/1018.
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(6 day bén dé nghi 13 nguoi mua) va chip nhan dé nghi giao két hop dong (¢ day
bén duoc dé nghi 1a ngudi ban thong qua xac nhan don hang). Toan b cac quyén
va nghia vu khac ctia bén mua va bén ban duoc thé hién & cac “Diéu kién giao dich
chung”'™ dugc ding tai & cac trang dinh kém trén website nhu “chinh sach dbi tra”,
“chinh sach bao hanh”, “phuong thirc dat hang”, “phuong thuc thanh toan” tuong tu
nhu hinh thtrc cta cac hop dong dién tor duéi dang hop dong trinh duyét. Sau khi
nhan dugc “xac nhan” don hang tir nguoi ban ma ngudi mua khong cé bat ky phan
d6i nao trong khoan thoi gian thich hop thi s& xem nhu 12 nguoi mua di dong y va
chap nhéan cac diéu khoan va diéu kién cua hop dong trinh duyét ciia ngudi ban.
Nhu vay c6 thé thdy, ciing dya trén 1y thuyét cua hop dong theo mau, cac giao dich
mua hang ty dong s& cung lic rang budc ngudi mua bang hai hop ddng, mot 1a hop
ddng dién tir trinh duyét (browse-wrap) ap dung chung cho tt ca cac ngudi mua va
hop dong dién tir ty dong khi nguoi mua tién hanh dat hang véi mdi don hang riéng
biét.

Nhu vay, & phén trén da trinh bay mot sb cac dic diém co ban cling nhu gidi
thiéu cac hop dong dién tir phd bién dé lam nén tang cho phan phan tich chi tiét &
phan tiép theo, vé hop ddng dién tir co tén goi hop dong cap quyén nguoi dung cubi

(End User Licence Agreement).
2.2 Gi6i thiéu vé hop ddng cip quyén ngudi dung cudi
2.2.1 Lich si¢ hinh thanh va phdt trién

Hop dong cdp quyén ngudi dung cudi (End User License Agreement —

EULA),'® 1 loai théa thuan ma hau nhu bat ky ai trong thé gii hién dai ngay nay

104 ¥ em footnote sb 33.

195 €6 nhiéu ban dich khac nhau ma céc cong ty phat trién phan mém va cic nha nghién ctru sir dung
dé goi tén cac End User License Agreement nhu thoa thuan cip phép ngudi dung cubi, thoa thuan gidy phép
ngudi dung cudi, diéu khoan cip phép nguoi dung cudi,v.v.. Trong nghién ctru nay, tac gia lya chon st dung
“hop dong cp phép ngudi ding cudi” dé goi tén cho cic EULA nhim muc dich nhédn manh dén gia tri phap
Iy ctia céc thoa thuan nay twong duong nhu cac hgp ddng (dwoc soan thao sin) ¢6 tinh rang budc trach nhiém

va nghia vy cia ngudi tiu dung va bén cap quyén st dung cac phan mém.
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déu da timg nhin thay, tiép xuc hodc tham chi giao két it nhat mot lan trong doi,
nhung lai khéng ¢6 nhiéu ngudi nhan ra va hiéu rd vé chung. EULA 13 mot thanh
phan quen thudc trong hau hét cic giao dich lién quan dén phin mém may tinh ca
nhan. Mic du con nhiéu chi trich d6i v6i viéc sir dung EULA,'* nhung loai hop
ddng nay van tiép tuc dugc st dung rong rai va ngdy cang phd bién nhiéu hon bai
cac nha san xuat phan mém trén toan cau.

EULA xuat hién lan dau tir nhitng nim 90 cua thé ky trudc, cting voi su phd
bién clia cac may tinh ca nhan, viéc kinh doanh cac phan mém may tinh trd nén
thwong mai hoa rong rai, khong chi géi gon cho muc dich an ninh qudc phong, quan
Iy nha nudc ma gid day phuc vu cho cadc muc dich kinh doanh va str dung trong gia
dinh.'"”” Hau hét hoat dong phat trién phdn mém ban dau tip trung vao viéc tao ra
phan mém tiy chinh cho may tinh c4 nhan va may tinh xach tay. Hop dong giao két
riéng cho cac chuong trinh phan mém tily chinh loai nay giita hai bén khach hang
va nha cung cap 14 rat it dién ra. M6 hinh nay di thay doi khi may tinh c4 nhan va
phan mém di kém cua ho tré thanh san pham dai chung. Dé phu hop voi thi trudng
dai chiing, cic thoa thuan cip phép phan mém khong thé giao két mot cach riéng 1é
duoc, ma phai duoc chuin héa va ngén gon. Thoa thuan cép phép phﬁn mém céan
dugc trinh bay cho khach hang theo kiéu cho phép phan phdi hang loat, ma van thu
hat su cha ¥ cia khach hang vé cac diéu kién ma nha xuét ban dé nghi cho phép st

dung phan mém.

106 Duya trén cac an 1¢ dién hinh dugc néu tai nghién ctru cia Robert W. Gomulkewicz va Mary L.

Williamson (1996). Xem thém tai Robert. W. Gomulkiewicz; Mary L. Williamson, A Brief Defense of Mass
Market Software License Agreement, 22 Rutgers Computer & Tech. L.J.335 (1996).

"7 BEULA dugc nhéc dén trong bai viét cia Robert W. Gomuikewicz va Mary L. Williamson (1996)
nhu mot loai thoa thuan cép phép dac biét va mdi mé, hitu ich cho thi truong phﬁn mém toan cau dang c6 xu
hudng no r tai thoi diém hién tai. Xem thém tai: Robert W. Gomulkiewicz; Mary L. Williamson, A Brief

Defense of Mass Market Sofware License Agreements, 22 Rutgers Computer & Tech. L.J. 335 (1996).
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V& mé ta, cac EULA ban dau duoc st dung 1a loai "shrinkwrap" hodc "boc
tem" (break the seal).'”® EULAs ¢ dang nay duoc in trén bao bi san pham, hop dung
dia hodc dia CD-ROM (nhu phong bi hoac vé nhua), thé bén trong bao bi hodc
trang huéng dan st dung. Nguoi dung duge yéu cau "chdp nhan" cac diéu khoan
cua thoa thuan béng cach thyc hién mot hanh dong nhét dinh duoc chi dinh trén bao
bi hodc trong EULA, chéng han nhu xé md vé boc nhya bao phu hdp, bée con diu
trén hop dung dia, tu guri dia chi email, giri thé dong dau lai cho nha san xuét, hoic
cai dat hodc str dung phan mém. Ngudi dung co thé tir chdi tham gia vao thoa thudn
bang cach tra lai san phdm phan mém dé duoc hoan lai tién.

Khi cic nha xuat ban h¢ diéu hanh phan mém bat dau phan phdi phan mém
ctia ho bang cach tai treéc phan mém trén dia cing may tinh, ho phai tim cac cach
khac dé cho phép ngudi ding "chdp nhan" gidy phép. Mot s6 nha xudt ban phan
mém dat mot thong bao gan cong tic "bat/tat" clia may tinh, cho biét ring nguoi
dung chap nhan cac diéu khoan ctia gidy phép - thudng duoc in trén nhin dan bén
canh cong tac, trén thé di kém hodc trong huéng dan st dung - bﬁng cach lat viéc
chuyén sang vi tri "bat". Cac nha xuat ban khac dinh kém mot thong bao vao day
ngudn cta hé thong may tinh ndi rang nguoi dung cudi chap nhan cac diéu khoan
cap phép di kém bang cach cim ddy ngudn va khai dong may tinh.

Sau nay, cac nha san xuat phan mém bat dau thir nghiém trinh bay EULA
thong qua cac phuong tién khic ngoai gidy dé 1am cho thoa thudn cip phép dé thiy
hon d6i voi nguoi ding phan mém. Mot phuong phap pho bién hién thi EULA trén
man hinh may tinh khi ngudi dung van hanh phdn mém lan dau tién. Sau d6, ngudi
dung c6 thé chap nhan cac diéu khoan ciia EULA bang cich nhdn mot phim nhat
dinh, nhap vao biéu tugng nut "cé" hodc thuc hién mot s hanh dong duge chi dinh
khac.

Trinh bay EULA qua man hinh may tinh dac biét quan trong hién nay khi c6

nhiéu phan mém dugc phan phdi dién tir. Vi du: cac chuong trinh c¢6 thé duoc phan

1% Robert W. Gomulkiewicz; Mary L. Williamson, A Brief Defense of Mass Market Sofware

License Agreements, 22 Rutgers Computer & Tech. L.J. 335 (1996).
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phdi cho may tinh dé ban cua ngudi ding tir may chi qua mang cuc b va co thé
duogc tai xudng tir bang tin may tinh va cac trang web World Wide Web. Ddi véi
hinh thitrc phan phdi nay, EULA thudng xuat hién trén man hinh cia ngudi ding
tiém nang trude khi phan mém duogc tai xudng cho ngudi dung. Néu nguoi dung
chiap nhan EULA trén man hinh (thuong bang cach nhap "c6" hodc "T6i chip
nhan", nhép vao biéu tuong cé tr tuong tu hodc chi can nhan phim "Enter"), nguoi
dung c6 thé cai dat phan mém.
Ngay nay, viéc st dung cic chuong trinh phin mém khong con gidi han
trong pham vi cic mdy tinh c4 nhan ma dang dan chuyén dich sang cac thiét bi di
dong hién dai, ma nguoi ding c6 thé cai dit va st dung ¢ bat ky noi nao voi su hd
tro cia mang di dong 3G, 4G. Vi vay, cac EULA mac du da s6 van ton tai dudi hinh
thirc “click-wrap” nhung s& nhanh chéng va don gian hon, ngudi ding chi can cham
vao cac nit trén giao dién man hinh dién thoai 1a c¢6 thé giao két cac EULA nay.
Tom lai, c6 thé dugc xem 1a chap thuan cac diéu khoan ctia EULA qua nhiéu

cach tiry thudc vao cach thirc phat hanh ciia nha cung cip phan mém nhu:

« Nhin ndo nat “Toi chap thuan” (“I accept”) khi cai dit chuong trinh.

« M6 g6i bao bi phan mém.

« M6 niém phong trén dia CD phan mém.

« Gri mail thé dang ky cho nha phéat hanh phan mém.

* Cai dat ung dung (Terms of service).

* St dung tng dung (Terms of service).

2.2.2 Khdi niém

Hop dong cip quyén nguoi dung cubi 13 loai thoa thuan vo cung phd bién
hién nay. Ai ciing c6 thé tiép can va thuc hién ching. Tuy nhién, duéi goc d6 phap
ly, dé di tim mot khai niém thdng nhat cho EULA ciing khong han dé dang, bai né
chiu anh huéng boi cac quan diém khac nhau ciia cac nha 1am luat 14n nhitng ngudi
dang nghién ctru vé né.

Mot s6 tir dién ludt hoc dua ra dinh nghia vé hop dong cp quyén ngudi ding

cudi ¢ nghia 1a “Cdc hop dong lién quan dén cdac phan mém danh cho nguoi s
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dung mét san pham, thieong la nguoi mua phan mém. Nguoi ding san pham phdi
dong ¥ véi tat ca cdc diéu khodn va diéu kién dwoc néu trong EULA thi méi dwoc sir
dung san pham”,'” hodac “Théa thudn phdp 1y giita bén san xudt va nguoi mua
phan mém, quy dinh cdc diéu khoan cia viéc sir dung phan mém d@6.” "'° Theo @0,
EULA duoc xem 1a mot “hop dong” cap quyén st dung cho cac giao dich giira
nguoi dung cudi tir nha phét trién hodc tac gia (chi s¢ hiru) ctia chwong trinh khi ho
mua va cai dit cdc chuong trinh phdn mém vao may tinh cua ho.

Trong khi d6, khai niém ctia Black’s Law Dictionary c6 nhin manh dén dic
diém co ban ciia mot EULA 1a viéc nguoi dung bat budc phai dong ¥ hodc chap
nhan toan bd cac diéu khoan va diéu kién ma bén cip quyén quy dinh trong hop
ddng thi moi duoc st dung san pham. Pic diém nay khién cho EULA mang tinh

chat ciia mot hoat dong cip quyén (licensing), hodc xem nhu mét “gidy phép™''"' dé

"% Nguyén vin theo dinh nghia ciia Tir diém luat hoc online TheLaw.Com Dictionary & Black’s

Law Dictionary 2nd. Edition. “End user license agreement; a software agreement for the user of a product,
usually the person who has purchased the software. The user of the product must agree to all the terms and
conditions in the EULA in order to use the product.” Ngudn: https://dictionary.thelaw.com/end-user-license-
agreement-eula/ truy cap ngay 16/5/2018.
Ho Nguyén vin “legal agreement between the manufacturer and purchaser of software that stipulates
the terms of usage”.

Xem thém tai EULA, PCMAG.COM, http://www.pcmag.con/encyclopedia/term/42799/eula truy
cap ngay 18/5/2018.
" Thuat ngit “gidy phép” ¢ ddy nhim am chi dén cac gidy phép nhu Gidy phép Mi ngudén Mo
(Open Source Licenses hay General Public Licenses (GPL)). Gidy phép Ma ngudn M 1a 1a cac gidy phép
ban quyén danh cho cac phin mém may tinh trong d6 dit ra cac quy dinh budc ngudi sir dung phan mém d6
phai tuén theo. Gidy phép ma ngudn mé duge sir dung cho cac phan mém ngudn mo.Gidy phép ma ngudn
mé van duy tri xac nhan v& ban quyén ciia tac gia gbc d6i vi phan mém, tuy nhién dugc dua thém cac diéu
khoan d& cac hanh vi phan phdi, stra dbi, sao chép... cic phan mém nay trd thanh hop phap. Vi vay gidy
phép nay va cac diéu quy dinh trong né c6 gia tri vé mat phap Iy.Xem thém Thom Holwerda, The Difference
Between EULAs and Open Source Licenses, OSNew, 25/9/2009.

Nguén:
http://www.osnews.com/story/22233/The_Difference Between EULAs and Open_Source Licenses  truy
cap ngay 22/5/2018.
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ngudi dung co thé tiép can xa hon véi ndi dung cua san phdm.''” Ciing c¢6 quan
diém cho rang quan hé EULA giéng mot quan hé “thué quyén sir dung” ing dung
hodc phan mém giita bén san xudt hodc tac gia cta chwong trinh va nguoi ding
trong mot gidi han vé ndi dung hodc vé thoi han ma bén chi s¢ hiru quy dinh trong
hop dong.'"?

Cac EULA dugc nhic dén trong luat ban quyén hay luat s¢ hitu tri tué cia
cac nude dudi tén goi 1a “thoa thudn cip phép” (licensing agreement) nhu ludt cta
Hoa Ky hay “gidy phép phan mém” (software license) nhu trong luét cua EU. ft c6
qudc gia ndo dua ra mot dinh nghia cu thé ciia EULA trong quy dinh phap lut.
Hiém hoi c6 Luat Ban quyén ctia Uc (Copyright Act 1968) dinh nghia rang: “Théa
thudn cdp phép nguoi ding cuoi (EULA) la hop dong giita hai hodc nhiéu bén dya
trén quyén sé hitu ciia nguoi cap phép dé cdap quyén cho nguoi dwoc cap phép sir
dung hodc truy cdp san pham hodc dich vu. Quyén so hitu ¢6 thé diea trén nhiéu
quyén sé hivu tri tué, bao gom ban quyén, nhan hiéu thwong mai, bang sding ché,
thiét ké va bi mdt thuong mc_zi.”114

EULA khong dugc nhic dén nhiéu trong céac luat lién quan dén thuong mai
hay hop dong, trir cac quy dinh vé cong nhan hinh thirc va khong bi phii nhan gié tri
hi€u lyc nhu céc hinh thic thong di€p dir liéu khac nhu da dugc gioi thi€u ¢ chuong
trude.'"® Do d6, vé mat hinh thire, cdc EULA c6 thé duoc coi 13 d3 ¢6 co s6 phap ly
dﬁy da. Tuy nhién, vé nodi dung va cac diéu kién rang budc dé dam bao gia tri hiéu
luc khac thi hau nhu phép luat hop ddng cua cac nudc khong nhic nhiéu dén

EULA, trir mot sd qudc gia c6 quy dinh rang budc dbi véi cac diéu khoan trong

"2 Theo dinh nghia cta Tecttarget, nguén: https://searchcio.techtarget.com/definition/End-User-

License-Agreement truy cap ngay 22/5/2018.
113

Theo dinh nghia ctia Lawtrades, ngudn: https://www.lawtrades.com/legal-services/website-

agreements/eula-licensing-lawyers/ truy cap ngay 22/5/2018.
114

Xem thém tai: https://www.dundaslawyers.com.au/what-is-an-end-user-licence-agreement/

"5 Xem phan 1.1.1
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EULA phai tuan thu quy dinh mot sb cac luat khac nhu luat bao vé quyén lgi nguoi
tiéu dung, hay phap lut bao vé thong tin nguoi dung.''®

Tuy nhién, EULA van con dang dugc nhin nhan dudi hai quan diém chinh,
mot 14 xem EULA nhu mot loai hop dong gitta nha cung cap/sé hiru phan mém va
ngudi dung cudi, quan diém thi hai chi xem EULA nhu mot dang gidy phép, ¢ d6
cht s¢ hiru phan mém chia sé quyén duoc st dung phin mém cho ngudi dung. Hai
cach tiép can nay anh hudng 16n dén cach cac Toa an giai quyét cac vu kién lién
quan giita ngudi dung cudi va nha san xuat phan mém may tinh.

Qua céac dinh nghia duogc gidi thiéu, tac gia cho rang EULA c¢6 cac dic tinh
co ban 14 ton tai duéi hinh thic cac thoa thuan gitra mot bén 1a chu s¢ hitu san phém
phan mém (hodc cac san pham tuong tu) véi mot bén 1a nguoi dung cudi khi nguoi
ding mua san pham; vé cic quyén va nghia vu ma viéc chi so hitu san pham giao
két nguodi dung trong nhitng gidi han quyén duoc quy dinh, trude khi tiép can hoac
su dung mat phén hodac toan bo phﬁn mém do; va nguoi dung hoan toan khéng co
co hoi dugc thuong luong cac diéu khoan ciia hop dong trude khi hop dong duoc
giao két.

2.2.3 Vai tro ciia hop dong cip quyén ngwoi ding cudi

a. Bao vé thi truong phan mém toan cau

Mot vai tro quan trong ctia EULA chinh 14 thiic day céc giao dich phan mém
hiéu qua trén pham vi toan cau. Ciing nhu cac hop dong dién tir khac, EULA c6 tinh
phi bién gidi. Nhiéu nha xuit ban phan mém may tinh ca nhan phan phdi cac tac
pham ctia ho trén quy md thi truong toan cau. Dé phan phdi rong rii, cac hop dong
dugc dam phén riéng 1¢ 14 khong kha thi va EULA 1a mot cong cu hiéu qua dé dat
cac diéu khoan cho céac giao dich thi truong dai chung.

Céc nha xuat ban phan mém dugc hudéng loi tir quy mo kinh té dang ké trong
viéc phat trién phan mém co thé dugc phan phdi trén co sé thi truong dai ching. Vi

du: néu mot chuong trinh phdn mém méi ton 100.000.000 d6 la dé phat trién va

" Vi dy Luat Nguoi tiéu ding ciia Uc hay Luat bao mat thong tin ngudi ding GDPR ctia Chau Au.
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xudt ban va 1.000.000 nguoi ding cudi c6 duge mot ban sao, nha xuat ban chi can
nhan 100 d6 la cho mdi ban sao dé phuc hoi chi phi phat trién va xuit ban. Phan
phéi hang loat cho phép ngudi ding c6 dugc gidy phép cho phan mém tinh vi va dat
tién voi gid tuong ddi thap. Tuy nhién, nha xuat ban phin mém chi c6 thé cung cap
san pham véi gia thap nhu vay néu mdi giao dich c6 chi phi giao dich rat thip.Dé
thoa man dugc muc ti€u nay, tat ca cac EULA déu duoc thiét 1ap dudi dang cac
diéu khoan théng nhét, tao diéu kién cho viéc phan phdi va cap quyén & khéi luong
16n ma khong phai tra chi phi dam phan riéng cho ting 1an cap phép.

Ché dinh Hop ddng tiéu chuan hién dai (Restatement (second) of contracts §
211) ctia Hoa Ky khang dinh rang "tiéu chuan hoa cac théa thuan phuc vu nhiéu
chtrc ning gidng nhu tiéu chuan héa hang hoa va dich vu, ca hai déu can thiét cho
mot hé thong san xuat va phan phdi hang loat. Su khan hiém va tén kém vé thoi
gian va k¥ ning c6 thé dugc danh dé phan loai cac giao dich hon 1a quan tim dén
nhiing chi tiét cac giao dich ca nhan.”''"” Vi vay, cac nha cung cdp phan mém tan
dung triét dé loi ich ciia cac diéu khoan tiéu chuan trong timg EULA dé 4p dung
chung cho tit ca cac khach hang ciia minh trén toan cau, giam chi phi giao dich &
mirc thap nhat. Tinh chat nay giup hoat dong phan phéi phadn mém may tinh & quy
mo 16n vé6i s6 lwong khong gidi han ma van dam bao vé co so phéap 1y, lam nén tang
bao vé quyén loi clia cac bén lién quan bat ké nha cung cip hay ngudi dung cubi
dang ¢ dau. Nho vay, v6i tac dung lam giam chi phi giao dich, ¢ thé n6i EULA da
thic ddy va bao dam cho cac chuwong trinh phan mém duogc ban di & quy mé toan
cau.

b. Cung cip thong tin gia tri cho ngudi dung cudi

EULA cung cip cho nguoi ding cudi nhiéu thong tin ¢ gia tri. Loi ich nay

thudng bi mot s6 nha phé binh bo qua, mot sé quan diém cho rang EULA 1a khong

"7 Zacks, Eric A., The Restatement (Second) of Contracts § 211: Unfulfilled Expectations and the

Future of Modern Standardized Consumer Contracts (May 5, 2016). 7 William & Mary Business Law
Review 733 (2016); Wayne State University Law School Research Paper No. 2016-14. Available at SSRN:
https://ssrn.com/abstract=2776182
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can thiét, boi cac quy dinh vé ban quyén, bang sang ché va luat thuong mai di xac
dinh day du quyén cta ngudi dung cudi d6i véi cac san pham phan mém va cung
cap su bao vé rong rai cho cac nha xuat ban phadn mém. Do d6, ho cho rang cic nha
xuat ban phan mém nén ngimg st dung EULA va chi dua vao luét sé hitu tri tué noi
chung 12 da.'"® Tuy nhién, quan diém nghi ngd tinh can thiét cia EULA chi méi
nhin nhan EULA duéi goc d§ cua mét van ban cép quyén, chi mang lai lgi ich mot
phia cho nha san xuat phan mém, ma chua xem xét dén goc do loi ich dbi véi ngudi
stt dung phan mém. Trong thi truong phan mém toan cau, EULA c6 vai tro dic biét
gido duc va cung cap thong tin co ban cia viéc sit dung EULA cho ngudi ding
cudi.

Hau hét ngudi mua phan mém trong thi trudng dai ching c6 rat it kién thirc
vé quyén cua ho theo luat ban quyén, chua ké t6i cac hoc thuyét lién quan dén ban

quyén nhu hoc thuyét ban hang dau tién (the doctrine of first sale)'"’, hoc thuyét st

"8 Gary W. Hamiltion & Jeffrey C. Hood, The Shrink-Wrap License — Is it Really Necessary?,
Computer Law., Aug. 1993, at 16;

" Hoc thuyét ban hang dau tién dwoc phap ludt Hoa Ky cong nhan va luat hoa tai 17 U.S.C. § 109
nhim dua ra cac gioi han ciia quyén doc quyén cua chu sé hitu ban quyén.

Hoc thuyét ban hang dau tién quy dinh ring néu mot ca nhan cd ¥ mua mot ban sao cta tic pham cd
ban quyén tir cha ban quyén s& nhan dugc quyén ban, hién thi hodc loai bo ban sao cu thé do, bit chip loi ich
ctia chi so hiru ban quyén. Tuy nhién, quyén phan phdi két thuc, mot khi chi sé hitu dd ban ban sao cu thé
d6. Vi hoc thuyét ban hang dau tién khong bao gid bao vé bi cao thuc hién sao chép trai phép tac phdm c6
ban quyén, nén hoc thuyét ban dau tién khong thé bao vé thanh cong trong cac truong hop cao budc vi pham
sao chép.

Hon nita, cic ddc quyén duoc tao ra boi nguyén tic ban hang diu tién khong "md rong cho bét ky
ngudi ndo ¢6 duoc quyén sé hitu ban sao hodc md rong dbi twong cd quyén tir chii s& hiru ban quyén, bang
cach cho thué, cho muon, hodc cach khac, ma khong c6 quyén s& hiru nd." Hau hét cac phan mém may tinh
duogc phan phéi thong qua viée sir dung cac thoa thuan cap phép.Theo hé thong phan phdi nay, chu ban quyén
van 13 "chu s¢ hitu" cta tit ca cac ban sao dwoc phan phdi. Vi Iy do nay, nhitng ngudi vi pham bi cdo bude
khong thé x4c 14p ring bat ky ban sao nio ciia nhitng tac phim nay déu la chu d& cua lan ban dau tién.

Xem thém tai Criminal Resource Manual 1847; Criminal Resource Manual 1849; JM 9-71.001,

https://www justice.gov/archives/jm/criminal-resource-manual-1854-copyright-infringement-first-sale-

doctrine;
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120 L X o ert 1A en 1
, v.v. Do do, néu khong c6 tai li¢u tir nha

dung hop ly (the doctrine of fair use)
xuat ban phan mém giai thich cac quyén cia ho, nguoi ding thong thudng sé thiéu
kién thirc can thiét dé tan dung cac quyén ma ho co theo luat ban quyén.

EULA thudng cap cac quyén ma nguoi dung s& khong nhan duoc véi tu cach
14 nguoi mua ban sao ctia phan mém theo hoc thuyét ban hang dau tién cua luat ban
quyén. Trong mot s6 truong hop, cac quyén nay co vé 1d rang, vi du ngudi ding
cubi co quyén sao chép va in "clip art" theo 1y thuyét gidy phép ngu ¥ (the doctrine
of implied license). Tuy nhién, viéc mo ta cac diéu khoan cap phép trong mot hd so
bang vin ban, thong bao cho ngudi dung cudi vé cac quyén "phu" cua ho 1 ring
hon so véi gidy phép ngu y. Mot EULA bang vin ban ciing giai thich cac cap phép
phtc tap hon, chang han nhu nhiing yéu cau dé van hanh phan mém mang, mot vin
ban giai thich vé quyén 1a diéu can thiét dé hiéu mdi quan hé giira cac bén va pham
vi quyén c6 sin cho mdi bén.

Hon nita, EULASs thuc su théng bao cho nguoi ding cudi vé cac diéu khoan
va diéu kién cta giao dich t6t hon nhiéu hop ddng tiéu dung khac hién nay va co
tiém ning dé lam diéu d6 tham chi con tét hon trong twong lai. Cac nha xuét ban
phan mém thuong cd gang dua EULA dén su chi y clia ngudi ding theo cach cé y
nghia, vi ho mudn xéac dinh cac tham sé cta cac quyén duoc cip.

c. Bao vé quyén sé hiru tri tué

2" Theo nghia chung nhat ctia n6, sir dung hop 1y 1a bat ky viéc sao chép tai liéu c6 ban quyén nao

duogc thyc hién cho muyc dich giéi han va bién d6i, nhu binh luan, phé binh hoac nhai lai tac phélm c6 ban
quyén. Viéc st dung nhu vay co thé duogc thye hién ma khong can su cho phép tur chu sé hitu ban quyén. Noi
cach khac, st dung hop 1y 1a mdt bién phap bao vé chéng lai khiéu nai vi pham ban quyén. Néu viée str dung
clia ban du diéu kién 14 str dung hop 1y, thi n6 s& khong bi coi 1a vi pham. Vi vay, mot sir dung chuyén ddi thé
gi6i 1a gi?Néu dinh nghia nay ¢6 vé mo hd hodc mo hd, hiy luu y ring hang triéu d6 la chi phi phap 1y da
duoc sir dung dé cb géng xac dinh nhing gi du diéu kién 1a st dung hop 1y. Khong c6 quy tic kho va nhanh,
chi c6 huéng dan chung va cac quyét dinh khac nhau ciia toa an, boi vi cac tham phan va nha lap phap tao ra
ngoai 1¢ sir dung hop 1y khong mudn gi6i han dinh nghia cua né. Giéng nhu ty do ngén luan, ho mudn né c6
¥ nghia mé rong co thé mé ra dé giai thich. Xem them tai: https:/fairuse.stanford.edu/overview/fair-

use/what-is-fair-use/;
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EULA rat quan trong d6i véi cac giao dich mang hién dai c6 lién quan dén
cac san pham phan mém, tmg dung va chuong trinh bao gém trén nén tang may tinh
va ca di dong. Bat ky doanh nghiép nio cung cép tng dung hodc cac chuong trinh
phan mém khac dé tai xuéng qua Internet hoic qua mang khong day phai quan tdm
dén viéc soan thao cac EULA dé nhiing ngudi dung cubi dong y trude khi tai xudng
cac Gmg dung di dong/phin mém mady tinh ctia ho. EULA 1a thiét yéu trong viéc
thiét 1ap quyén sé hitu ctia nha phat trién phan mém ddi v6i cac san pham ciia minh,
déng thoi dat ra cac han ché, diéu kién va rang budc ddi véi nguoi dung cudi trong
qua trinh st dung phan mém hodc Gmg dung. Van d& nay c6 y nghia dic biét vi lién
quan tryc tiép dén bao ho quyén so hitu tri tué ciia cac nha phét trién phan mém d6i
v6i cac san pham cia ho.

Vi pham ban quyén phin mém may tinh ludn 1a mot van dé nhirc nhéi va
tang truong kha nhanh trén toan cau, khong chi pho bién & cac qudc gia co thi
truong méi ndi, dang phat trién nhu Pong Nam A, Trung Qudc, An D9, ma con
dang bén 1é& va lay lan manh mé& & cac thi truong phat trién 1au doi nhu Hoa Ky va
Chéau Au. Theo nghién ciru cua Lién minh Doanh nghiép Phan mém (2012) vé “Vi
pham Ban quyén Phin mém Toan cau”, hon mot nira s6 nguoi dung may tinh ca
nhan trén thé gidi thira nhan ho sao chép 1au phan mém. Bao gdm 31% ndi rang ho
sao chép 1au “moi lac”, “phan 16n thoi gian” hay “thinh thoang”, cong vdi 26% thira
nhan ho n cip ban quyén, nhung chi “hiém khi”. Trong s ndy, 5% thira nhan rang
ho str dung nd "moi lic". Chi co it hon 40% ngudi dung néi ring ho "khong bao

gid" str dung phan mém khéng cip phép day du.'!

2! Simrit Kaur, Intellectual Property Rights and Software Piracy in India, Quyén S& Hitu Tri Tué O
Céc Nudc Dang Phat Trién, Ky yéu Hoi thao, Viét Nam, NXB. Pai hoc Qudc gia Tp.HCM, 2012.



73

Bang 1.2 Ty 1¢ Vi pham Bin quyén

2005 | 2006 | 2007 | 2008 | 2009 | 2010 | 2011
An Do 2% | 71% | 69% | 68% | 65% | 64% | 63%
Trung Qudc 86% | 82% | 82% | 80% | 79% | 78% | 77%
Brazil 64% | 60% | 59% | 58% | 56% | 54% | 53%
Nga 83% | 80% | 73% | 68% | 67% | 65% | 63%
Bic My 22% | 22% | 21% | 21% | 21% | 21% | 19%
Chau A — Thai Binh Duong | 54% | 55% | 59% | 61% | 59% | 60% | 60%
Hoa Ky 21% | 21% | 20% | 20% | 20% | 20% | 19%
Lién minh Chau Au 36% | 36% | 35% | 35% | 35% | 35% | 33%
Khéi BRIC 81% | 77% | 75% | 73% | 71% | 71% | 70%
Toan cau 35% | 35% | 38% | 41% | 43% | 42% | 42%

(Nguén: WIPO Website http.://www.wipo.int/portal/index.html.en)

Vi pham ban quyén phin mém c6 thé biéu hién dudi cac hinh thirc sau
day:
 Theo quan hé cip quyén: Theo quan hé cip quyén xay ra trong hai hinh

thirc sau day:

o  Sao chép bat hop phap: Khi hoat dong kinh doanh phat trién va doi
hoi luong cap quyén st dung méi ting 1én, mot s6 t6 chirc thuc
hién sao chép bat hop phép tir cac ban sao dugc cip phép va cai dat
chung trén cic may tinh khac. Diéu nay ciing c6 thé v tinh xay ra
céc to chirc 16n.

o Lam dung Cép quyén: Vi pham ban quyén phan mém thudng xay
ra trén cdc mang may tinh khi mot chuong trinh phdn mém dugc

truy cip bang boi sé luong ngudi ding nhiéu hon mirc cap phép.

'22 Taori, Harish N, Victor Lim and ArchanShetty (2011), White Paper, Software Piracy in India:
Costing Millions to State Exchequer in Tax Losses, Sponsored by: BSA.
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e Lam gia phan mém: Sao chép bat hop phap cta phian mém ban dau co
thé bao gdm viéc sao chép phong cach bao bi, nhin hiéu, s6 tay huéng
dan, va tham chi 14 sao chép cac gidy chirmg nhan tinh xac thuc.

* Vi pham ban quyén kénh phan phdi: Nhitng ngudi ban lai/ban 1¢ trai
phép ban hoic phan phdi phan mém bat hop phap bang cach sao chép
cac phan mém trén dia CD/phuong tién truyén thong khac.

 Hanh vi tai 1én dia cimg: Nhiing nguoi lap rap may tinh ty do ban cac
may tinh lép rap véi cac phén mém duge cai dit sdn. That khong may,
hau hét cac may tinh ldp rap nay déu cai dat phan mém khong c6 ban
quyén.

* Vi pham ban quyén Internet: Qué trinh thAm nhép cia mang Internet
lam tang tdc do vi pham ban quyén phin mém théng qua phuong tién
nay. Kénh nay dugc sir dung dé hodc tai 1én hoic tai xudng mién phi
phan mém hop phép hodc bat hop phap tir cic trang Web.

Nhiéu nghién ctru da cho thdy, viéc vi pham ban quyén phan mém c6 anh
hudng dén doanh thu nganh cong nghiép tiém ning, ngudn thu thué cho chinh phu,
anh huong dén sd luong viéc 1am, ting ty 1 t6i pham may tinh bang cich ting
cuong an ninh, va han ché qua trinh trao ddi céng nghé méi trong xa hoi.'>

Trong bdi canh hé thong cic quy pham phap luat va co ché thyc thi quyén so
hiru tri tué chua phat huy duoc nhiéu tac dung ¢ nhiéu qudc gia, gidy phép phan
mém thong qua EULA 1a cong cu phap 1y cho phép nhiing nha phat trién phan mém
(da phan dén tir cac qubc gia da phat trién 1au doi nhu Hoa Ky, Nhat Ban, Chau Au)
bao vé san pham tri tué cta ho khi chuyén giao cho nguoi tiéu dung str dung hoic
phan phbi lai phdn mém, vi néu khong c6 thoéa thuan cap phép, viéc sir dung phan
mém sé& cau thanh vi pham luat ban quyén. Thoa thuén cap phép cu thé s& giai thich
cho ngudi dung cudi cach ho o thé sir dung phan mém. Tét ca phan mém phai duoc

cap phép hop phap trudc khi co thé cai dat. Trudng hop cip phép phan mém tré nén

'2 Simrit Kaur, Intellectual Property Rights and Software Piracy in India, Quyén S& Hitu Tri Tué O
Céc Nudc Dang Phat Trién, Ky yéu Hoi thao, Viét Nam, NXB. Pai hoc Qudc gia Tp.HCM, 2012.
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kho hiéu 1a trong cac loai gidy phép khac nhau va cic quyén gin lién voi cac gidy
phép khéc nhau.

Thuc té EULA (cung véi cac diéu khoan dich vu ToS) thuong 1a thoa thuan
duy nhit giita nha phat trién mg dung danh cho thiét bi di dong/phan mém va cong
chung tiéu thu, diéu quan trong 1a EULA giai quyét nhiéu sy cb khac co thé phat
sinh theo mdi quan h¢ thuong mai co ban. Vi vay, EULA dugc xem la mét cong cu
hiru hiéu va tryc tiép nham ting cuong quyén cta cic nha phat trién chuong trinh
phén mém trude sy lam dung manh mé& cua cac hanh vi vi pham quyén s& hiru tri
tug, déng thoi s& hd trg ting phuc 1oi xa hoi va duy tri hiéu qua cua nén kinh té, dic
biét ddi véi cac thi truong dang phat trién nhu Viét Nam.

d. Bao vé cac quyén phap 1y cua nguoi dung cuodi

Su nhdn nhip cua thuong mai di¢n tir, cung cac giao thuc giao tiép mang
khong day da chimg kién viéc hinh thanh va phat trién nhanh chong t6i mic do kinh
ngac cia mot thé gigi moi, ton tai song song véi thé giGi vat chat ma ching ta dang
song, thé gidi 4y khong ngimg nghi va ciing khong c6 gidi han, d6 chinh 1a “thé gi6i
ao”.

Theo Kevin W. Saunders (2007), “thé giéi 40” (Virtual World)'** néu hiéu
theo nghia hep, thuong duoc ding dé chi mot moi trudng khong gian phi vat chat
trén nén tang mang két ndi thong tin toan cau va internet, noi nhitng ngudi tham gia
c¢6 thé choi dua, trd chuyén, chién ddu (trong tro choi truc tuyén), hoic thyc hién
cac tuong tac véi nhau. Cach hiéu nay cin ban am chi dén khong gian trong cac trd
choi tryc tuyén. Tuy nhién, néu hiéu theo nghia rong, thé gidi ao 1a bat ky mot moi
truong phi vat chat nao dugc tao nén boi cac chuong trinh méy tinh, ton tai doc lap
lau dai, ngay cé khi nhitng ngudi tham gia khong ding nhap thi khong gian nay van

ton tai va phat trién.'>

124 Kevin W. Saunders, Virtual Worlds — Real Courts, 52 VILL.L.REV. 187, 191 (2007);

'% Jason T. Kunze, Regulating Virtual Worlds Optimally: The Model End User License Agreement,

7 Nw. J. Tech. & Intell. Prop. 102 (2008);
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Ngay nay, con ngudi van minh dudng nhu khong thé khong hoa nhap vao
cac thé gidi 4o thong qua nhitng Gtng dung ma ho str dung hang ngdy. Cac tng dung
may tinh dang trd thanh mot phan tit yéu va c6 kha nang dap tmg gan nhu hau hét
cac nhu ciu ciia con ngudi, tir nhu cau két ndi thong qua Facebook, Instagram,
Twitter; dau tu tai chinh qua Amazon, Clickbank, VFM; giao dich thuong mai
xuyén bién giéi qua Ebay, Alibaba, Lazada; v.v. va phd bién nhét chinh 1a nhu ciu
giai tri qua vo s cac tro choi truc tuyén. Mic du thé gidi 4o khong mang tinh vat
chat hitu hinh, nhung khi tuong tic trong thé gidi o, con ngudi ciing bat dau tao
nén “tai san 40”, va sau d6 phét sinh nhu cau trao ddi va giao dich véi nhau. tai san
ao bao gém tAt ca tén mién, dia chi e-mail, va cac d6i tuong 4o trong thé gidi 40.'%°
Viéc trao d6i tai san a0 dd gan cho tai san 4o nhimg gia trj vé tién té nhat dinh, 14 co
sO tac dong dén quyén tai san va quyén nhan than cta ngudi dung cudi. Cac quyén
tai san bao gdbm quyén duoc cong nhan sé hitu d6i voi cac tai san 4o phat sinh trong
qué trinh str dung phan mém. Trong khi d6, quyén nhan than 13 cac quyén lién quan
dén thong tin clia ngudi dung nhu hinh anh, thong tin tai chinh, thong tin c nhan,
va quyén duoc riéng tu khac.

Cac EULA ¢6 ¥ nghia dic biét quan trong ddi v6i cic quyén cua nguoi ding
cudi béi trwde khi bude vao thé gidi o, ngudi dung phai xac lap giao két mot
EULA va/hoic mdt Piéu khoan Dich Vu, thiét 1ap céac quyén va nghia vy ctia nguoi
ding va bén phat trién trd choi. Viéc dong y v6i cac didu khoan ciia cc thoa thudn
tryc tuyén 1a nén tang cia mot hop dong co hiéu luc va hop thirc hoa viée cai dat
cac phan mém.

Tuy nhién, hién nay c6 rat nhiéu bao céo cho thiy, cic quyén trén cua ngudi
dung cudi dang bi xdm pham mot cach nghiém trong, van dya trén xuat phat diém 1a
cac EULA. Vi vay, cac ngi dung va hinh thirc cia EULA rat can thiét phai duogc

xem xét va nghién ctru dé c6 thé dam bao dugc vai tro nay.

126 Pham Thanh Binh, Cin Luat Héa vin dé “Tai San Ao”, B4o Pién T Phap Luat Viét Nam,
website: http://baophapluat.vn/tu-phap/can-luat-hoa-van-de-tai-san-a0-207671.html truy cap ngay 24/2/2019.




77

2.2.4 Chii thé tham gia hop dong cip quyén ngwoi diing cudi

Nhu d3 trinh bay tai phan dinh nghia, EULA 1a thoa thuan giira chu sé hiru
san pham (thudng 1a phan mém hodc tmg dung dién tr) va nguoi mua san pham
nham thiét 1ap quyén ctia ngudi mua duge st dung mot phan hodc toan bo san pham
d6. Vi EULA 1a mot loai cta hop dong cép quyén nén chiing ta c6 thé phan chia chii
thé cia EULA ra thanh hai chii thé chinh, 13 bén cip quyén va bén nhan quyén.

a. Bén cap quyén

Pbi v6i hoat dong cap quyén lién quan dén cac dbi twong 1a chuong trinh
phan mém vi tinh hodc tng dung di dong, bén cap quyén la bén dang nam giit ban
quyén, bang sang ché, hoic co thé 1a bi mat kinh doanh trén ddi twong phan mém
hay tng dung d6.'*’

Luat S¢ hitu tri tué hién hanh cua Viét Nam'*® quy dinh chi so hitu quyén
tac gia 1a to chirc, ca nhan giao nhiém vu cho tac gia hodc giao két hop dong véi tac
gia;'*’ chi s¢ hitu sang ché, kiéu dang cong nghiép, thiét ké bé tri 1a t6 chuc, ca
nhan dugc co quan c6 thim quyén cip vin bang bao ho cac ddi twong so hiru cong
nghi¢p tuwong ung; chu s¢ hitu bi mat kinh doanh la td chtrc, c4 nhan c6 duoc bi mat
kinh doanh mét cach hop phap va thyc hién viéc bao mat bi mat kinh doanh do."°

Theo d6, (nhitng) ngudi truc tiép viét mot chuong trinh hodc 1am ra mot
phan mém/img dung 14 (cac) tac gia ctia chuwong trinh d6. Trong truong hop cac tac
gia ndy tu bo tién va cong strc ra dé sang tao, phat trién va truc tiép ban cho nguoi

dung, thi chinh ho 1a céc chu s& hitu ctia sdn pham, nam gilr toan by quyen tac gia

" Tap quyén so hitu tri tué cia mot phan mém bao gdbm quyén tic gia (copyright), sang ché

(patent), va bi mat kinh doanh (trade secret).

28 Luat s6 36/2009/QH12 ngay 19 thang 6 nim 2009 ctia Qudc hdi sira ddi, bd sung mot s6 diéu cua

Luét s hitu tri tug, c6 hiéu luc ké tir ngay 01 thang 01 nim 2010 (Sau day goi chung 12 “Ludt S& hiru tri
tué”).
'’ Luat S¢ hitu trf tug, Diéu 39.

130 L uat S& hiru tri tué, Diéu 121.
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bao gdbm quyén nhan than va quyén tai san lién quan dén san pham do."' Tuy
nhién, da phan cic tac gia viét chuong trinh phan mém chi 1a ngudi 1am thué cho
cac cong ty c6 nhu cau sir dung phan mém hodc cic cong ty 16n chuyén phét trién
phan mém, nhung ngudi cé von 16n va co s vat chat day du dé phat trién mot cach
hoan chinh cac san pham phan mém hay ung dung truéc khi dua ra chao ban cho
nguoi dung. Bat ky cong ty nao giao két hop dong véi tac gia dé sau khi hoan tat
chuong trinh phan mém theo yéu cau, ho s& 1a chi s¢ hiru quyén tac gia (trong
truong hop dang ky dudi hinh thirc sang ché/bi mat kinh doanh thi s& 1a chii s¢ hiru
ctia bang sang ché/bi mat kinh doanh) ctia phan mém, mic di quyén nhén than c6
thé van do tac gia nam giir. Bén cap quyén trong cic EULA da phan chinh 1a cac
cong ty nam gitt quyén sé hitu cac chuong trinh phan mém/ing dung.

b. Bén nhan quyén

Hop dong cap quyén nguoi dung cudi chi rd bén nhan quyén trong giao dich
nay bat budc 1a cac “ngudi dung cudi”. Theo Black’s Law Dictionary, ngudi ding
cudi (end user) 1 nhirg “Ca nhéan sir dung mot thanh pham, 14 mot san pham, mot
hé thdng, hodc mét quy trinh. i 1ap v6i bén cép quyén, quan 1y, xdy dung va
chuyén giao thanh phim.”"*? Khai niém nhic dén ngudi dung am chi ca nhan

(actual person), khong phai bao ham t6 chirc hay cong ty. Khai niém ngudi diung

*1'y& phuong dién phap 1y, quyén tac gia la tong hop quyén nhan than va quyén tai san cua tac gia,

chu s¢ hitu quyén tac gia dbi véi tac phim van hoc, nghé thuat, khoa hoc. Quyén tac gia 1a quyén s hitu tri
tué co dbi tugng diéu chinh rong 16n nhit. Quyén nhén than (lién quan chii yéu dén cac chuyén vién phan tich
h¢ thong va lap trinh vién ctia phan mém) bao gdm céc quyén: dat tén cho tic pham, dimg tén trén tac pham,
duoc néu tén khi tic pham duge cong bd, sir dung, cong bd tic pham hodc cho phép ngudi khac cong bb tac
phim... Quyén tai san (ctia chii s& hitu phdn mém, c6 thé 1a chinh (nhom) tac gia hodc doanh nghiép hay
nguoi ddu tw dé phat trién phan mém) gdm cac quyén: lam tac phdm phai sinh; sao chép; phan phdi, nhép
khiu ban gdc hodc ban sao; truyén dat tic pham dén céng chung bang phuong tién hiru tuyén, vo tuyén,
mang thong tin dién tir hodc bat ky phwong tién k¥ thuat nao khac; cho thué ban gdc hodc ban sao tic phim
dién anh, chuong trinh may tinh. Xem thém: Lé Nét, Quyén So hiru tri tué (tai liéu bai giang), NXB. PHQG.
Tp.HCM 2006, tr.48.

"2 Nguyén van “Actual person who uses a deliverable, be it a product or a system or a process.

Contrasts to those who authorize, manage, build and deliver the deliverable.” Pinh nghia trén trang Black’s

Law Dictionary online. Ngudn: https://thelawdictionary.org/end-user/ truy cip ngdy 24/5/2018.
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cubi ndy mang tinh twong dong nhu khai niém nguoi tiéu ding dugc st dung phd
bién trong cac quan hé hop ddng thong thudng. Nhu vay, ngudi ding cudi va ngudi
tiéu dung c6 phai 14 hai khai niém c6 thé dong nhét hay khong?

Trong cong nghé thong tin, thuat ngit ngudi dung cudi dugc str dung dé phan
biét nguoi ma mot san pham phan cimg hodc phin mém dugc thiét ké tir cac nha
phat trién, trinh cai dit va dich vu cta san pham. Thuat ngit "cudi cung" (end) xudt
phat tir thyc té 12 hau hét cac cong nghé thong tin lién quan dén mot chudi cac thanh
phan san pham duoc két ndi voi nhau & cudi d6 13 "nguoi dung". Thong thudng, cac
san pham phtc tap doi hoi sy tham gia cta nhimg ngudi dung khac, chang han nhu
trinh cai dat, quan tri vién va nha diéu hanh hé théng. Do d6, nguoi dung cudi 1a
thuat ngir phan biét ngudi dung ma san pham duoc thiét ké tir nhitng ngudi ding
khac, nhitng ngudi dang lam cho san pham hoan chinh dé phuc vu ngudi ding cubi.
Thong thudng, thuat ngit “ngudi dung” 1a du nghia dé 4m chi nhimng c4 nhan hay to
chuc st dung mot phén mém, chuong trinh ¢ trang thai hoan chinh dé phuc vu cho
muc dich sir dung truc tiép cua minh."”Ping trén quan diém phap 1y, khai niém
nguoi dung cudi khong dugce nhic nhiéu trong cac van ban phap luat ma chi dé cap
chu yéu dén khai niém ngui tiéu dung.

Hau hét, luat cac qudc gia khong thira nhan khai niém ngudi tiéu dung gan
v6i hoat dong c¢6 muc dich san xuat, kinh doanh, hay néi cach khac, nguoi tiéu dung
khong bao gdm cac cong ty hay thuong nhan, cho du viéc sir dung san pham d6 co
lién quan dén hoat dong kinh doanh cta ho hay khong. Piéu nay 1a hop 1y, boi 18
cho du myc dich str dung ciia san pham ctia cac cong ty hay thuwong nhan 1a gi thi
cling s& dan dén muyc tiéu cudi cung 1a phuc vu cho hoat dong kinh doanh sinh 15i,
cac chi phi d6 co6 thé dugc hach toan thanh gia ban, cong ty hay thuong nhan khong
phai 14 nguoi phai ganh chiu nhitng chi phi nay. Vi vay, cac cong ty can phai duoc

loai trtr khéi khai niém ngudi ti€u dung hay ngudi dung cuoi.

'3 Xem thém tai cac trang thong tin ctia Techtarget https://whatis.techtarget.com/definition/end-

user, SAP https://experience.sap.com/basics/what-is-an-end-user/ truy cap ngay 24/5/2018.
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Khai niém nguoi tiéu dung thuong duoc st dung chi dé nham dén cac doi
tuong gan véi muc dich tiéu ding ca nhan, gia dinh, t6 chirc phi thuong mai.O
cac nude chau Au, khai niém ngudi tiéu ding theo Chi thi ciia Chau Au 1a bat ky ca
nhan nao mua hang theo hop déng ma muyc tiéu ctia hop dong khong lién quan dén
thuong mai, kinh doanh hay nghé nghiép."** Trong khi d6 luat lién bang va tiéu ban
lién quan dén bao vé ngudi tiéu dung ctia Hoa Ky dan chiéu nguoi tiéu dung phai
dugc hiéu 1a “1a ¢4 nhan tham gia giao dich véi muc dich chil yéu vi nhu ciu ca

135 vz ia R Lo an )
777 tuong ty voi khai niém nguoi dung cudi da de

nhan hodc sinh hoat h¢ gia dinh’
cap tai tur dién Black’s Law.Trong phap luat Viét Nam, ching ta cling khong co
dinh nghia nguoi dung cudi ma chi c6 khai niém vé ngudi tiéu dung tai khoan 1
Piéu 3 Luat bao vé quyén loi ngudi tiéu ding nim 2010. Theo d6, “Nguoi tidu
dung 1a ngwdi mua, st dung hang hoéa, dich vu cho muc dich ti€u dung, sinh hoat
clia ca nhan, gia dinh, t6 chtrc”. Trong khai niém nay, luat Viét Nam khong nhén
manh chi thé tiéu dung 1a t6 chirc ma chi n6i dén “ca nhan” mac di muc dich c6 thé
phuc vu cho mdt hoac mdt nhém nguoi. Nhu vay, vé mat ndi ham, thuat nglt nguoi
tiéu dung c6 thé duoc st dung dé chi chung cho nguoi dung cubi trong moi quan hé
giao dich bao gém ca quan hé EULA.

Tom lai, tir nhitng so sanh va phan tich bén trén, bén nhan quyén trong quan
hé EULA nén duoc xé4c dinh 1a “ca nhan st dung phdn mém, chuong trinh vi tinh,
tmg dung di dong (hodc cic san pham twong tw) & trang thai hoan chinh nhat, nhim
phuc vu cho muc dich ti€u dung, sinh hoat va muc dich ca nhan tryc tiép phi thuong
mai.” Nguoi dung cubi & ddy cé thé duoc hiéu chinh 13 nguoi tiéu dung ca nhan,
khong tinh dén cac t6 chic vi lién quan dén trach nhiém va thong tin duogc khai thac

cua EULA gan lién tryc tiép dén ca nhan s€ phan tich ¢ cac phan sau.

" Trang thong tin phap ludt cong thuong, Phdp nhin cé dwoc coi la nguoi tiéu ding trong phdp

ludt cac nuwoc trén thé gioi, nguén: http://legal.moit.gov.vn/default.aspx?page=news&do=detail&category
id=9&news_id=656 truy cap ngay 24/5/2018.
"33 Michael L. Rustad, Everyday Law for Consumers (Paradigm Publishers, 2007), tr 2.
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2.2.5 Péi twong ciia hop dong cip quyén ngwoi dung cudi

a. Quyeén sd hitu tri tué cua chu s& hiru phan mém

Khéng giéng nhu cac chuong trinh phan ctng (hardware) cia may tinh von
dugc cai dat va ban kém véi thiét bi chinh nhu mot bo phan khong thé tach roi,
EULA gin lién cac giao dich mua ban cac chuong trinh phan mém (software), duoc
ban riéng ré sau khi nguoi sir dung may tinh d¢a mua thiét bi chinh. Phdn mém may
tinh c6 thudc tinh canh tranh gay git va vong doi san phiam ngan vi co thé rat dé
dang bi sao chép, dac biét trong bdi canh mang internet phé bién toan cau nhu hién
nay. Vi nhiing tinh chat nay, chii s¢ hitu phdn mém s& gap phai hai van dé pho bién:
(1) vé mit kinh té, nhimg ngudi khac co thé tiép can va st dung phan mém ma
khong thanh toan phi stir dung chi chu s¢ hiru; va (2) vé mait canh tranh, cic ddi tha
canh tranh c6 thé tao ra cac san phém canh tranh tuong ty mot cach v cung nhanh
cho’ng.13 6 Ngoai pham vi bao toan céc lgi ich kinh té ctia chu sé hiru, viéc bao vé
quyén sé hitu tri tué doi v6i phan mém thong qua mot co ché phap 1y thich hop
dugc xem 1a can thiét dé khuyén khich su sang tao, cai tién va dau tu. Boi vi phﬁn
mém c6 thé bi sao chép ma khong tén chi phi ndo, nén bat budc phai co nhiing cach
thitc nham han ché ty do sao chép va phan phdi dbi véi cac san phdm phan mém
may tinh.

Cung 13 mot dang mua ban, tuy nhién vé mit ban chat, hoat dong thuong mai
d6i voi phan mém hay tmg dung may tinh khong thé duoc xtr Iy theo cac nguyén tic
nhu céc loai hang hoéa truyén théng khéac. Khi mot hang muc cua phén mém dugc
ban di, chii s¢ hitu cia phan mém khong hoan tt viéc mua ban trong pham vi thong
thuong. Thay vao d6, ngudi dung dugc chuyén giao hodc cip quyén dbi véi mot sd
ndi dung cua quyén so hitu lién quan dén phadn mém d6 théng qua viéc mua ban."’
Vi vy ndi dung va myc dich chinh ctia cac EULA chu yéu lién quan dén van dé cip

quyén (licensing), va cac dbi tugng chu yéu ctia EULA 13 cac quyén lién quan dén

P Verma S K, IP Protection of Software and Software Contracts in India: a Legal Quagmire,

Journal of Intellectual Property Rights, Vol 17, 07/2012, pp 285.
57 Verma S K, sdd., pp 286.
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sO hitu tri tu¢, pho bién 1a cac quyén tai sdn va quyén nhan than do6i véi chuong
trinh ph?m mém may tinh hoac cac ung dung trén di¢n thoai di dong.

b. Quyeén tai san cua nguoi dung cuoi

Trudc khi bude vao thé gidi a0, ngudi dung phai xac 1ap giao két mot EULA
va/hoic mét diéu khoan dich vu, thiét 1ap cac quyén va nghia vy cua nguoi dung va
nha san xuét phén mém. Viéc déng v vOi céac diéu khoan cua céc théa thuan truc
tuyén 1a nén tang cua mot théa thudn cé hiu lyc. Vi du phé bién nhét 13 céc tro choi
kién tao khong gian truc tuyén (game world), noi ngudi choi nhip vai mot nhan vat
nao dé6 ma minh yéu thich dé thuc hién mot s6 nhiém vu.Trong qua trinh thuc hién
cac nhiém vy ma tro choi dua ra, nguoi choi co thé nhan dugc su hd tro béng cac
cong cu dugc mua bang tién that.Va sau khi hoan thanh céc nhiém vu, ngudi choi
cling c6 thé duoc thuong vat phdm ao. Co nhitng vt phdm 4o tré thanh ddi tuong
mua ban gilta nhirng nguodi choi voi nhau, doi khi dugc mua ban véi gid tri nhd,
nhung ca biét cling co6 thé duoc trao ddi vai sb tién vo cung 16n. Pon ctr, nam 2009,
mot nguoi Uc tén David Storey da mua mot hon dao trong trd choi tryc tuyén mang
tén Planet Calypso voi gia 1én dén 26.500 D6 La My (tién that)."*® Nhu vay, tai san
dugc hinh thanh tir thé gidi 4o ciing c6 thé mang lai gia tri that trong “thé giGi
thuc”. Vay néu céc tai san 4o duogc coi nhu mdt loai tai san cua nguoi dung cudi, thi
mic nhién n6 phat sinh quyén tai san tuong tng. Tir d6, quyén tai san ciia ngudi
dung cudi vo tinh da trd thanh mot trong nhimg d6i tugng chiu sy diéu chinh cua
cac EULA ma nguoi dung da chiu rang budce trude do.

Vé mit nay, phap ludt cdc nudc van con nhiéu tranh cii. Cac EULA 16 rang
mang tinh bat cong bang vé kha ning thuong lugng giita mot bén 13 cac cong ty
triéu d6 va mot bén 1a cac ca nhan tré tudi, tham chi chua du tudi thanh nién. Va hau

hét cac EULA thuong tro thanh cong cu cho phép céc cong ty phat trién game nam

138

Theo Chris Jager trén GamePro Australia (2009), website: https://www.pcworld.idg.com.au/
article/325324/life treasure island an interview virtual real-estate mogul david storey /Truy cép ngay

24/2/2019.
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quyén lyc thong qua viéc cho phép ho c6 thé ty ¥ cham dit hop dong va truc xuét
ngudi ding ra khoi thé gidi ao.

Viéc c6 nén cong nhan tai san 4o van con 1a mot van dé tranh cai tai mot sb
qudc gia, trong d6 ¢6 Viét Nam. Tuy nhién c6 thé thay, du c6 cong nhan chinh thirc
hay khong, quyén tai san lién quan dén tai san ao ciing 1a mot trong nhitng dbi
tuong quan trong ma cac EULA huéng dén. Boi EULA chinh 14 co s phéap 1y dau
tién rang budc cac quyén va nghia vu cta ngudi dung cudi trong cac giao dich lién
quan dén phan mém va cic tai san 4o kéo theo sau do.

¢. Mot s0 quyén nhan than cua nguoi dung cudi

Viéc 16 dit liéu bao mat (data breach) cua khach hang dang dién ra phé bién
va dang trd thanh mbi lo 4m i ciia nhiéu ngudi ding phdn mém gin vdi internet.
Van dé khong don gian nam ¢ khau bao mat cua cac cong ty phan mém, béi chinh
cac cong ty phan mém ciing dang ra stc thu thap thong tin tir nguoi dung dé khai
thac yéu t6 thuong mai. Hau hét cac phan mém mién phi nhu google, facebook,
tiktok, instagram, v.v. déu thuc hién viéc nay thong qua yéu cau nguoi dung dang
ky thong tin ngay tr khi bat dau st dung dich vu ma ho cung céip.Nhiéu cudc diéu
tra cho thdy cac cong ty phdn mém am tham theo ddi nguoi dung, sau d6 st dung
nhirng thong tin thu duoc tir nguoi dung dé xdy dung danh muyc dau tu quang céo vé
s¢ thich ctia nguoi dung, tir 6 ban lai cho cac doanh nghiép dé hién thi nhiing noi
dung quang cido phu hop vdi so thich cia ho. Cac doanh nghiép sé& tim dén cac
chuong trinh ndy nhiéu hon dé quang céo hiéu qua hon do cac ndi dung quang co
s& duoc phan phdi dén dung ngudi quan tim, thay vi tiéu ton chi phi quang cdo ma
khong nham dén dung dbi tuong. Didu ndy tiém an nhiéu rii ro ddi v6i c4 nhan néu
cac thong tin nay khong dugc xir Iy ding cach, bi nhitng ké xau lay cap, va st dung

n6 dé lira déo hay truc loi tir cac giao dich thanh toan mang.'”

1 Cac Chinh phi nhu My, Lién minh Chau Au, Uc,v.v. di tién hanh diéu tra va ra an phat tién ddi
voi hanh vi diéu tra théng tin nguoi dung cua Facebook va Google. Xem thém tai:

http://baodansinh.vn/google-facebook-bi-dieu-tra-ve-su-dung-du-lieu-20191204055242854.htm;

https://www .techsignin.com/tintuc/uc-kien-google-thu-thap-du-lieu-vi-tri-nguoi-dung/
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Duéi goc d6 phap 1y, cac quyén lién quan dén bao dam thong tin va hinh anh
c4 nhan cta nguoi dung duge xem 14 quyén nhan than dugce ghi nhan 13 mot trong
hai quyén co ban cua quyén dan du cta c4 nhan. Tai Viét Nam, cac quyén nhdn
than nay dugc khéng dinh trong Bo luat Dan sy 2015, cu thé nhu quyén cua ca nhan
d6i véi hinh anh (Piéu 32); quyén duoc bao vé danh dy, nhan phim, uy tin (Piéu
34); va quyén vé doi sdng riéng tu, bi mat ca nhan, bi mat gia dinh (Piéu 38). Theo
d6, hau hét cac quyén trén sé& chi duoc phia nha cung cép sir dung va khai thac khi
c6 duoc sy dong ¥ cua ngudi dung théng qua mot thoa thuan,'* Va di nhién, thong
qua viéc dang ky hay cai dat cac ung dung di dong ctia cdc nha cung cp, ngudi
dung ciing da cho phép théng qua chdp nhin cac EULA cua cic nha cung cap
chuong trinh phan mém nay.

Tir vu bé boi cua facebook, hang loat cac y tuong va giai phap vé phap ly da
dugc dit ra bao gom that chit hon viéc budc “Doanh nghiép phdi xin phép nguoi
diing truée khi thu thdp dir liéu nguoi ding, dwoc sy dong y ré rang mdi tién hanh,
dong thoi can néi ré dir lidu thu thdp nham muc dich gi, ¢é trao cho bén thir ba dé
kinh doanh, d6i chéc hay khéng” nhu d3 dugc Anh va EU diéu chinh trong Luét
Béo v¢ Dir liéu Chung GDPR (The General Data Protection Regulation) méi ra
doi.'*" Tuy nhién giai phap ndy van con nhiéu tranh cii boi nhiing dic tinh riéng
biét cta giao dich mang chi phdi khong nhé dén tinh hiéu qua cua phap luat, dic
biét 1a cac van dé vé can bang giita quyén cua nha phat trién/chil s& hitu phan mém
va quyén cta ngudi dung. Mat khac, cong ty van s& co quyén truy cap vao dir liéu
d6, dem ban dir liéu cho cong ty khac trong tinh hudng duge su cho phép cta khach
hang ma tham chi ho con khong hé biét dén do sy bat can trong giao dich cac hop

ddng dién tir.

1%piéu 38, BLDS 2015 “Viéc thu thap, luu giit, st dung, cong khai thong tin lién quan dén doi sdng
riéng tu, bi mat ca nhan phai dugc nguoi dé dong y, viée thu thap, lwu gitr, st dung, cong khai thong tin lién
quan dén bi mat gia dinh phai dugc cac thanh vién gia dinh dong , trir truong hop luat co quy dinh khac.”
" Xem tom tit va toan vin cia GDPR tai trang thong tin cia Intersoft Consulting, web:

https://gdpr-info.eu/.
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Do viy, quyén nhan than cta nguoi dung cudi, dic biét 1a quyén duoc bao
mat thong tin, hinh anh c4 nhan c6 thé duoc coi 1a mot trong nhitng ddi twong quan
trong ma EULA phai giai quyét.

2.2.6 Hinh thirc biéu dat va phwong thirc giao két

Thir nhdt, lién quan dén hinh thic trinh bay ciia EULA gan véi ting loai
phan mém, EULA hién nay ton tai dudi hai hinh thirc chinh 13 cac hop ddng nhip
chudt (click-crap contract), thuong ap dung véi cac giao dich cai dit phan mém mot
1an, va hop dong trinh duyét (browse-web contract), hay con hay dugc goi véi tén 1a
“Cac diéu khoan dich vu” (Terms of service).

Qua cac s6 liéu duoc trinh bay ¢ phan trén, sb luong ap dao cia viée st dung
cac thiét bi di dong thong minh dé 1én internet so véi may tinh 1a mot du hiéu cho
théy, cac EULA baing hinh thtrc click-crap dang dugc thuc hi¢n nhiéu hon.

Néu nhu cac TOS ton tai ma khong can quan tim dén viéc nguoi ding cé
doc hay hiéu chiing hay khong, thi cac EULA trén ung dung lai doi hoi nguoi dung
phai boé ra mot khoan thoi gian nhat dinh dé tiép xuc voi nd trude khi c6 thé cai dat
va sir dung phan mém. Vi du nhu cac TOS cua Facebook hay Google déu dugc thiét
ké nam ¢ nhiing vi tri rat khiém ton trén trang trinh duyét, nguoi dung phai dao mat

hét trang hoic kéo thanh cong cu sang cudi trang méi co thé thiy duoc.

Google

Google cé cic thirtibng: English Frangais B3¢ (i)

Hinh 7.2 Vi tri muc “Piéu khoan” ciia Google
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Hinh 8.2 Vi tri muc “Piéu khoin” TOS ciia Facebook

Tuy nhién, tan suat xuat hién cia EULA click-crap ciing khong khong nhiéu,
va khong du thu hut su chi y ctia ngudi dung cudi. EULA chi xuat hién mot 1an khi
nguoi dung cai dit chuwong trinh lan dau, va hau nhu khong xuét hién tro lai trir
truong hop ngudi ding cudi cap nhat tng dung va c6 thay do6i chinh sach do luat
dinh.

Nguoi ding cudi thong thuong duoc khuyén nghi doc day du cac diéu khoan
va diéu kién cua EULA véi thoi gian tuy thich, thong qua cac canh béo ¢ cau dau
tién cua cac EULA, vi duy nhu sau tai bang 22142
CANH BAO - “VUI LONG PQOC THOA THUAN GIAY PHEP
NGUOI DUNG CUOI (“EULA”) NAY CAN THAN. BANG CACH
NHAP VAO “TOI PONG Y” HOAC THUC HIEN BAT KY BUGC
NAO NHAM TAI XUONG, THIET LAP, CAI PAT HOAC SU
DUNG TAT CA HOAC BAT KY PHAN NAO CUA SAN PHAM
NAY (BAO GOM NHUNG KHONG CHI GIOI HAN O PHAN
MEM VA CAC TAP TIN LIEN QUAN (“PHAN MEM”), PHAN
CUNG (“PHAN CUNG”), (CAC) O PIA, HOAC PHUONG TIEN
KHAC) (GOI CHUNG LA “SAN PHAM”) THI BAN VA CONG TY
CUA BAN CHAP NHAN TAT CA CAC PIEU KHOAN VA PIEU

42 Xem thém chi tiét EULA ctia phan mém Microsoft, tai trang http://download.microsoft.com/

documents/useterms/Visual%20Basic%20Enterprise 6.0 English 11762fc4-f3b9-4bf5-a513-
b4a9b76b4160.pdf truy cap ngay 21/4/2020.
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KIEN CUA EULA NAY. NEU BAN LAY SAN PHAM NAY DE
CHO CONG TY CUA BAN SU DUNG, BAN TUYEN BO RANG
BAN LA MOT NGUOI PAI DIEN THEO UY QUYEN CO THAM
QUYEN RANG BUOQC CONG TY CUA BAN VOI EULA NAY VE
MAT PHAP LY. NEU BAN KHONG PONG Y, PUNG NHAP
VAO “TOI PONG Y” VA PUNG TAI XUONG, THIET LAP, CAI
PAT HOAC SU DUNG PHAN MEM..”

Bang 2.2 EULA cua Microsoft Software

Ngoai ra, vé€ kich ¢ chir cach soan thdo, cac di€u khoan dugc coi 1a quan

trong trong cac EULA déu dugc viét in hoa.'"

Nhung theo c4 nhan tac gia, day
khong phai 13 mot cach thu hat cha ¥ ngudi dung cudi hiéu qua vi né chi khién noi
dung dugc trinh bay r6i mat hon, kho doc hon. Vi du nhu trang dau tién cua EULA
phan mém Microsoft nhu bang 2.2, viéc viét in hoa chi mot doan nho ciing khién
ndi dung réi mat hon va lam mat kién nhan cua nguoi doc d6i véi nhing ndi dung
trong bang nay.

Thir hai, vé 46 dai cua cac EULA, tac gia thyc hién mot théng ké nho nho
ctia mot s cac diéu khoan sir dung chuong trinh va EULA ctia ing dung pho bién

hién. Cu thé nhu sau:

Tén chwong trinh/tirng dung Phan loai st dung S6 trang
Google (ToS) Trinh tim kiém web 19
Cdc cdc (ToS) Trinh tim kiém web 21
Facebook (ToS) Mang xa hoi 14
Youtube (ToS) Mang xa hoi/giai tri 13
Instagram (ToS) Mang xa hoi 8
Zalo (EULA) Mang xa hoi/lién lac 7

' Tham khéo céc diéu khoan quan trong (dwoc in hoa) trong EULA cua GameLoft va Saga tai:

https://www.sega.com/EULA va https://www.gameloft.com/en/eula truy cap ngay 21/4/2020.
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Apple App Store (EULA) Nén tang ing dung 4
Google Play App.Store | Nén tang tng dung 12
(EULA)

Shopee (TOS) Phan mém mua sim 40
Lazada (TOS) Phan mém mua sim 38
Ung dung ngan hang UOB Hb trg thanh toan 12
(EULA)

Ung dung ngan hang Agribank H5 tro thanh toan 5
(EULA)

Game Loft (EULA) Tro choi truc tuyén 4
SEGA (EULA) Tro choi truc tuyén 9

Bang 3.2.Thong ké do dai cac EULA ciia cic chwong trinh pho bién

C6 thé thay vé dung lugng, khong c6 mot gidi han chung nao cho cac EULA
va ToS, tuy nhién, da sé cac ToS c¢6 dung luong dai hon nhiéu so véi cac EULA.
Theo nhén dinh cua tac gia, nguyén nhan c6 thé xuat phét tir hinh thirc trinh bay cia
hai loai EULA nay. Khi nguoi dung cubi click vao ToS, trang duyét méi s& gitp
nha cung cap cho nhiéu khong gian dé thé hién cac diéu kién va diéu khoan mot
cach day du hon. Trong khi d6, vi can ¢ su cha ¥ ctia ngudi doc ngay tire khic dé
dua ra quyét dinh cai dit chuong trinh hay khong, cac EULA click-crap thuong c6
xu huéng trinh bay ngan gon hon va xtic tich hon.

Tuy nhién, cho du 13 xtic tich dén murc ¢ thé thi kha ning ngudi dung cubi
cd doc hét tung éy trang giéy trén man hinh dién thoai 12 cad mot sy nd luc tip trung
v0 cung cua ngudi dung.

Thir ba, vé ngon ngit. Hién nay theo Diéu 4 cta nghi dinh 72/2013/ND-CP
ctia Chinh phu vé quan 1y cung cip, st dung dich vu internet va thong tin trén mang
ngay 15/7/2013, nha nuéc khuyén khich cac doanh nghiép sir dung tiéng Viét doi
v6i cac chuong trinh va phﬁn mém tai Viét Nam. Ngoai ra, Nghi dinh 99/2011/ND-

CP huéng din thi hanh Luat Bao vé quyén loi nguoi tiéu ding ciing c¢6 quy dinh vé
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hinh thtrc ctia cac hop dong theo mau bét budc phai 1ap thanh vin ban, ngdn ngit st
dung bang tiéng Viét, ndi dung phai rd rang, d& hiéu; ¢ chit it nhat 1a 12; nén gidy
va mau muyc thé hién ndi dung hop dong theo mau va diéu kién giao dich chung
phai twong phan nhau.'**

Hau hét cac nha san xuat va cung cip chuong trinh phan mém va tng dung
trong nudc déu di co ngdn ngir tiéng Viét, bao gdm ca cac EULA dudi hinh thu
ToS hay click-crap. Cac dong thai nay twong thich véi yéu ciu ctua Luat Bao vé
quyén loi nguoi tiéu dung dbi véi viéc nha cung cap phai tao diéu kién cho nguoi
dung dugc cung cip day du thong tin. Pong thoi, cho thiy ho ciing tu x4c dinh cac
EULA dang dugc hiéu 13 cac hop dong theo miu va diéu kién giao dich chung, bat
budc phai cong bd cong khai va rd rang cho nguoi dung cubi co thé dé dang tiép
can, doc vara quyét dinh.

Tuy nhién, ngdn ngir tiéng Viét, tiéng Anh, hay bat ky ngon ngit mang tinh
pho thong nao ciing chi 1a mot phan tac dong dén kha ning hiéu va tiép thu cua
ngudi giao két. Boi da phan cac EULA déu lién quan dén cong nghé, chuong trinh
phan mém, tir ngir dich tir nudc ngoai,v.v. Pdi véi nhitng ngudi dung cudi thude doi
tuong pho thong khé c6 thé hiéu duoc néu khong dugce hudng dan gidi thich cu thé
nhu trudng hop cac hop dong theo mau khac nhu hop déng véi ngan hang hay bao
hiém.

2.3 Ban chit phap ly cia EULA

2.3.1 Bin chiit hop dong ciia EULA

Céc diéu khoan trong EULA pho bién hién nay duoc thiét ké nham muc dich
cung cip cho ngudi tiéu dung “gidy phép” dé sir dung phan mém thay vi so hitu mot
ban sao ctia phan mém. Mic di quan diém nay bi hoai nghi boi nhiéu Toa an, vi du
nhu vu UMG Recordings (2008) va vu Krause (2005) nhu di dé cap, nhung cac chu
s& hitu vin mudn str dung EULA nhu 1a cong cu dé thiét 1ap viéc cap phép thay vi

chuyén giao quyén so hitu. Cach thirc nay cho phép quyén loi ctia cic nha phat trién

144 Nghi dinh 99/2011/ND-CP, Biéu 7.
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phan mém dugc bao vé cao hon so v4i bao vé ban quyén ddi véi san pham da ban
trén co so luat sé hitu tri tué. Nhu da khang dinh tai phan dinh nghia, rang EULA 3
mot hop dong vé thoa thuan ma cha so hitu s& chuyén giao quyén dugc sit dung
phan mém cho nguoi dung, do d6 trong pham vi nghién ciru niy s& khong dé cap
dén viéc c6 can thiét phai cong nhan quyén s hitu ban sao ciia ngudi dung cudi hay
khong ma chi hudéng dén céc thoa thudn cu thé trong viéc cip quyén giira chil s&
hitu phan mém va ngudi dung. Phu thudc vao ndi dung va pham vi cip quyén cia
timg EULA, chu s& hitu s& thé hién 1d ho chia sé nhimg “quyén” nao trong tap
quyén so hitu tri tué ma ho dang nam giit d6i voi san pham, cling nhu han ché
nhitng hanh vi ndo ma nguoi dung khong duoc phép lam.

Ngay ca trong cac 4n 1¢ lién quan dén EULA ciia Hoa Ky ciing thé hién su
khong thong nhit trong viéc c6 xem EULA nhu 13 “gidy phép” hay khong. Cach
tiép can cta cac Toa an trong an 1é lién quan dén hop dong cip quyén ngudi dung
cudi gitta UMG Recordings (2008)'*° kién Augusto khong cin ctr diwa trén ngdn
ngi ciia hop dong, ma chi cho phép cong nhan viéc thiét 1ap mot gidy phép khi thoa
thuan thuc t& co chira dung cac yéu to cia mot gidy phép, nhim xem xét c6 du
chtng ctr cho chu s& hitu ban quyén tao ra mot gidy phép hay khong. Trong khi cac
thdm phan trong vu kién gitra Krause v. TitleServ'*® dua ra mot loat cac nguyén tic
nén duge st dung dé xac dinh xem c6 hay khong céng nhan quyén so hitu ban sao
phan mém cia nguoi chiém hitu san pham, tirc 13 néu co thi khong thé xem thoa
thuan giita cac bén 1a quan hé “cip phép”.

Dé giai quyét sy tranh cii nay, trudc tién chung ta can khao sat so luoc vé
ndi dung va cach thirc thyc hién cua cac EULA. V& noi dung, cac diéu khoan céc

EULA thuong bao gém céc diéu khoan dugc sir dung phd bién trong cac hop dong

145 UMG Recordings, Inc. v. Augusto, 558 F. Supp.2d 1055, 1060 (C.D. Cal 2008). Xem thém tai
Michael Terasaki, Do End User License Agreements Bind Normal People?, 41 W. St. U. L. Rev. (2013),
p-485.

'4¢ Krause v. Titleserv, Inc., 402 F.3d 119,112 (2d Cir. 2005).An 1& nay khong lién quan dén EULA
nhung lién quan dén mot thoa thuan nhim tao nén mot gidy phép vé ban quyén.Xem thém tai Michael

Terasaki (2013), Sdd. p.481.
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theo mau hay hop dong gia nhap, nhu quy dinh trong tai, gidi han trach nhiém phap
Iy va cac quyén dugc truy cap thong tin ngudi dung. Tuy nhién, nhidu nhat 14 cac
diéu khoan va diéu kién lién quan dén viéc cap phép sir dung va bao vé quyén so
hitu tri tué."*’

Nhu da trinh bay chi tiét tai phan phan loai hop dong dién tir, da s cac nha
nghién ciru phap 1y déu thira nhan hai loai EULA pho bién nhét chinh 1a 14 hop
dong gbi kém (shrinkwrap contract), hgp dong nhap chudt (clickwrap contract, loai

¥ Du duge thé hién duéi loai

EULA phd bién ma nguoi dung thuong gip nhat).
hinh nao thi cac EULA thuong bao gdm cac bo phan chinh nhu: (1) thong bao vé
thoa thudn cap phép vé dong gbi san pham, (2) trinh bay gidy phép ddy du vé cac tai
liu bén trong gbi va (3) cAm truy cap vao san pham ma khong c6 chi dan rd rang sy
chép nhéln.149 V6i nhiing bd phan nhu vay, dac trung cia EULA chinh 1a cac ndi
dung nay hoan toan duoc trinh bay sin, dinh kém trén bao bi ctia san pham nhu dién
thoai hay dia mém, do d6 khi ngudi mua xé niém phong bao bi s& duoc xem nhu
EULA bit dau phét sinh hiéu luc; hodc dugc cai dit san kém theo chwong trinh, noi
dung cia EULA s& xuat hién khi ngudi dung tién hanh cai dat, hop dong phat sinh
hiéu luc tir thoi diém nguodi ding nhan vao “nut” chip nhan hay dong y. Piéu d6 co
nghia 13, trong bdi canh cac giao dich lién quan dén san pham phan mém hay sé hitu
tri tué, nguoi tiéu dung khong chip nhan cac diéu khoan sir dung trong thoi diém
mua hang (thanh toan hay nhan hang); thay vao d6, ngudi tiéu dung thé hién sy
ddng ¥ vai cac didu khoan bang cac hanh dong sau nay, khi ho nhan hay tién hanh
cai dat san pham.

Ngoai ra, khi khao sat mot so truong hop trén thé gigi ma Toa an cong nhan
quyén s& hitu cua ngudi dung trong thé giéi a0 (nhu Han Quéc, Pai Loan), da cho
thdy quyén sé hiru voi tai san hiru hinh c¢6 xuat phat diém tir tai san v6 hinh 14 c6

that. S& bat hop 1y va bat cong bang v6i ngudi ding néu cic quyén nay phai phu

7 Michael Terasaki (2013), Sdd., p.468.
148 Xem chi tiét tai myc b.1, Michael Terasaki (2013) va Gamarello, Thomas (2015).
149 Gamarello, Thomas (2015), Sdd, p. 647.
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thudc vao su “cap quyén” cua cac EULA. Bdi 100% cac EULA déu do cac nha phat
trién phan mém soan thao ra, ngudi dung khong c6 cac lya chon hay tra gia. Néu
nha phét trién tu cho minh quyén dugc ngit quyén st dung hodc dong tai khoan
nguoi ding bat ky 1ac ndo tuy y thi s& anh hudng dén cac quyén tai san cta ngudi
dung. Do d6, cac EULA can duoc tiép can dudi goc d6 hop dong, dé ngoai cac quy
dinh cdn ban vé cap phép trong thoa thuan, cac quyén khac cta nguoi ding s& dugc
bao vé mot cach chinh déng va tdi thiéu thong qua cac nguyén tac cuia phap luat hop
dong.

Tir mot sé dic trung vira néu, tic gia cho rang cac EULA nén dugc nhin
nhan 13 quan hé “hgp ddéng” chi khong phai mot loai “gidy phép”. Boi 1& mot
EULA khong thé duoc xac lap chi dua trén hanh vi don phuong ciia chu so hiru
phan mém, ma nhat thiét can phai c6 hanh vi xac nhan sy dong y ciia ngudi dung,
hoan toan khac biét v6i gidy phép ma ngudn mé hay GPL. Twong tu nhu cich
ching ta nhin nhan cic quan hé hop dong theo mau hay hop dong gia nhap. Trong
khi d6 quan hé cap phép khong can thiét doi hoi phai cé su chap thuan hay dong y
mot cach rd rang ctia bén duoc cap phép, va hon nita viéc cip cac “gidy phép” chi
ap dung cho cac chuong trinh phan mém hodc ing dung ma ngudn ma, trong khi da
sO cac d6i twong cia EULA 1a cac phan mém gi6i han va ngudén dong. Hon nita, cac
EULA dam bao viéc ngudi dung chi duoc sir dung mot thoi han nhat dinh ddi véi
mot pham vi nhat dinh cta san pham phan mém hay tng dung ma bén chu s¢ hiru
ddng y cho phép, chi1 s& hiru thudng s& khong phai chiu trach nhiém dbi v6i hanh vi
ctia ngudi dung néu nguoi dung sit dung phdn mém nham dé gy thiét hai cho bén
thir ba, trong khi pham vi trach nhiém cta bén cho thué luén gin lién véi viée quan
Iy céc rai ro lién quan dén dbi tuong tai san thué. Hon nira, cac doi tugng cua
EULA ciing phu hop véi d6i tuong cua cac hop dong cip quyén theo dinh nghia

phé bién."*

%" Theo Black’s Law Dictionary, Hop ddng Cép quyén (Licensing Agreement) la hop dong bing
van ban giita chil s hiru/ngudi cap phép bang sang ché, ban quyén, nhin hiéu, bi quyét, nhan hiéu dich vu

hodc tai san tri tu¢ khac va ngudi duge cap phép st dung, tao hodc ban ban sao ciia ban gc. Cac hgp dong
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Hon nita, vao nam 2012, Toa an Cong 1y Lién minh Chau Au (The Court of
Justice for the European Union - CJEU) d4 dwa ra phan quyét bat ngd déi véi vu

1 Cy thé, Toa 4n cong nhan gidy phép phan mém la

kién gitra UsedSoft vs Oracle.
mot “hop ddng mua ban”, va cac diéu khoan trong hop dong c6 thé bi bé qua tiy
vao ting trudng hop. Chau Au cin ctr dua trén hoc thuyét ban hang dau tién
(doctrine of first sale) dé giai thich cho phan quyén ctia minh. Mic du phan quyét bi
nhiéu ¥ kién chi trich, tuy nhién cho thidy xu huéng hién nay, ciac Toa an dang
nghién vé quan diém rang EULA can duoc xem 1a mot hop dong, dé cé thé dam bao
dugc tinh hop 1y va cong bang ddi véi timg giao dich khac nhau, bao vé dugc quyén
loi ctia ngudi dung cudi.

2.3.2 Badn chit hop dong theo méu ciia EULA

Nhu da khang dinh & phan vai tro cia EULA ddi véi thi truong phan mém
toan cau, EULA c6 kha ning gitp cac nha san xuat phian mém giam duoc chi phi
giao dich & mirc thap nhét, du phan phdi chuwong trinh & quy mé dai chung, 13 nho
hinh thirc hop ddng tiéu chuan (standard contract) hay hop dong gin kém phan
mém (rolling contract).

Mo hinh dam phan truc tiép s& kém hiéu qua trong giao dich mua hodc phan
phéi phan mém may tinh ca nhan, dic biét trén pham vi toan cau.'> it khi nao nguoi
ta lai di thuong luong, ky két timg hop dong mot riéng biét dé mua mot dia tro choi,
dang ky st dung thé tin dung hodc vay tién mua nha. Trong thuc té, mot hop dong
duogc ky két riéng ré 1a khong dién hinh trong bdi canh thi truong dai chiung; hau hét
cac giao dich dai chung déu 1a hop dong theo mau, va cac EULA ciing mang tinh

chat nay.

nay thuong (1) giéi han pham vi hodc linh vuc ciia ngudi duge cép phép, (2) lam cho gidy phép doc quyén
hodc khong doc quyén, (3) yéu ciu tién ban quyén hodc bdi thuong khac néu cip phép thém.

Xem nguyén van tai: https://thelawdictionary.org/licensing-agreement/ truy cap ngay 22/5/2018.

! UsedSoft GmbH v. Oracle International Corp., Case C-128/11 ECLL:EU:C:2012. Xem day du

tai:http://curia.europa.cu/juris/document/document.jsf?docid=124564&doclang=EN truy cap ngay 3/2/2020.

2Robert W. Gomulkiewicz; Mary L. Williamson, A Brief Defense of Mass Market Sofware
License Agreements, 22 Rutgers Computer & Tech. L.J. 335 (1996).c
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Piém chung cua cac hop dong dién tir ton tai trén web, bao gdm ca EULA,
chinh 1a tinh chit “theo mau” ctia chung. Tat ca cac dang hop dong niy déu duoc
bén cung cép san phém, dich wvu, phén mém,v.v. tu soan thao ra, dua chung 1én
trang web hodc dinh kém véi san phém, dich vu dugc dat béi ngudi mua. Nguoi
mua hang hodc nguoi dung hoan toan khong c6 kha nang can thi¢p vao ndi dung
clia cac diéu khoan va diéu kién dinh kém san pham duoc gui dén. Ho ciing co
khong c6 nhiéu lua chon trong cac giao dich nay, mot 1a chap nhan toan bd hop
ddng dé co thé tiép can d6i twong ma minh mubn mua, hai 1a chAm dat giao dich ma
khong dat dugc bat ky diéu gi ca. Va mic du c6 vé nhu twong ddi rd rang 1a d6i véi
cac trudong hop lién quan dén nguyén tic hop ddng theo mau'”, cic mat hang da
duoc ban di co thé duoc tra lai néu nguoi mua phan ddi cac diéu khoan ngay sau khi
ho biét va budc phai biét dén cac didu khoan bat lgi ctia hop dong, nhung mét s6
bang chimg cho thiy thuc té hoat dong thwong mai ¢ thé phtc tap hon nhiéu. Céc
nha ban 1é thuong khong cho phép nguoi tiéu dung tra lai thiét bi dién tir sau khi
hop san pham da duge mé néu trude d6 khong tham gia goi dich vu ddi tra véi chi
phi ting thém, hodc bi s& bi mét di mot khoan tién nhat dinh tuy thudc 15i cua san
pham."* Péi véi cac giao dich lién quan dén phan mém thi gan nhu ngudi ding

khong dugc hoan tra néu vi pham di€u kién hoan tra bao géom bao bi khong con

'3 Pic diém nay dugc biét dén phd bién qua thuat ngit “take it or leave it”, 1a mot dic diém dic

trung cua cac hop ddng theo méu (rolling contracts) trong 1y thuyét hop dong cb dién dugc phap luat cia cac
qudc gia & ca hé théng Luat Thanh vin 1an Thong Luat cong nhan va ¢ nhitng nguyén tic riéng khi ap dung
cho céc loai hop dong nay. Poc thém cac phén tich siu hon vé 1y thuyét hop dong theo mau cia céc tac gia
Robert A. Hillman, Rolling Contracts, 71 Fordham L. Rev. 743 (2002) va William Lawrence, Rolling
Contracts Rolling Over Contract Law, 41 SAN DIEGO L. REV. 1099, 111617 (2004). Luén 4n s€ phan tich
sau hon déc tinh nay cta loai hop ddng nay & phan tiép theo cta Phén 1.

154 Xem chi tiét Chinh sach ddi tra caa FPT Shop tai https://fptshop.com.vn/ho-tro/chinh-sach-doi-

san-pham, Chinh sach dbi tra cua Cua hang Thé Giéi Di Dong tai: https://www.thegioididong.com/chinh-
sach-bao-hanh-san-pham, Chinh sach ddi tra cua BestBuy: https://www.bestbuy.com/site/help-topics/return-

exchange-policy/pcmcat260800050014.c?id=pcmcat260800050014. Truy cap ngay 24/2/2018.
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155 A ’ A A r . * A A - 7 \ 5 r
Do vay, cac van de phat sinh lién quan dén dac tinh nay cua céac

nguyén tem dau.
hop ddng dién tir duoc giao két qua website van con chua duoc giai quyét mot cach
triét dé, ngay ca khi nén tang 1y thuyét ctia chiing da duoc xac nhan va c6 nhiéu giai
phap phap 1y dugc ap dung tir rat lau.

Ciing c6 nhiéu nghién ctru cho rang cac EULA it khi gy hai."”® Phan 16n cac
hop dong ¢ Hoa Ky 1a hop dong theo mau va bat ky quy tic ndo ty dong vo hiéu
hoa chiing s& khong thé thuc hién dugc. Riéng vé mit ndy, cac EULA vé phan mém
khong khac v6i hau hét cac hop dong thi truong dai chung khac, bao gdm cé céac
hop d@)ng duoc ky két thuc su. Tuy nhién, “su trAm trong” cua ddc tinh “theo mau”
ctia loai hop dong dién tir con trd nén nan giai hon xuat phat tir mot yéu t chu quan
khac, chinh 1 tir hinh thic thé hién cta chiing. Cach thirc thé hién cua cac hop dong
dién tir giao két qua trang thong tin dién tir ciing c6 tic dong nhat dinh, néu khong
mudn néi 14 kha 16n, dén két qua giao két ciia hop dong. Nhu Clayton Gillette
(2005) nhan dinh: “Nhitng nguwoi tiéu ding phdi doi mdt véi cdc hop dong
clickwrap, shrinkwrap, hay browsewrap thuong co xu hwdng lam ngo trudc cac
diéu khodn quy dinh trén hodc bén trong bao bi chita sin pham, trén mang tai thoi
diém dat hang, hodc trong cdc bao bi dén kém véi san pham hang héa sau khi hang
dwge dat treée.””’ Pay ciing 1a mot tinh chat dic biét va dic trung gan lién véi loai

hop dong dién tir nday. Khi cac khung hoic trang web chira ndi dung cac diéu khoan

155 Xem thém chi tiét Chinh sach Hoan tra cua Microsoft: http://banquyenphanmem.org/tra-lai-hoan-

tien.html, truy c@p ngay 24/2/1018.

3¢Joseph. M. Perillo, Corbin on contracts, (rev. Ed. 1993); Todd D. Radkoff, Contracts of
Adhesion: An Essay in Reconstruction, 96 HARV. L. REV. 1173, 1218-25 (1983).

7 Winn, J. K., & Bix, B. H. (2006), Sdd., tr.176.Ban gbc 101 binh phat biéu tai Clayton P.Gilltte,
Pre-Approved Contracts for Internet Commerce, 42 Hous.L.Rev. 975, 975-76 (2005), Gilltte tiép tuc thé hién
quan diém trén nhu sau: “Viéc khong doc cdc thudt ngir co thé dwoc tién doan dua trén cdc phan doan hop Iy
vé ty 1¢ 16i thdp hodc do khéng thé tim ra cdc diéu khoan dp ddt, ép bude nay hodc do khéng c6 kha ndng
dam phdan vé ching. Tuy nhién, xu huéng bé qua cdc diéu khodn nay cé thé tram trong hon do cdc 16i vé
nhdn thire, cdc hinh thirc han ché khéc hodc nhiing lan Lot thong tin tham chi khién nguoi tiéu dung co doc
ciing hiéu sai vé nhitng riii ro khi mua hang, hodc ap dung ty 1é chiét khdu khong phit hop véi riii ro ma ho

chiu, dan dén tinh toan sai léch cac diéu khodn khong thugn loi.”
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va diéu kién ctia hop dong xuat hién trén man hinh may tinh, man hinh dién thoai,
trén cac duong dan, hodc tham chi dan trén cac san phrflm ma nguodi dung cAm trén
tay, vé ngoai hinh thirc kém hap dan cua chiing duong nhu 13 yéu t6 1am nan long
bat ky khach hang nio, di ho c6 mong mudn tim hiéu chiing dén dau ciing dé dang
nhan thiy su thoi thuc mudn nhanh chéng sir dung san pham 1am cho lu md di, tac
dong dén quyét dinh giao két hop dong cia khach hang, ngay ca khi ho chua doc va

can nhac ky ludng ndi dung cua ching.

2.4 Gi6i han bao vé quyén s& hiru tri tué cia chii s¢ hitu phin mém

trong cac hop ddng cip quyén nguoi ding cudi.

Vi nhiing két qua da trinh bay & trén, tac gia nhan manh tim quan trong cia
viéc Toa 4n can giit quan diém cong nhan EULA 1a cac hop dong theo mau. EULA
khong chi 1 cong cu cta nha san xuit phan mém nham bao vé quyén lgi cia minh
vé quyén so hiru tri tué, ma con 1a cac can cir lam phat sinh nghia vu ctia ho d6i véi
nguoi dung cubi. Hay néi cach khac, gidi han mién trach ctia nha cung cip phan
mém chi dugc phép trong pham vi quyén s hiru tri tué ddi v6i san pham phan mém
hoic chuong trinh ma ho ban ra, kém theo véi cac quy dinh lién quan dén han ché
canh tranh va canh tranh khong lanh manh trong pham vi san pham da hoic chua
dang ky bao ho.

Véi cach tiép can nay, Toa an s& c6 nhidu quyén hon trong viéc giai thich
hop ddng, ddng thoi khong ap dung mot cach cing nhic cac quy dinh ctia hop dong
theo mau da duoc quy dinh trudc d6 trong phap luat bao vé quyén lgi ngudi tidu
dung.

Vi dy, tai Diéu 16 Luat Bao vé quyén loi nguoi tiéu dung 2010 c¢6 quy dinh
mot s6 diéu khoan ctia hop dong giao két voi ngudi tiéu dung, diéu kién giao dich
chung khong c6 hiéu lyc nhu:

- Loai trir trach nhiém cta to chtrc, ca nhan kinh doanh hang hoa, dich vu ddi
voi nguoi tiéu dung theo quy dinh cua phap luat;

- Cho phép t6 chirc, ca nhan kinh doanh hang héa, dich vu don phuong thay

d6i diéu kién cua hop dong di thoa thuan trude véi ngudi tiéu dung hodc quy tic,
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quy dinh ban hang, cung tng dich vu ap dung ddi véi ngudi tiéu dung khi mua, st
dung hang hoa, dich vu khong dugc thé hién cu thé trong hop d@)ng;

- Cho phép td chirc, c4 nhan kinh doanh hang hoéa, dich vu quy dinh hodc
thay d6i gia tai thoi diém giao hang héa, cung tng dich vu;

- Loai trir trach nhiém cta to chirc, c4 nhan kinh doanh hang héa, dich vu
trong truong hop td chure, ca nhan kinh doanh hang hoa, dich vu ban hang hoa, cung
ung dich vu thong qua bén thu ba;

- Cho phép t6 chirc, ca nhan kinh doanh hang héa, dich vu chuyén giao
quyén, nghia vu cho bén thit ba ma khéng dugc nguoi tiéu dung dong ¥.

Piéu 16 dudng nhu mang lai sy bao vé rat 16n cho ngudi dung cudi néu Toa
an cong nhan EULA 14 hop dong theo mAu, tuy nhién, trong béi canh ddi tuong ciia
EULA 1a cac quyén s& hitu tri tué rat dé bi xam pham, dé bi sao chép, bién d6i va
EULA thyc chat chi chuyén giao quyén st dung chir khong chuyén giao quyén so
hitu, thi quy dinh nay khong thoa ddng voi cac nha san xuat chuong trinh. Tham chi
n6 ¢6 thé ton hai dén quyén so hitu tri tué va kha ning séng tao cia tac gia chuong
trinh. Do d6, nha 1am luat can c6 sy hudng din cu thé d6i v6i truong hop cua
EULA. Can phai xem EULA 14 mot loai hop dong theo mau dic biét, trao quyén
cho Toa an dugc xem xét mic do bao vé trong ting truong hop dé can bang loi ich
gilta nguoi dung cudi va cac nha san xuat/cung cap chuong trinh may tinh hoic
phan mém.

Do d6, phap luat Viét Nam noi riéng rat can thiét phai c6 vin ban hudéng dan
riéng d6i véi cac EULA. Viéc chi ap dung chung quy dinh hop dong theo mau va
diéu kién giao dich chung cua lut bao vé quyén loi nguoi tiéu ding cho EULA

theo cach hiéu cta luat hién nay 13 khéng hop 1.
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Két luin chuong 2

Chuong nay gidi thiéu vé hop dong cap quyén nguoi ding cudi (EULA) nhu
la mot trong nhiing loai thoa thuén dién tu phé bién nhat hién nay, co tac dong rat
16n dén nhiéu khia canh ciia doi sdng con nguoi. Boi cé vai trd quan trong nhu vay
ddi vai thi truong phén mém, sy tac dong cua EULA 1én cac bén ngay cang 1on, dac
biét 1a v6i cac chu thé 13 nguoi dung cudi. Tuy nhién, con nhiéu tranh cii vé ban
chat cia EULA, dan dén viéc ap dung va giai thich cac hop dong nay con nhiéu
quan diém trai chiéu, chua duoc nhét quan.

Trén co s& xac dinh cac tinh chat va mo ta cia EULA, tac gia chimg minh va
khang dinh hai ban chét co ban cia EULA la: (i) EULA 1a mot hop dong, chir
khong phai chi 1 mot gidy phép cip quyén sir dung tir chil s¢ hiru phan mém cho
nguoi dung cudi; va (ii) cac EULA mang tinh theo mau. Tir 6 lam nén tang dinh
huéng cho phéap luat diéu chinh loai hgp dong nay tai thi truong Viét Nam trong
chuong tiép theo.

Tir d6 tac gia dua ra mot s6 giai phap mang tinh hé thong dé giai quyét van
dé bao vé quyén loi cta ngudi dung cudi ddi v6i cac thong tin c4 nhan cua ngudi
dung theo hudng Toa 4n can tiép can EULA nhu 1a cac hop dong theo mau. Tuy
nhién, vi ddi twong cua cac hop dong dong nay 1a quyén s& hitu tri tué, va nha cung
cap chi cap quyén str dung chir khong chuyén giao toan bo quyén so hitu, nén Toa
an phai xem xét trong ting truong hop cu thé déi voi gidi han trach nhiém cta nha

san xuét trong cac EULA.
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CHUONG 3
QUYEN CUA NGUOI DUNG TRONG CAC GIAO DICH
LIEN QUAN PEN HQOP PONG CAP QUYEN NGUOI DUNG CUOI

3.1 Nguoi dung cudi trong hop ddng cip quyén ngudi dung cudi
3.1.1 Ngwoi ditng cudi va nguwoi tiéu ding

Trén thi trudng dai chung, chung ta thudng bat gip va nghe dén thuat ngir
“ngudi tiéu dung” nhiéu hon 13 “ngudi ding cudi”. Tuy nhién, mdi quan hé giita hai
d6i tuong nay 13 bao ham 1an nhau va can duoc phan biét dé hiéu rd vi tri ctia ngudi
dung cudi trong EULA va trong cac quan hé phap luat nham bao vé quyén loi cta
ngudi dung. Phan nay sé tiép can khai niém “ngudi dung cudi” (End user) dudi goc
dd so sanh véi khai ni¢m “nguoi tiéu dung” (Consumer).

C6 thé tim thay cac dinh nghia vé “Ngudi tiéu dung” trong hau hét luat cia
cac qudc gia va tir dién phap 1y. Theo tir dién Cambridge, nguoi tiéu dung 13 “mdt
nguoi mua cdc hang hda hoac dich vu de phuc vu cho cdc muc dich riéng cua

158 A - ) A \ R o 4 A X A . \ N A
h.”>" Ve mat chu thé, tuy quan diém cta phap ludt moi qudc gia ma nguoi ti€u

min
dung c6 bao ham ludn ca ca nhan va t6 chirc hay khong.

Vi du nhu trong Luat Bao vé quyén loi ngudi tiéu dung sé 59/2010/QH12
ciia Qudc hoi nudc CHXHCN Viét Nam ban hang ngay 1/7/2011 (“Luét Béao vé
quyén lgi ngwoi tiéu diung 2010”) dua ra dinh nghia nguoi tiéu dung tuong tu nhu
khai niém “consumer” trong tir dién cia Cambridge, nhung cha thé mua duoc goi 1a
ngudi mua, khong chi rd 1a ca nhan hay td churc, va muc dich cta viéc mua duoc
gi6i han 14 tiéu ding va sinh hoat ctia c4 nhan, gia dinh va té chirc.'

Luat Bao v¢ nguoi ti€u dung ciia My dinh nghia nguoi tiéu dung 1a nhiing ca

nhan “individuals” mua, sir dung, bao quan va thai bo cac san pham va dich vy, 1a

138 Nguyén van tiéng Anh: “person who buys goods or services for their own use”. Xem thém tai

Cambridge Dictionary, https://dictionary.cambridge.org/dictionary/english/consumer truy cdp ngay

24/3/2020.

159

Diéu 3.1 Luat Bao vé quyén loi nguoi tiéu dung 2010.
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nhimg nguoi s dung san pham cudi cing.'® Véi khai niém nay, theo quan diém
ctia Hoa Ky, nguoi tiéu dung chi bao gdm céc c4 nhan ma khong c6 cac to chirc hay
phép nhan.

Tuong tu nhu vay, theo luat cua EU, nguoi ti€éu dung phai 12 mot nguoi tu
nhién (natural person), va hoat dong ngoai pham vi cia mot hoat dong kinh té (hoat
dong thwong mai, kinh doanh, nganh nghé thi cong, nghé ty do).'®' Khai niém
nguoi tiéu dung khong mé rong cho cic phap nhan, ngay ca khi ho c6 tinh chat phi
kinh doanh (vi du: cac hiép hoi phi loi nhuan). Toa an Cong 1y da kién quyét cho
rang cac dinh nghia vé ngudi tiéu dung cua EU khong duoc dwa ra mot cach giai
thich rong hon. Piéu nay khong ngin can Lién minh EU 4p dung céc quy dinh rong
rdi hon trong luat phap qudc gia trong cac linh vuc duoc bao vé boi su hai hoa tbi
thiéu.Cac hé théng phap 1y cia Lién minh EU thay d6i rat nhiéu vé pham vi cua
khai niém nguoi tiéu dung. Vi du trong Thong bao ciia Uy ban 2004 giai thich vé
Luat Canh tranh EU 2004 lai dua ra giai thich: “Ngwoi tiéu diing bao gom tdt ca
ngueoi dimg triec tiép ciia san pham dwoc théa thudn trong théa thudn, bao gém cdc
nha san xudt sir dung cdc san phcfm lam dau vao, nha ban buén, nha ban 18, va
ngueoi tiéu dimg cudi cing, tike 1 nhitng nguoi tw nhién dang hanh déng cho cdc
muc dich ngoai thiong mai hodc nghé nghiép ciia ho.”'®
Phan 16n cac nudc trong Lién minh déu c6 mot dinh nghia bao quat, 4p dung

theo Luat vé Nguoi tiéu dung (vi du: Ao, Btic, Ba Lan). Mot s6 c6 mdt vai dinh

160 Ngoai ra trong céc an 1§, nguoi tiéu dung con dugce xac dinh dya trén mdt so dac diém khac nhu:

“Nguoi tiéu dung 14 nhitng ngudi bi anh huong boi chinh sach gia, thuc tién tai chinh, chit lugng hang hoa
va dich vy, bdo cdo tin dung, thu ng va cac hoat dong thuong mai khac ma luat bao vé nguoi tiéu dung cia
tiéu bang va lién bang ban hanh.” Xem thém tai Bowe v. SMC Elec. Prods., 945 F. Supp. 1482, 1485 (D.
Colo. 1996).

1! Rafal Manko, The notion of “consumer” in EU law, Library Briefing: Library of the European
Parliament, 130477REV1, 2013, link truy cap tai: http://www.library.ep.ec — http://libraryeuroparl.
wordpress.com.

162 Daskalova, Victoria 1., Consumer Welfare in EU Competition Law: What is It (Not) About?
(May 1, 2015). The Competition Law Review (2015), Vol. 11, Issue 1, pp 131- 160; TILEC Discussion

Paper No. 2015-011.
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nghia, tiy thudc vao bdi canh. Tuy nhién, & Phéap, khai niém vé nguoi tiéu dung
hoan toan khong dugc dinh nghia, va né tuy thudc vao cac toa an dé quyét dinh xem
trong nhimng truong hop cu thé, ai d6 c6 nén duge coi 1a ngudi tiéu ding hay
khong.'®

Tuy nhién, hau hét phép luat cac quéc gia, bao gém lu6n ca luat Viét Nam,
déu khong dé cap dén khai niém “Nguoi dung cubi”.

Tir dién Blacklaw dictionary dua ra khai niém tuong d6i khai quat: “Nguwoi
diing cudi la nguoi thuc té siv dung mét san pham, hé théng hodc quy trinh c6 thé
chuyén giao”.'* Tt dién Cambridge dinh nghia “Ngudi dung cudi” 13 “cd nhdn
hodc té chike stk dung mét cdi gi d6 hon la mét t6 chire thwee hién viéc mua bdn thir
d6”.'% C6 thé thiy, néu ngudi dung cudi duge xac dinh tp trung vao muc dich sir
dung thi trong khai niém ngudi tiéu dung, tir dién chi néi mot cach khai quat 1a myc
dich riéng, khong cu thé. Nhu vay xét vé muc dich thi nguoi tiéu ding sé& c6 muc
dich da dang hon so voi ngudi dung cudi. Ngoai ra, cha thé 1a nguoi dung cudi bao
gdm ca c4 nhan va to chirc, thay vi chi néi dé ca nhan.

Trén thuc té, nguoi dung cubi chi dugc str dung dé chi ngudi sir dung céc san
pham phan mém hay hé théng may tinh. Nguoi dung cudi 13 c4 nhan sir dung san
pham sau khi san pham dugc phat trién va dua ra thi truong. Thuat ngit nay hiru ich
vi n6 phéan biét hai 16p nguoi dung, ngudi dung yéu ciu mot san pham thanh pham,
toan ven, khong c6 13i (tirc 1a ngudi dung cudi) va ngudi dung co thé st dung cing
mot san pham nhung cho muc dich phat trién thém hodc muc dich khac ngoai sir
dung.

Tom lai, khai niém “Nguoi dung cudi” s& c6 pham vi hep hon va bi bao ham

boi “Nguoi tiéu dung”, thuong ngu ¥ chi mot ¢4 nhan/té chirc ¢o trinh d6 chuyén

163 Rafal Manko, tldd.

"% Nguyén van tiéng Anh: “Actual person who uses a deliverable, be it a product or a system or a

process.” Xem tai:https://thelawdictionary.org/end-user/ truy cap ngay 29/3/2020.
' Nguyén van tiéng Anh: “the person or organization that uses something rather than an

organization that trades in it”. Xem thém tai Cambridge Dictionary Online, https://dictionary.cambridge.org/

vi/dictionary/english/end-user truy cap ngay 24/3/2020.
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moOn may tinh tuong ddi thép. Trur khi ban 1a mot 1ap trinh vién hodc ky su, ban gﬁn
nhu chic chin 14 ngudi dung cudi.

3.1.2 Ngwoi diung cudi tai Viét Nam

Theo sb liéu théng ké trong linh vuc cong nghé nam 2019,'%° dan sb Viét
Nam dat méc xap xi 97 triéu dan, véi ty 1¢ dan thanh thi 1a 36%. Cung trong nim
nay, co 64 tridu nguoi sir dung internet, ting dén 28% so v&i ndm 2017. Trong do,
c6 t6i 58 tridu ngudi ding mang xa hoi trén thiét bi di dong tinh dén dau nam 2019,
con sd nay ting dén 8 tridu ngudi dung so véi cing ky ndm trude. So voi thé gidi,
sd nguoi dung internet ctia Viét Nam dang dtng tht 12 thé gidi, cao hon ca Vuong
qudc Anh, Phap, Y va Han Qudc.

Cung v6i su phat trién cua cong nghé, cac dong dién thoai phan khuc tim
trung — thap lién tuc duoc ra doi gitp cho nhidu ngudi cé thé dé dang so hitu nhimng
chiéc dién thoai thong minh va tiép cén véi internet. Mac du dan sé chi dat 96.96
triéu ngudi nhung sé thué bao dién thoai da duoc ding ky 1én téi 143.3 triéu sb.
Piéu nay cho thiy phian dong ngudi dan Viét Nam da tiép can voi dién thoai di
dong thong minh va cling khong it nguoi sir dung 2-3 chiée dién thoai cing mot lic
dé phuc vu cho cudc séng, cling nhu cong viéc.

Theo sb liéu théng ké internet Viét Nam 2019,'*” nguoi ding Viét Nam danh
trung binh t6i 6 gio 42 phit mdi ngdy dé tham gia cic hoat dong lién quan t6i mang
Internet. Bio céo ciing dé cap thém, nguoi dung Viét Nam dung trung binh 2 gid 32
phut dé ding mang xa hoi, 2 gid 31 phut dé xem céc stream hodc cac video truc
tuyén va dung 1 gio 11 phat dé nghe nhac. 94% la ty 18 nguoi dung Internet & Viét
Nam st dung internet hang ngdy. Va 6% la sé nguoi st dung Internet it nhat mot
lan trong tuan. Nhin véo s liéu thong ké ta c6 thé thdy, ngudi dung internet & Viét

Nam khong tach roi cac hoat dong lién quan dén internet qua mot tudn.

16 Bao cao Digital Marketing Viét Nam 2019, VNTWORK, Xem chi tiét tai:
https://vnetwork.vn/news/cac-so-lieu-thong-ke-internet-viet-nam-2019truy cap ngay 29/3/2020.
7 Bo Cong Thuong — Cyc TMDT va KTS, Sach tréng Thurong mai Dién tir Viét Nam nam 2019.

Truy cap tai idea.gov.vn.
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Vé co so ha tang, toc do truy cip internet van ting trudng hang nam. Cu thé
theo bdo cdo, toc do truy cap internet trung binh & dién thoai 1a 21.56 MBPS (ting
6.1% so v&i nam ngoai) va & may tinh la 27.18 MBPS (tang 9.7%). Thoi gian st
dung internet cta ngudi dung Viét ludn gia ting véi toe d6 cao. P6 1 vi ngdy cang
c¢6 nhiéu cac ung dung web hitu ich nhan duoc sy tin tuong 1on tir nguoi ding
internet hién nay. Pé c¢6 duoc sy tin tuong 16n tir nguodi dung internet 1a ca mot
hanh trinh tranh du gitta cic doanh nghiép cung cip Gmg dung website vdi bon toi
pham mang.

Trong s6 64 triéu nguodi dung internet tai Viét Nam 2019, thi ) lugng ngudi
dung truy cap bang thiét bi di dong 13 61.73 triéu ngudi (chiém 96% sd nguoi st
dung internet). Trong sd 143.3 triéu sé thué bao dugc dang ky thi c6 t6i 45% da
dang ky 3G va 4G. Theo thdng ké 2019, c6 tdi hon 2.7 ty luot tai vé cac img dung
trén dién thoai va s tién nguoi tiéu dung chi ra cho nhitng tng dung nay 1a 161.6
triéu $, trung binh mot ngdy mdi nguoi cham vao dién thoai hon 150 1an, va chi tir
nam 2018 dén 2019, sb lugng nguoi dung mang xa hoi trén thiét bi di dong da tang
dén 16%.

Tan suat ngudi dung st dung internet ngay cang 16n, kéo theo d6 1a cac dich
vu kinh doanh qua internet ciing phat trién manh. Céac dich vu tang toc do truyén tai
website luén dugc quan tdm. Hai ung dung dugc st dung phd bién nhat hién nay,
thu hat dugc nhiéu nguoi st dung nhét, d6 1a Youtube va Facebook. C6 thé théy hai
mg dung nay déu cung cép dich vu lién két mang xa hoi voi nhiéu hinh thirc giai tri
khac nhau. Ngoai ra, néu Youtube chi manh ¢ mang thong tin va giai tri, Facebook
c6 thé manh v6i kha ning phat trién thanh trang thwong mai dién tr v&i lugng
nguoi truy cip va mua hang khong 16.

Céc sd liéu théng ké moi nhit cho thay, hién nay ngudi dung cudi chiém sb
luong khong 16 va con sb ngay cang ting 1én. Ngudi dung cubi tai thi truong Viét
Nam chu yéu st dung cac tng dung trén thiét bi di dong nhiéu hon so véi cac
chuong trinh phdn mém gin v4i may tinh xach tay hay may tinh ban truyén thong.

Do d6, c6 thé thiy cha yéu cac EULA ma ngudi dung cudi tai Viét Nam giao két
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déu 1a cac EULA gan kém vdi céc thiét bi di dong, dudi hinh thire hop dong ton tai
trén website (hodc chu yéu 1a cac rolling contract), bao gém ca hai loai phd bién
nhat 12 hop dong nhap chudt (click-wrap contract) va hop dong trinh duyét (browse-
wrap contract). Nhung hau hét cac img dung di dong trén dién thoai thong minh hay
cac may tinh bang hién nay déu dugc thiét ké chu yéu theo mé hinh cia click-warp
contract. Néu tinh trung binh moi dién thoai di dong chira 10 tmg dung thi it nhét,
mot ngudi ding cudi s& giao két 10 EULA, chua ké cac cap nhat qua thoi gian. Vi
2,7 ty luot tai ung dung, tirc 13 twong tng véi 2,7 ty EULA dugc giao két. Con sd
khong 16 nay cho thdy kha ning tic dong cia EULA dén théi quen tiéu dung va
quyén loi ctia ngudi dung cudi tai Viét Nam 13 vo cung 16n.

3.1.3 Quyén ciia ngwoi diing cudi trong phdp ludt Vigt Nam va phdp ludt

cdc nwoc

Nhu duoc khang dinh tai phan dau ctia chuong nay, ngudi dung cudi 1a mot
bd phan cua ngudi tiéu ding. Do d6, nhung cac quyén co ban ma nguoi tiéu ding
dugc cong nhan thi ngudi dung cudi ciing s& ¢6 nhitg quyén do.

Ngay 15 thang 3 nim 1962, c6 Tong thong Hoa Ky John F. Kennedy da
tuyén bd trong mot bai phat biéu tai Thuong vién My rang “Nguwoi tiéu ding bao
gom tdt ca ching ta. Pdy la nhém doi twong 16n nhdt trong nén kinh té, twong tdc
v6i hdu hét cdc quyét dinh kinh té. Tuy nhién, dit quan trong nhw thé, nhung y kién
va quan diém ciia nguoi tiéu dimg lai khéng dwoc lang nghe.” Ciing trong bai phat
biéu nay, ¢6 Tong thong John J. Kennedy di chi ra 04 quyén co ban ciia ngudi tiéu
dung, cu thé nhu sau:'®®
- Quyén duoc an toan: Hang hoa khong duoc gay hai cho ngudi tiéu dung.

- Quyén duoc cung cap thong tin: Doanh nghiép nén cung cép thong tin day

da, chinh x4c dé nguoi tiéu dung c6 thé dua ra lya chon dung dan..., nguoi tiéu

' Papers of John F. Kennedy. Presidential Papers. President's Office Files. Speech Files. Special

message to Congress on protecting consumer interest, 15 March 1962. Link: https://www.jfklibrary.org/asset-

viewer/archives/JFKPOF/037/JFKPOF-037-028 truy cdp ngay 1/4/2020.
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dung duoc bao vé khoi nhitng thong tin gy nham 1an trong linh vuc quang cdo, tai
chinh, gan nhan,v.v.

- Quyén dugc lya chon hang hod, dich vu: Nguoi tiéu dung duoc tu do lua
chon hang hoa va doanh nghiép cung cap hang hoa.

- Quyén dugc lang nghe, gdp ¥: Nguoi tiéu ding c6 quyén phan anh, khiéu
nai vé hang héa va quyén nhan duoc sy xem xét, giai quyét triét dé va hiéu qua céc
phan anh, khiéu nai do.

Nam 1985, noi dung vé quyén cia nguoi tiéu ding dugc Lién hop qudc
(United Nations — UN) c6ng nhan va mé rong ra thanh 08 quyén co ban ciia ngudi
tiéu dung trong tai liéu Huéng din cua Lién hop qudc vé Bao vé ngudi tiéu dung
(United Nations Guidelines on Consumer Protection). Cu thé nhu sau:'®

- Quyén dugc bao dam an toan tinh mang, strc khoe, tai san, quyén va loi ich
hop phép khac khi tham gia giao dich, sir dung hang hoa, dich vu.

- Quyén duoc yéu ciu bdi thuong khi hang hoa, dich vu khéng dung véi
cong bo, niém yét, quang céo hodc cam két.

- Quyén duoc lva chon, quyét dinh tham gia hoac khong tham gia giao dich,
cac ndi dung thoa thuan vé hang hda, dich vu.

- Quyén duoc gop ¥ kién vé gia ca, chat lugng hang hoa, dich vy, phong cach
phuc vy, phuong thire giao dich va noi dung khac lién quan dén giao dich.

- Quyén dugc tham gia xay dung va thyc thi chinh sach, phap luat vé bao vé
quyén loi nguoi tiéu dung.

- Quyén dugc cung cip thong tin chinh xac, day du vé to chirc, ca nhan kinh
doanh hang hoa, dich vy; ndi dung giao dich; nguén géc, XUt xu hang hoa; dugc
cung cép hoa don, chung ttr, tai liéu lién quan vé hang hda, dich vu.

- Quyén dugc khiéu nai, t6 cdo, khoi kién theo quy dinh.

1 United Nations Conference on Trade and Development (UNCTAD), Guidelines for Consumer

Protection, New York and Geneva, 2016. Link: https://unctad.org/en/PublicationsLibrary/ditccplpmisc

2016d1_en.pdftruy cap ngay 1/4/2020.
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- Quyén duge tu van, hd tro, huéng dan kién thuc vé tiéu dung hang hoa,
dich vu.

Tir nhitng quyén co ban nay, Huéng dan cta Lién hop quéc ciing dua ra
nhimg kién nghi cu thé cho cac Chinh phii trong chinh sach bao vé ngudi ding
trong mot sb linh vuc cu thé.

Riéng d6i v6i ngudi dung cudi trong cic giao dich lién quan dén tmg dung,
phan mém va chuong trinh thuong mai dién tir, Lién hop qudc khuyén khich céc
qudc gia nén co chinh sach bao vé nguoi tidu dung thich dang trong cac giao dich
dién tir va co cac chinh sach ngang bang nhu cac phuong thic giao dich tryc tiép
khac. Ngoai ra, Lién hop qubc ciling khuyén nghi ra soat cac van ban phéap luat cia
cac nudc dé dam bao thich nghi v6i cac hinh thic thuong mai dién ti.

Pic biét 1a ddi voi quyén riéng tu cia ngudi ding va kha ning bi lam dung
tir cac hop déng theo mau. Cu thé tai muc IV.11 .(e) cia Huéng dan ghi rd: “Doanh
nghiép nén bdo vé quyén riéng tw ciia ngudi tiéu ding thong qua két hop kiém sodt
thich hop, bdo mdt,co ché minh bach va sw dong y ciia nguoi ding lién quan dén
viéc thu thap va su dung thong tin ca nhan cua ho”.”o Va tai muc 26 cua Hudng
dan, Lién hop quéc cling chi 16 “Nguwoi tiéu dung can dwoc bao vé khéi viéc bi lam
dung tir cdc quan hé hop dong nhw cac hop dong mau mét bén, théa thudn loai triv
cac quyén thiét yéu trong hop dong va cdc diéu kién bt binh dang quy dinh béi

NS U1
nguoi ban.”

""" Nguyén van tiéng Anh: “Businesses should protect consumers’ privacy through a combination of

appropriate control, security, transparency and consent mechanisms relating to the collection and use of
their personal data.” Xem thém tai: United Nations Conference on Trade and Development (UNCTAD),
Guidelines for Consumer Protection, New York and Geneva, 2016.

Link: https://unctad.org/en/PublicationsLibrary/ditccplpmisc2016d1_en.pdftruy cap ngay 1/4/2020.
171

Nguyén vin tiéng Anh: “Consumers should be protected from such contractual abuses as one-
sided standard contracts, exclusion of essential rights in contracts and unconscionable conditions of credit

by sellers.” UNCTAD, tldd.
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Vé6i nhimg dinh huéng nay vé chinh sach nay, cac qubc gia s& luat hoa va
ban hanh cac quy dinh phu hop va day du dé bao vé cac quyén ctia ngudi dung cubi
trudc cac nguy co bi lam dung quyén tir cac giao dich mang va thuong mai dién tu.

Nhu vay c6 thé thay, hau hét cac huéng dan cia Lién hop qudc vé bao vé
quyén clia ngudi tiéu dung, bao gdm ca trong méi trudng mang va thuong mai dién
tir, chi chu trong dén bao vé quyén riéng tu v6i thong tin ca nhan, va han ché kha
ning bi lam dung boi cac hop dong mau, khong thdy dé cap dén bao vé quyén tai
san clia ngudi dung ddi véi cac tai san ao tir moi truong internet.Day c6 thé 1a mot
thiéu sot kha 16n ¢ goc d6 bao vé quyén cia ngudi ding cudi trong bdi canh cac
giao dich mang phat trién v cing manh mé& nhu hién nay. Vi thé, theo quan diém
clia tac gia, quyén cta ngudi dung cudi can duogc tiép can ¢ hai goc do: (1) Quyén
tai san ctia ngudi dung cudi phat sinh tir tai san 40; va (2) Quyén nhan than bao gdbm
cac quyeén riéng tu ddi voi thong tin ca nhan da dugce chap nhan cung cap quan cic
EULA.

a. Phap luat biao vé ngudi diung cudi ctia Vit Nam

Véi vai tro 1a nguoi tiéu ding, cic quyén cia ngudi dung cudi tai Vit Nam
duoc ghi nhan trong BS luat Dan sy 2015 nhu bén mua trong cac giao dich dan su
va duge cu thé hoa cac quyén cin ban trong Luat Bao vé quyén loi ngudi tiéu dung
2010." Riéng ddi v6i quyén loi cia nguoi tiéu dung trong cac hop dong theo
mau/diéu kién giao dich chung, Luat Bao vé quyén loi ngudi tiéu ding 2010 co quy
dinh mot s6 cac diéu khoan gay bét loi cho ngudi dung ma néu quy dinh trong hop
dong thi s& khong c6 hiéu lyc nhu:'”

a) Loai trur trach nhiém cua td chuc, ca nhan kinh doanh hang hoa, dich vu
d6i véi nguoi tiéu dung theo quy dinh ciia phép luat;

b) Han ché, loai trir quyén khi€u nai, khoi kién ctiia nguoi tiéu dung;

1728 quyén cin ban ciia nguoi tiéu ding dwoc quy dinh tai Diéu 8, Luat Bao vé quyén loi ngudi tiéu

ding 2010.

'Luat Bao vé quyén lgi nguoi tidu ding 2010, Diéu 16.
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¢) Cho phép to chirc, ca nhan kinh doanh hang héa, dich vu don phuong thay
d6i diéu kién cua hop dong di thoa thuan trude véi ngudi tiéu dung hodc quy tic,
quy dinh ban hang, cung tng dich vu ap dung ddi véi nguoi tiéu dung khi mua, st
dung hang hoéa, dich vu khéng dwoc thé hién cu thé trong hop dong;

d) Cho phép t6 chirc, ca nhan kinh doanh hang héa, dich vu don phuong xéac
dinh nguoi tiéu dung khong thyce hi€én mot hoac mot sb nghia vu;

d) Cho phép td chuc, ca nhan kinh doanh hang hoa, dich vu quy dinh hodc
thay d6i gia tai thoi diém giao hang héa, cung tng dich vu;

e) Cho phép t6 chirc, ca nhan kinh doanh hang hoa, dich vu giai thich hop
ddng trong truong hop diéu khoan cua hop dong dugc hiéu khac nhau;

g) Loai trur trach nhiém cua td chuc, c4 nhan kinh doanh hang hoa, dich vu
trong truong hop td churc, ca nhan kinh doanh hang hoa, dich vu ban hang hoa, cung
ung dich vu thong qua bén thu ba;

h) Bét budc nguoi tiéu ding phai tudn thii cac nghia vu ngay ca khi to chuc,
ca nhan kinh doanh hang hoa, dich vu khong hoan thanh nghia vu ctia minh; va

i) Cho phép t6 chirc, ca nhan kinh doanh hang héa, dich vu chuyén giao
quyén, nghia vu cho bén thit ba ma khéng dwec ngwoi tiéu ding dong y trudc.

Nguoi tiéu ding can phai khoi kién ra Toa an dé yéu cau tuyén bd va xir 1y
diéu khoan ctia hop dong giao két voi ngudi tiéu dung, diéu kién giao dich chung vi
pham nhiing truong hop trén.

Vé bao vé cac quyén ciia ngudi dung cudi trong méi trudng mang, Viét Nam
budc dau di xdy dung mot sd cac van ban quy pham phap luat 1am nén tang bao
dam quyén cta ngudi dung trong cac giao dich dién tir nhu Luat Giao dich dién tu
ngay 29/11/2005, Luat Cong nghé thong tin ngay 29/6/2006, va Luat an toan thong
tin mang s6 86/2015/QH13 ngay 19/11/2015 va cac vin ban hudng dan lién quan.

Gan day nhat, Nghi dinh 15/2020/ND-CP Quy dinh xir phat vi pham hanh
chinh trong linh vyc buu chinh, vién thong, tin sb vo tuyén dién, cong nghé thong
tin va giao dich dién tor (“Nghi dinh 15/2020/ND-CP”) do Chinh Phu ban hanh
ngay 3/2/2020, vira bat dau c6 hiéu luc tir 15/4/2020. Nghi dinh nay di cu thé cac
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muirc phat c6 lién quan dén xam pham mot s6 quyén cta ngudi dung cudi khi st
dung céc san ph'flm phﬁn mém va giao dich dién tir da dugc dé cap ¢ cac Luat Giao
dich dién tu, Luat Cong ngh¢ thong tin, Ludt an toan thong tin mang va Luan An
ninh mang.

O day, c6 thé thidy Nghi dinh 15/2020/ND-CP di dwa vao xur phat ddi véi
mat s6 hanh vi lién quan dén bao vé quyén nhan than va cac quyén khac cua ngudi
dung cudi nhu nanh vi khong cong bd hoic cong bd khong day dii noi dung thong
tin trén san pham hoic bao goi clia san pham noi dung thong tin sé hoan chinh
(Piéu 74); hanh vi mao danh khi giri théng tin trén moi trudng mang (Dicu 77);
khong c6 cac hé théng bao dam quyén loi cho nguoi ding cudi 1a tré em khi sir
dung chuong trinh. (Piéu 77); hanh vi g thu rac hodc tin nhan rac hodc thu quing
c40 mang tinh qudy nhidu ngudi dung bang nhiéu hinh thirc khac nhau ma chwa
dwoc ngwoi nhian/nguoi ding dong ¥ hodc da bi ho tir choi (Diéu 82, 94); hanh vi
khong ngin chin hoic khong trang bi dii cac yéu cau ki thuat khac nham giam hodc
ngin chin tin rac cho nguoi dung (Piéu 82, 94); thu thap thong tin ca nhan khi
chwa cé sw dong ¥ cua chi thé thong tin ca nhan vé pham vi, myc dich cta viéc thu
thap va str dung thong tin do. (Diéu 84); khong bao mat, tiét 10, cung c?ip, ban hoac
lwu trit thong tin lién quan dén ngudi dung cho bén thir ba ma chwa cé sw chip
thudn hay dong y ctua ngudi dung hodc khi da cé yéu cdu ngirng cung cdp (Piéu
84); sit dung khong ding muc dich thong tin cd nhan da théa thudn khi thu thap
hoic khi chwa cé sw dong y cia chil thé théng tin c4 nhan cua nguoi diung (Piéu
84); khong thong bao cho chu thé thong tin ca nhan sau khi hity bo thong tin ca
nhan da luu trir hodc chua thyc hién dugc bién phap phi hop dé bao vé thong tin ca
nhan do yéu té k¥ thuat (Piéu 85); khong cap nhat, stra d6i, huy bo thong tin ca
nhan d3 luu trit theo yéu cau cta chi thé thong tin ca nhan hodc khong cung cip cho
chi thé thong tin ¢4 nhan quyén tiép can dé tu cap nhat, stra doi, huy bd thong tin ca
nhan cua ho (Piéu 85); khong huy bo thong tin ¢4 nhan da dugc luu trir khi da hoan

thanh muc dich str dung hodc hét thoi han luu trit (Piéu 85); va luu trit thong tin ca
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nhan cta nguoi khac thu thap duoc trén moi trudong mang vwet qua thoi gian quy
dinh ciia phdp ludt hodc theo théa thudn giiva hai bén (Piéu 103).

DPdi v6i cac td chire doanh nghiép thiét 1ap mang xa hdi (nhu facebook,
youtube, zalo, v.v.), Nghi dinh 15/2020/ND-CP s€ xt 1y cac hanh vi c6 kha nang
lam anh hudéng dén quyén cta ngudi ding mang x3a hoi (Piéu 100) nhu cong khai
khéng day dii théa thudn cung cdp va sie dung dich vu mang xi héi trén trang
chiui ciia mang xa hgi; khong c6 bién phap bao v€ bi mat thong tin riéng hodc thong
tin c4 nhan ctia ngudi st dung; khong théng bao cho ngudi sir dung vé quyén, trach
nhiém, rai ro khi luu trit trao d6i, chia sé thong tin trén mang; khong bdo ddim
quyén quyét dinh ciia ngwoi s dung khi cho t6 chirc, doanh nghiép thiét 1ap mang
xa hoi cung cép thong tin c4 nhan ctia ho cho bén thir ba; khong dang ky, luu trir va
quan 1y thong tin c4 nhan cia nguoi thiét 1ap trang thong tin dién tir ca nhan va
nguoi cung cip thong tin khac trén mang xa hoi theo quy dinh; sir dung thong tin ca
nhan ctia ngudi khac trén mang xa hoi nhung chwa dwoc sw dong y cia ca nhan do;
va khong cong khai thoa thuan cung cap va sir dung dich vu mang xa hoi trén trang
chu.

Riéng dich vu tro choi dién tir trén mang (Diéu 104), Nghi dinh xt 1y céc
hanh vi xdm pham quyén nguoi choi nhu ngimg cung cép dich vu trd choi dién tir
khi thong bao trén trang thong tin dién tr cung cap tro choi dién tir chwa dii 90
ngay hoic bao céo bang van ban v6i co quan nha nudc co thim quyén chua da 15
ngay; khong cung cép thong tin vé trd choi dién tir trén mang hoic khong phan loai
trd choi dién tr theo do tudi hodc khong khuyén cdo cac tac dong ti€u cuc cod thé
xay ra d6i véi nguoi choi trong cic chuong trinh quang céo, trén trang thong tin
dién ttr ctia doanh nghiép, trong timg trd choi; khong bao dam quyén loi ctia ngudi
choi theo dung quy tic ciia tro choi di¢n tiv di céng bé hoic khong co cac giai
phap bao dam quyén loi ciia ngudi sir dung khi ngimg cung cip dich vu trd choi
dién tir trén mang hodc khong tiép nhan, giai quyét cac tranh chip phat sinh; va quy

doi vt phdm do, don vi do, diém thuéng dwoc thanh tién hodc thé thanh todn



111

hodc phiéu thwéng hodc cdc hi¢n vt cé gid tri giao dich bén ngodi tro choi dién
tie dwéi bét ky hinh thirc nao.

Véi cac hinh thirc phat tién 1én dén vai chuc triéu dong ddi v6i cac hanh vi vi
pham, kém theo céc hinh thirc phat bd sung khéac, cho thay cac nha lam luat Viét
Nam d4 nd lyc trong viéc xay dung mot co s phap 1y tdi thiéu dé bao vé quyén loi
clia cac nguoi dung cudi tai Viét Nam. Tuy nhién, v6i nhitng quy dinh trén, tic gia
c6 mot sd danh gia nhu sau:

- Phap luat Viét Nam vé bao vé ngudi dung trong moi truong mang da co
nhing tiép thu va bd sung kip thoi trudc cac hanh vi xdm pham thong tin ca nhan
nguoi ding & mic d6 ngang bang phap ludt clia cac qudc gia tién tién trén thé gidi
s& dugc gidi thiéu & phan sau day.

- EULA chua duoc cong nhan mot cach chinh thirc 13 cac hop dong theo mau
(hay diéu kién giao dich chung ddi v6i cac browse-wrap contract) dé ap dung cac
quy dinh vé hop dong theo miu. Nhu vy, néu xay ra tranh chap, cac Toa an can
duogc giai thich cac EULA theo hudng 1a cac hop dong theo mau hon 1a cac thoa
thuan cip phép. Cac EULA khong nhat thiét phai bat budc dang ky nhu quy dinh
trong Ludt Bao vé quyén lgi ngudi tiéu dung 2010, vi hiéu qua cua viée dang ky
khong cao, nhung it nhat can dugc thira nhan 1a hop dong theo mau.

- Cac hanh vi c6 kha nang anh huéng dén quyén cta ngudi dung van cé thé
dugc nha cung cdp thuc hién ma khong vi pham luat néu nguoi dung cudi da cho

phép (hodc da v tinh cho phép) dwa trén dic tinh giao két ciia cac EULA.'"”

174 Can ctr trén Quyét dinh 02/2012/QD-TTg ngay 13/1/2012 va Quyét dinh 35/2015/QD-TTg ngay
20/8/2015 thi hién nay chi c6 11 linh vuc hang héa, dich vu thiét yéu phai dang ky hop dong theo miu, didu
kién giao dich chung véi S& Coéng Thuong, bao gdm: (1) Cung cip dién sinh hoat, (2) Cung cip nudc sinh
hoat, (3) truyén hinh tra tién, (4) Dich vu dién thoai ¢ dinh mat dét, (5) Dich vu thong tin ¢ dinh mat dét,
(6) Dich vu truy nhép internet, (7) Van chuyén hanh khach duong hang khong, (8) Van chuyén hanh khach
duong sét, (9) Mua ban can ho chung cu va cac dich vu kém theo, (10) Dich vu thé ngan hang, vay vbn ca
nhan, va (11) Bao hiém nhan tho. Cac EULA giita ngudi ding cudi va nha phat trién phan mém, ting dung
khong nam trong danh muc nay.

175 Xem phan t6 dam tai cac ndi dung bén trén.
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- Thai do cta cic nha lam luat Viét Nam vé phuong dién tai san 4o kha rd
rang. Mic du c6 kha nhiéu cong trinh nghién ctru va y kién chuyén gia dé xuét viéc
cong nhan tai san a0 nhu mot quyén tai san,'’® nhung phap luat Viét Nam van dimg
trén tinh than khong cong nhan quyén tai san ciia nguoi dung cudi dbi vai tai san ao
(bao gdm tat ca cac gia tri phat sinh trong thé gidi 4o va tién ao).

b. Bao vé nguoi diung cudi trong phap luiat mot sé quoc gia

b.1 Bao vé quyén riéng tu vé thong tin ca nhin cua ngudi dung cudi

*Phap luat Hoa Ky

Khoéng giéng nhu Viét Nam, co6 riéng mot dao luat vé bao vé quyén loi nguoi
tiéu dung, phap luat lién quan dén bao vé cac quyén ciia ngudi dung tai Hoa Ky bao
g6m ca mot hé théng lién quan dén cac linh vuc va mtc do khac nhau.

Co quan cao nhét chiu trach nhiém dam bao quyén loi ciia nguoi tiéu ding
Hoa Ky 1a Hoi dong Thuong mai Lién bang (The United States Federal Trade
Commission — FTC). FTC hoat dong vira riéng r& vira ¢6 phdi hop voi cac co quan
lién bang khac dé quan 1y cac luat lién quan dén bao vé nguoi tiéu dung. Muyc tiéu
téng thé 1a cung cép cho nguoi ti€u dung mét thi truong minh bach, trung thyc va
cung cap cic san pham chat lugng cao nhat véi gia ca canh tranh. FTC 1a mot co
quan lién bang doc 1ap voi 5ty vién dugce bd nhiém chinh thic, dwoc Thuong vién
xac nhan, mdi ngudi phuc vu 70 nhiém ky. Khong qua ba ty vién c6 thé 1a thanh
vién cua dang chinh tri cia Tong thong. Puogc thanh 1ap vao nam 1914, FTC c6 2
muc tiéu chinh:'”’

(i) Bao vé ngudi tiéu dung bang cach ngin chin gian 1an, lira dbi va cac hoat

dong kinh doanh khong cong bang trén thi truong va

176 Xem thém céc nghién ctru ciia TS. Pham Thi Thuy Hang, Giai phép quan ly tién o, tai san ao,

Tap chi Tai chinh, s§ 05/2018, va ¥ kién cta ThS. LS. Pham Thanh Binh, C6 Nén Cong Nhan “Tai San Ao”
la Mot Loai Tai San?, dang trén Céng Thong Tin Lién Poan Luat Su Viét Nam, 2016. Link:

http://liendoanluatsu.org.vn/index.php/vi/tin-tuc/phap-luat/1262-co-nen-cong-nhan-tai-san-ao-la-mot-loai-tai-

san.html truy cép ngay 13/4/2020.

77 Xem thém trén trang web chinh thtc ciia FTC tai https:/www.ftc.gov/ , truy cap ngay 14/4/2020.
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(ii) Duy tri su canh tranh bang cach ngin chin cic hoat dong kinh doanh
chbng canh tranh.

FTC c6 thim quyén thyc thi Phan 5 (a) ciia Dao luat Lién Bang (United State
Code — U.S.C.), trong d6 cdm cac hanh vi khong cong bang hodc lira ddo va cac
hoat dong anh huong dén thwong mai. Theo FTC, Iira dbi xay ra khi c¢6 mot hién
dién vat chat, hodc hanh vi c6 kha ning danh lira nguoi tiéu dung dang hanh dong
hop 1y trong cac tinh hudng. Cac hanh vi khong cong bang 1a nhiing hanh vi gy ra,
hoic co kha ning gay ra, gdy thiét hai dang ké va khong thé tranh khoi cho ngudi
tiéu dung ma khong c6 bt ky loi ich nao d6i nghich véi nguoi tiéu dung hodc canh
tranh. Cac hanh vi vi pham quyén loi nguoi ti€u dung c6 thi bi FTC phat dan sy 1é€n
dén 10.000 USD mbi lan vi pham.'"™

Ngoai ra, FTC con c6 kha niang thyc thi va quan 1y theo bon muoi sdu dao
luat khac, ba muoi bay trong s6 d6 lién quan dén nhiém vu bao vé nguoi tiéu dung.
Trong sb cac luat nay c6 cac hanh vi lién quan dén tin dung, chéng han nhu Pao
luat cho vay (Truth in Lending Act), Luat thanh toan tin dung cong bang (Fair
Credit Billing Act), Luat bdo cdo tin dung cong bang (Fair Credit Reporting Act),
Pao luat co hoi tin dung cong bang (Equal Credit Opportunity Act), va Luat Tiép
thi dau khi (Petroleum Marketing Practices Act), v.v.

Noéi vé bao vé quyén riéng tu cua ngudi dung, luit bao vé nguoi tiéu ding
Hoa Ky ciing di trai qua ca mot giai doan phat trién va chinh stra dé thich nghi véi
cac hinh thirc kinh doanh va tiép thi méi.

Truée nam 2003, c6 mot thuc té kho chiu tai My, tuong tu nhu tinh trang cta
nguodi dung & Viét Nam hién nay, chinh 1a cac cudc goi tiép thi qua dién thoai
khong duoc yéu cau. Khi ngudi tiéu dung dang an téi hay dang ngii thuong bi pha
binh bdi mot hodc nhidu cudc goi dién thoai khong mong ciia mot sd nha cung cap
mudn tim cach ban san pham va dich vy ctia minh. Thong thuong, dy co thé 13 vu

dai thé tin dung, giao dich bao hiém, ding ky bdo, va d6i khi ga gim va Lra dao.

178 Waller, Spencer & Brady, Jillian & Acosta, R.J, Consumer Protection in the United States: An

Overview, Research Gate, 1/2011.
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FTC di thyc hién Quy tic ban hang qua dién thoai vao nim 1995, chi phdi mot sd
khia canh cta cic cudc goi khong duoc yéu cau, nhung vao nim 1999, co quan niy
d3 bit dau diéu tra cac thay d6i co thé dé bao vé nguoi tiéu ding tt hon. Sau ba
nim nghién ctru méi quan tdm cia ngudi tiéu dung va nghe binh ludn tir cac bén
quan tam, FTC d3 xuat ban Quy tic ban hang qua dién thoai mdi duge stra d6i vao
ngay 29 thang 1 nim 2003, hoan thanh véi cic diéu khoan cua “Do not Call
Registry”.

Theo quy dinh méi, ngudi My ¢ thé chdm dit cac cude goi tiép thi qua dién
thoai khong mong muén béng mot cudc goi dién thoai mién phi téi FTC, hoic ding
ky thong qua trang web ctia FTC.'”Khi FTC m¢ dang ky vao ngay 27 thang 6 nim
2003, nguoi My da ngay lap tic tan dung loi thé ciia dich vu mién phi. Chua day ba
thang sau khi mo, hon 50 tri¢u s6 dién thoai d3 duoc dang ky. DPén cubi thang 9
nam 2006, hon 132 triéu sb dién thoai di dugc dang ky trén S6 DPang ky Khong goi
dién, cho théy luat moi da phat huy hiéu qua tdt. 1%

Ngoai ra, ciing ndm 2003, FTC ciing bat dau ban hanh Luat Kiém soat Hanh
vi Tan cong bang Tiép thi va Khiéu dam trai phép (Controlling Assault of Non-
Solicited Pornography and Marketing - CAN-SPAM) dé xtr Iy cac hanh vi tin cong
ngudi ding qua hanh vi tiép thi.

Theo khao sat ciia FTC nam 2009 cho thay, 5 hang muc ma nguoi tiéu dung
hay phan nan nhét 1an luot bao g6m an trom danh tinh, thu no tir chi ng va bén tha
ba, dich vu internet, mua hang tai nha (home shopping), va ltra dao tién nudc ngoai.
Céc khiéu nai lién quan dén giao dich phdn mém va thiét bi may tinh dimg & vi tri
thir 15, chiém chi 2% vé&i 22.621 khiéu nai.'®' Nhitng s6 liéu khao sat nay on dinh

qua cac nam gan day.

17 Waller, Spencer & Brady, Jillian & Acosta, R.J, Consumer Protection in the United States: An

Overview, Research Gate, 1/2011.
180 Waller, Spencer, tldd.
'8! Danh muc dﬁy di dugc dang tai bdo cdo khao siat hang nam cua FTC, link:

http://www.ftc.gov/senti\nel/reports/sentinel-annual-reports/sentinel-cy2009.pdf. Truy cap ngay 13/4/2020.
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Stt Hang muc S6 lwong Ty 1€
khiéu nai
1. | An trdm danh tinh 278.078 21%
2. | Thu no tir cht no va bén thir ba 119,549 9%
3. | Dich vu internet 83.067 6%
4. | Mua hang tai nha 74.581 6%
5. | Lura dao tién nudc ngoai 61.736 5%

Bang 1.3 Top 5 khiéu nai thwong giip clia ngudi tiéu ding

Vé khia canh an ninh mang va bao vé thong tin ciia ngudi ding, Hoa Ky
cling khong ban hanh mdt dao luat riéng biét nao vé bao vé thong tin c4 nhan ma
nam rai rac & cac vin ban quy dinh khac nhau. Mot sé cac Luat chuyén nganh cia
My¥ nhu:

- Pao luat vé Uy ban Thuong mai Lién bang (FTC Act) 1a Luat bao vé nguoi
tiéu dung lién bang, nghiém cdm cac hanh vi khéng cong bang hoic lira dao va da
dugc ap dung cho céc chinh sach riéng tu va an toan dit liéu truc tuyén;

- Pao luat Hi¢n dai hoa cac dich vu tai chinh (hay con goi Pao luat Gramm -
Leach - Bliley - Financial Services Modernization Act) quy dinh viéc thu thép, st
dung va tiét 16 thong tin tai chinh;

- Pao luat vé tinh linh hoat va tinh trach nhiém vé bao hiém y té HIPAA
cling da stra lai Quy tic Thong béo vi pham vé an ninh;

- Pao luat Béo cao Tin dung Cong bang - Fair Credit Reporting Act (15 USC
1681 et seq);

- Pao luat Bao mat truyén thong dién tir;

- Pao luat Lam dung va Gian 1an May tinh (CFAA) da quy dinh viéc ngan
chan lién lac dién tr va gia mao may tinh.

- Pao luat Quan tri An ninh Thong tin Lién bang (FISMA).

Trong d6, FISMA 1a dao luat 4p dung cho moi co quan cta chinh quyén Lién

bang “yéu cau su phat trién va ap dung cac chinh sach bat budc, cac nguyén tac, cac
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tiéu chuan va cdc hudng dan vé an ninh thong tin”. Tuy nhién, nhitng luat nay lai
khong giai quyét dugc van dé ciia cac nganh khac lién quan téi may tinh chang han
nhu nganh cung cép dich vu Internet (ISPs) va nganh phin mém. Hon thé nira,
nhitng dao luat nay khong chi rd nhitng bi¢n phap an ninh mang nao phai dugc ap
dung va yéu cau chi mot mic d6 an ninh hop 1y.Ngon ngit mo hd cia nhitng dao
luat nay khién nguoi ta hiéu theo nhiéu cach khac nhau.

Gan day nhat, giéi 1ap phap My cua ca hai dang da chi trich cac bé bdi cua
Facebook, Alphabet (cong ty me ctia Google) va Twitter vi pham dir liéu, thiéu cac
tiy chon bao mat truc tuyén va thién vi chinh tri. Do d6, nam 2019, dy luat bao vé
thong tin cd nhan nguoi tiéu dung (Consumer Data Privacy Legislation 2019) da
dugc soan thao va dang dua ra 1y y kién thong qua cta cic bang trong nim nay.
Dy luét s& dua ra cac quy dinh vé thuc hanh quyén riéng tu cia cac thuc thé thuong
mai, dich vu truc tuyén hodc trang web thuong mai, bao gém cac luat lién quan dén
quyén riéng tu cta dir liéu ngudi tiéu dung, cac khiéu nai vé quyén riéng tu truc
tuyén, thu thap dit liéu sinh tric hoc ctia ngudi tiéu dung, quy dinh mai gisi dir lidu
va van dé riéng tu ctia nguoi tiéu dung linh tinh khac. Pong thoi, dy luat nay sé cho
phép chinh phu My ap dat cac an phat tai chinh véi nhitng cong ty lam dung hoac
dé ro ri dit liéu ngudi dung. Ngoai ra, du luat cling trao quyén cho FTC c6 thé giam
sat cac cong ty vién thong va phi 1oi nhuan, xir phat hanh chinh dan su va ban hanh
cac quy dinh duéi luat bao vé quyén riéng tu trén internet.'**

O cap tiéu bang, chinh quyén cac bang di cd gang dé cai thién an ninh mang
va tinh trang xdm pham thong tin nguoi dung bang cach ting tdim nhin chung cua
cac doanh nghiép vé van dé an ninh mang yéu kém.

Trong s6 d0, co thé thay California la tiéu bang tich cuc nhat trong viéc dua

ra cac luat bao v€ thong tin nguoi dung. Vao nam 2003, California da thong qua

"2 Xem thém tai website cia co quan lap phap My NVSL (National Conference of State

Legislatures).

Link: https://www.ncsl.org/research/telecommunications-and-information-technology/consumer-

data-privacy.aspx truy cép ngay 13/4/2020.
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Pao luat Khai bao 16 hong an ninh mang, yéu cau bat ky cong ty ndo giit thong tin
ca nhan cua cong dan California va c6 16 hong an ninh mang phai bao cao chi tiét
vu viéc ndy. Thong tin ca nhan ndy bao gdm tén, s6 an sinh xa hoi, s6 gidy phép lai
xe, s6 thé tin dung hodc thong tin tai chinh. Mot sb tiéu bang khac da lam theo
California va thong qua dao ludt nay. Cac dao luat khai béo 16 hong an ninh nay
tring phat cac cong ty vi that bai trong viéc bao vé an ninh mang cta ho dong thoi
cho ho tu do lua chon cach dam bao mat hé théng cua ho. Ngoai ra, quy dinh nay s&
tao ra mot dong luc cho céc cong ty tu nguyén dau tu vao an ninh mang dé tranh
kha nang mét danh tiéng va thiét hai kinh té c6 thé dén tir mot cudc tn cong mang.

Nam 2004, Co Quan Lap Phap California thong qua Dy luat California 1950
cling &p dung cho cac doanh nghi€p s¢ hiru hodc gilr thong tin c4 nhan cho cu dan
California. Dy luat nay yéu cau cac doanh nghiép duy tri mot mac do hop 1y vé an
ninh va nhiing bién phap bao mat can thiét ndy ciing mé rong téi cac ddi tac kinh
doanh. Pay 13 mot sy cai tién trén céac tiéu chuan lién bang vi né mé rong sb luong
doanh nghiép can thiét & duy tri mot tiéu chuan chap nhan dugc vé an ninh mang.
Tuy nhién, gidng nhu phap luat lién bang, né doi hoi mot mirc do an ninh mang hop
Iy va khién nguoi ta hiéu theo nhiéu cach khac nhau cho dén khi 4n 18 duoc thiét
1ap.

Moi nhat, Pao luat bao vé ngudi tiéu dung California nim 2018 (CCPA) da
duoc ban hanh vao thang 6 nam 2018 va duoc sua ddi vao thang 9 va s€ co6 hiéu luc
tir ngay 1 thang 1 nam 2020 (c6 kha ning sira d6i bo sung vao nam 2019). CCPA i
mot trong nhiing luat riéng tu tryc tuyén rong nhat trong Hoa Ky, anh huéng dén
cac cong ty trén toan qudc 1am kinh doanh vé6i cu dan California.'®

C6 thé thay, hé thong phap luat ciia Hoa Ky vé bao mat thong tin ngudi ding
van con dang duoc hoan thién va chua co su théng nhét ctia tit ca céc tiéu bang.
Con kha nhiéu xung dot phai giai quyét xoay quanh loi ich ciia nha cung cp va

ngudi dung, dé d6 cac quyén ciia ngudi dung cudi van ¢ nguy co bi lam dung trén

183 Thong tin cia NCSL. Link: https://www.ncsl.org/research/telecommunications-and-information-

technology/consumer-data-privacy.aspx truy cap ngay 13/4/2020.
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cac giao dich mang, dac biét 1a thong quan cac ing dung va phén mém di dong
ngay cang t6i tan va tinh vi.

*Ludt cua Lién minh Chédu Au

Hoi déng Chau Au ban hanh Hi¢p udc Bao vé dir liéu cd nhan Chau Au nim
1998, hiép udc nay chi dua ra cac khuyén nghi vé van dé bao vé thong tin c4 nhan
n6i chung. Pén nam 1995, Nghi vién Chau Au va Hoi déng Chau Au d3 ban hanh
Chi thi s6 95/46/EC vé viéc bao vé dit liéu ca nhan lién quan dén viéc xtr 1y dir lidu
c4 nhan va cach thirc luu chuyén dir liéu ty do trong khdi Lién minh Chau Au (EU).
Pay 1a mot nén tang khuon kho phap 1y 1am co sé trong viéc bao vé thong tin ca
nhan.

Mot s6 quy dinh Chi thi s6 95/46/EC ctua EU quy dinh dit liéu c4 nhan c6
nghia 14 bat ky thong tin ndo lién quan dén mot ca nhan déu dugc xac dinh hodc
nhan dang. Nguoi nhan dang 12 ngudi ¢ thé duoc xac dinh tryc tiép hodc gian tiép
béng cach tham chiéu dén sb nhan dang hodc mot hodc nhiéu yéu td cu thé cho ban
sdc thé chat, sinh ly, tinh than, kinh té, van hoa hodc xa hdi.

Muc tiéu ctia Chi thi ndy 13 cung cap mot phuong hudng hop phap nhim bao
dam an toan va tu do luu chuyén dir liéu ca nhan lién quéc gia dbi véi cac nude
thudc EU, ciing nhu thiét 1ap mot mirc ¢ an toan co ban dbi voi viée luu trir dix
lidu, chuyén phat hodc xtr 1y thong tin ca nhan. Chi thi vé bao vé dit liéu EU dugc
ban hanh dé dap tng nhu cau vé thdng nhét cac quy dinh lién quan dén bao vé su
riéng tu.

Thang 01/2012, Uy ban Chau Au da d& xuat chuong trinh cai cach toan dién
cac quy tac bao vé dir liéu & EU. Pén thang 05/2016 vin ban chinh thirc duoc ding
tai trén Tap chi chinh thitc ctia EU, bién dich hiép dinh sang tit ca cac ngdn ngi
chinh thure cua EU. (Quy ché ¢6 hiéu luc tir 24/5/2016, ap dung tir 25/5/2016 va Chi
thi c6 hiéu lyc tir ngay 05/5/2016 va sau nam 2018 cac nudc thanh vién EU phai

chuyén ddi thanh Luat qudc gia).'™

'8 Xem vin ban gdc Protection of personal data in the European Union tai
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Tuy nhién, ngay sau hang loat cac céo budc cua ngudi ding mang vé viée
mua ban thong tin ¢4 nhan va gian diép mang tir cac nha cung cip phan mém, tng
dung 16n nhu Facebook, Google, v.v. thi Chau Au méi ngay lap tirc thong qua cac
quy dinh méi vé bao mat. Quy dinh bdo v¢ dir li¢u chung ctia chau Au (General
Data Protection Regulation - GDPR) ra doi tir 14/4/2016 nhung dén 25/5/2018 méi
chinh thirc ¢6 hiéu luc, huéng dén mo rong quyén tai phan cua Lién minh chau Au
(EU) ngoai cac qudc gia d6 dé c6 thé kién ca nha cung cip ngoai lanh thd cua Lién
minh. Bat ky doanh nghiép toan ciu nao ban cho hodc cé khach hang EU déu phai
tuan theo GDPR, bt ké doanh nghiép d6 dya vao dau. GDPR dua ra cic quy tic vé
cach cac cong ty ddi xtr v6i dit lidu ca nhan cta cong dan EU, bao gom ca nhiing
ngudi mua san pham hodc dich vu cia Hoa Ky hodc séng & Hoa Ky.

Di nhién, ndi dung chinh cia GDPR trudc hét vin 1a bao vé thong tin ca
nhan ngudi dung, dic biét 1a ngudi dung cudi s dung phin mém va tng dung
mang di dong. Duoi day 1a mét sb noi dung lién quan dén bao vé dir liéu c4 nhan
méa GDPR chu trong:'®

(1) Bao v¢ dir liéu cua cong dan EU:

- Yéu cau bd phan xur 1y dit liéu ca nhan phai dua ra cac bién phap k¥ thuat
va to chirc phu hop dé thuc thi cac nguyén tic bao vé dit liéu. Cac quy trinh kinh
doanh c¢6 tuong tac voi dit li¢u ca nhan phai duoc thiét ké va xay dung dya trén cac
nguyén tdc va cac bién phéap an ninh can thiét dé bao vé dit liéu (vi du: st dung but
danh hozc an danh khi thich hop) va str dung céac cai dat quyén riéng tu cao nhét c6
thé theo mic dinh, sao cho dir liéu khong sin sang cong bd néu thiéu rd rang hoic
khong du thong tin dé xac dinh chu thé dir liéu.

- Dir liéu ca nhan khong dugc phép xt 1y, trir khi n6 dugc thuc hién dya trén

co s& ludt phap va cac quy dinh hoic trie khi bé phin kiém sodt (hodc xir Iy dir

http://ec.europa.eu/justice/data-protection/files/eujls08b-1002 -

protection_of personnal data a4 en.pdf va Data protection in the EU - European Commission tai

https://ec.europa.eu/health/data collection/data protection/in_eu_en truy cép ngay 13/4/2020.
185

Xem nguyén vin ciia GDPR ban chinh thirc tai https:/gdpr-info.eu/ truy cap lan cubi ngay

14/4/2020.
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liéu) di nhin dwoc sw xdc nhén ré rang va doc lap tiv chii thé div liéu. Chii thé div

liéu co quyén thu hoi sw dong y cong bo dir liéu bat cir liic nao.

- B6 phan xtr Iy dit liéu c4 nhan, khi c6 yéu cau phai bao cdo rd rang viéc thu
thap dit liéu, tuyén bd co s phap 1y va muc dich xtr 1y dit liéu va néu rd thoi gian
I giit dir liéu va quyén duoc phép chia sé vdi bén thir ba hodc t6 chirc/ca nhan bén
ngoai EEA. Chu thé dit liéu c6 quyén yéu ciu mot ban sao giéng nhu dit liéu dang
duoc thu thap xwr 1y theo dinh dang chung va co thé x6a dit liéu cta ho trong mot sb
truong hop nhat dinh.

- Co quan coéng quyén va cac doanh nghiép c6 hoat dong chan rét xoay
quanh viéc xu 1y dir liéu c4 nhan thuong xuyén hoac dinh ky, phai thué nhan cong
c6 nghi¢p vu chuyén mon vé bao vé dir liéu chiju trach nhiém bao dam viéc tuan tha
GDPR.

- Doanh nghiép phai bao cio vé cac vi pham dir lidu trong vong 72 gid néu
chung c6 anh hudéng xau dén quyén riéng tu cta ngudi dung. Trong mot sb trudng
hop, néu 13 doanh nghiép, hodc c6 quy méd 16n, bén vi pham GDPR c6 thé bj phat
t&i 20 triéu euro hodc tbi da 4% doanh thu toan cau hang ndm cua nam tai chinh
trude do.

- GDPR khong 4p dung cho viéc xir 1y dit liéu c4 nhan nham phuc vu cho cac
hoat dong an ninh quéc gia hodc thyc thi phap luat ciia EU. Tuy nhién, cic nhém
nganh cong nghiép co thé dugc vién dan dé yéu cau bod phéan kiém soat dit liéu,
chiéu theo luat ciia nudc thir ba phai tuan thil yéu cau phap 1y trong qua trinh thuc
thi phap luat cia nude do; theo 1énh toa an, hodc co quan an ninh nudc d6 cung cip
cho cac co quan chirc ning dit liéu c4 nhan cia cong dan EU, bat ké dir liéu d6 nam
trong hay ngoai EU.

GDPR 1a mét bo quy tic duy nhat 4p dung cho tat ca cac qudc gia thanh vién
EU. Mbi qudc gia thanh vién s& thanh 1dp mét co quan giam sat doc 1ap (SA) dé
theo ddi va diéu tra cac khiéu nai hodc xir phat vi pham hanh chinh. Cac SA & mdi
qudc gia thanh vién s& hop tac, hd trg 1in nhau va to chirc cac hoat dong chung. Néu

mot t6 chirc ¢6 nhiéu co so tai EU thi to chirc d6 phai c6 mot SA 1a “co quan
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chinh”, tai noi dién ra cac hoat dong ctia trung tAm xir Iy dir liéu. Co quan chinh s&
dong vai tro “mot ctra” dé giam sat tat ca cac hoat dong xir Iy cta doanh nghiép do
trén toan EU.

(2) Cac quyén cua chu thé di liéu

- Xac dinh dir liéu ca nhén 1a bat ky thong tin ndo lién quan dén c4 nhan, cho
du d6 1a riéng tu nam hay nit, nghé nghiép hodc hoat dong xa hoi ciia ho. N6 gdbm
tat ca thong tin lién quan dén tén, dia chi nha, anh, dia chi email, chi tiét tai khoan
ngan hang, bai ding trén cac trang mang xa hoi, thong tin y té hodc dia chi IP trén
may tinh cua cac ca nhan. Cac dinh nghia chinh xac cua cac thuat nglr nhu “dir li¢u
¢4 nhan”, “xu 1y”, “chil thé dir liéu”, “bd phan kiém soat” va “bd phan xir ly dir
liu”, v.v dugc néu trong Piéu 4 ctia GDPR.

- Theo Piéu 6 cua GDPR, cac muc dich hop phap cho viéc thu thap, luu trit
thong tin la:

(a) Néu chu thé dit liéu da déng ¥ cho phép xtr Iy dit liéu ca nhan cua ho;

(b) Thuc hién nghia vu hop déng VéGi chi thé dir liéu hodc cho cdc nhiém vu
theo yéu cdu cia chii thé dit liéu dang trong qud trinh ky két hop dong;

(¢) Thuc hién hoat dong xu ly dir li¢u dé tuan thu nghia vu phép 1y cua bo
phan kiém soat dir liu;

(d) Thyc hién hoat dong xtr 1y dir liéu dé bao vé loi ich sdng con cua chi thé
dir liéu hoac ca nhan khac;

(e) Thyc hién hoat dong xur 1y dir li€u dé thuc hién mét nhiém vu vi loi ich
cong cong hodc co quan c6 tham quyén;

(f) Thyc hién hoat dong xur Iy dir liéu vi loi ich hop phap ciia bén kiém soat
dir liéu hodc bén thir ba, trir khi nhitng loi ich ndy bi chi phéi béi loi ich ctia chii thé
dir liéu hodc quyén cua ho chiéu theo chuong quy dinh vé cac quyén co ban (dic
biét 1a trong truong hop cua tré em).

- Chu thé dit liéu cd quyén va dwoc phép rit lai sw dong y nay bit cir liic
ndo va qua trinh thyc hién khong duoc khoé hon so véi viéc chon tham gia.

(3) Kiém soat va xtr 1y di liéu.
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- Pé c6 thé tuan thi GDPR, bd phan kiém soat dir liéu phai trién khai cac
bién phap dap (mg cac nguyén tic bao vé dir liéu theo thiét ké va theo mic dinh.

- Bdo vé div ligu theo thiét ké va theo méc dinh (Piéu 25) yéu cau cac bién
phap bao vé phai dugc thiét ké ngay trong cic quy trinh kinh doanh di voi san
pham va dich vu. Cac bién phap nhu vay bao gém gia danh dit liéu ca nhan, duoc
thuc hién boi bd phan kiém soat, cang som cang t6t (Diéu 78). P6 chinh 1a nghia vu
va trach nhiém cua bo phan kiém soat dit liéu trién khai cac giai phap hiéu qua va
thé hién viéc tuan thu cia cac hoat dong xtr Iy ngay ca khi viéc xtr Iy dugc thuc hién
boi bo xur 1y dir liéu thay cho bo kiém soat (Piéu 74).

- Cai ddt quyén riéng tw phdi dwoc dat & mivc cao theo méc dinh va cic
bién phép ky thuat va thu tuc phai dugc thuc hién béi bd phan kiém soat dé dam
bao rang viéc xt 1y, trong toan bd vong doi xir 1y, tuan thu quy dinh. Kiém soat vién
cling phai thuc hi¢n cac co ché dé dam bao réng, dwr li€u ca nhan khong dugc xu 1y,
trir khi can thiét cho tung muc dich cu thé.

B4o c4o cua co quan an ninh mang va thong tin Lién minh chau Au soan
thao k¥ ludng nhitng gi can phai lam dé dat duoc su riéng tu va bao vé dir liéu theo
mic dinh. Cu thé, cac hoat dong ma hoa va giai ma phai dugc tién hanh ngay tai
chd, khong duge phép thuc hién béi cac nghiép vu xir 1y tir xa, bdi vi ca khoa va dir
lidu phai nam trong kha ning cuia chu so hitu dit liéu dé bao dam bi mat riéng tu.

B4o c4o chi dinh rang, luu trit dir liéu thué ngoai trén Gmg dung dién toan
dam may tir xa 1a thiét thuc va twong d6i an toan néu chi chu so hiru dit liéu, khong
phai dich vu ddm may, gilr cac khoa gidi ma.

GDPR dé cap dén gia danh 1a mot qua trinh dugc yéu cau khi dit liéu duoc
lwu trir (nhu 12 mot thay thé cho tiiy chon an danh dir liéu hoan chinh khéac) dé
chuyén d6i dir liéu ca nhan theo cach ma dir liéu két qua khong thé dugc gan cho
chu thé dir liéu cu thé néu khong st dung thong tin bo sung.

Mot vi du 1a ma héa, lam cho dit liéu gbc khong thé hiéu dugc va qua trinh
c¢6 thé duoc dao nguoc ma khong can truy cip vao khoa giai ma chinh xac. GDPR

yéu cau thong tin bo sung (nhu khoa giai ma) phai dugc luu trir tach biét va cach ly
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voi dir ligu gia danh. Mot vi du khac vé gia danh la tokenisation, day la mdt cach
tiép can phi toan hoc dé bao vé dit liéu & phan con lai thay thé dit liéu nhay cam
bang cac thay thé khong nhay cam, dugc goi 12 ma thong bao. Mic du cic ma thong
bao khong c6 ¥ nghia hoic gia tri bén ngoai hodc ¢ thé khai thac, ching cho phép
dit liéu cu thé hién thi déy du hoac mot ph?m dé xu 1y va phéan tich trong khi thong
tin nhay cam dugc gitr kin.M4 thong bao khong lam thay doi loai hodc do dai cua
dir liéu, c6 nghia 1a nd cod thé duoc xur 1y bdi cac hé théng cti nhu co s& dir li€u co
thé nhay cam véi d6 dai va loai dir liéu. Didu nay ciing doi hoi it tai nguyén tinh
toan hon dé xir 1y va it khong gian luu trit trong co s& dir liéu hon dir liéu dugc ma
hoa theo truyén thong.

But danh dugc khuyén nghi dé giam rai ro cho cac chi thé dir liéu lién quan
va cling dé gitip cac bo phan kiém soat va bo xtr 1y dap tmg cac nghia vu bao vé dir
liéu cta ho (Diéu 28).

Nhu vy, c6 thé thiy su dong thuan dong mot vai trd quan trong trong cac
quy dinh cia GDPR. Céc cong ty nam gitt dir liéu lién quan dén cong dan EU hién
thoi ciing phai cung cap cho cac cong dan quyén duoc tir chdi chia sé dir liéu dé
dang nhu viéc nguoi dan dong ¥ chia sé chiing. Ngoai ra, nguoi dan ciing c6 thé han
ché viéc xu 1y cac dir liéu duoc luu triv vé ho; ho c6 thé chon lya dé cho phép cac
cong ty luu trit dir 1i€u cia ho nhung khong xur Iy n6, do do, diéu nay tao ra mot sy
khac biét rd0 rang. Tuy nhién, gidi phap nay chi hi¢u qua khi c6 duoc sy quan tam,
hiéu biét mot cach hop 1y cta ngudi dung trong qua trinh giao két cac EULA va st
dung cac tng dung. Hiéu rd han ché nay, GDPR di c6 quy dinh bat budc cac doanh
nghiép va nha cung cip tmg dung phai dé ché d6 mic dinh muc bao mat cao nhat
dbi voi cac chuwong trinh ma nguoi dung cudi str dung, quy dinh nay phan nao da
giai quyét duoc van dé thd o clia nguoi ding cudi.

Hon nita, trong bdi canh hién nay, GDPR tao tién dé cho sy hop tac giita
chau Au va My - mot phan vo ciing quan trong trong van dé bao vé An ninh mang
va phong chong t6i pham cong nghé, c6 thé dong vai tro nhu mot dién hinh dé cac

khu vuc khac trén thé gisi hoc héi theo. Quy dinh vé an ninh mang cha yéu van
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duogc coi 1a mot van dé cia hanh dong don 1¢ nha nudc - mac du nhiéu sang kién
dugc thac ddy bai cac to chiic qudc té nhu Dién dan Kinh té Thé gioi (WEF), Lién
doan va Hiép hoi quan 1y rai ro chau Au (FERMA), T6 chitc Hop tac va Phat trién
Kinh t& (OECD) hay Dién dan quan ly Internet (IGF).

Véi budc tién trong cudc chién chéng lai cdc hanh vi xAm pham bao mat
thong tin nguoi dung mang, ngay 27/11/2018, mot lién minh cac to chirc bao vé
nguoi tiéu dung & Ha Lan, Ba Lan va nim nudc Lién minh chau Au (EU) khac gdm
Cong hoa Séc, Hy Lap, Na Uy, Slovenia va Thuy Pién di yéu ciu co quan chirc
ning hanh dong chong lai Google v&i cao budc lira doi va 4m tham theo ddi hoat
dong di lai ctia hang triéu nguoi ding, vi pham quy dinh bao vé quyén riéng tu méi
cua EU.

Cu thé, cac vin ban di vién din mot nghién ctru cia Hoi déng nguoi ti€u
diung Na Uy, trong d6 két luan rang Google di st dung "thiét ké Iira bip va cdc
théng tin sai léch, dan t6i hdu qud nguwoi ding chdp nhdn bi theo déi thwong
xuyén." Pai dién cua Hoi dong ngudi tiéu dung Na Uy di chi trich Google sir dung
cac dir liéu c4 nhan chi tiét va toan dién ma khong c6 nén tang phap 1y phu hop, va
thu thap nhitng dit liéu nay bang nhiéu k¥ xao lira gat.'®® Tuy nhién khong lau sau
d6, Toa an Cong 1y chau Au (ECJ) ngay 24/9/2019 lai dua ra phan quyét khac cho
Google thang kién va khing dinh "quyén duoc lang quén" ctia nhitng ngudi sir dung
mang Internet & chau Au s& khong dugc ap dung trén quy mé toan cau dbi vdi cac
cong cu tim kiém nhu Google."®’ Phan quyét nay nhu mét cai tat vao nhimg nd luc
trude d6 cua GDPR.

O cép qubc gia thanh vién, mot s6 nudc ciing co luat riéng. Vi du nhu Putc

cling da ban hanh luat cua riéng minh v€ van dé€ nay. Luat Bao vé€ dir li¢u lién bang

"% Google bi kién theo ddi di lai cuia hang tridu nguoi dung Chau Au, Bao Ha Noi Moéi online,

28/11/2018. Link http://www.hanoimoi.com.vn/tin-tuc/Cong-nghe/919863/google-bi-kien-theo-doi-di-lai-

cua-hang-trieu-nguoi-dung-chau-au truy cap ngay 13/4/2020.

""" Toa Chau Au xtr Google thing Phéap trong vu kién quyén dugc lang quén, Bio Tudi tré Online,

1/10/2019. Link: https://tuoitre.vn/toa-chau-au-xu-google-thang-phap-trong-vu-kien-quyen-duoc-lang-quen-
20190925101149542.htm truy cap ngay 13/4/2020.
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(Bundesdatenschutzgesetz - BDSG) ctia Toa an Hién phap Lién bang c¢6 quy dinh:
Bio vé dir lidu c4 nhan 14 bao vé quyén co ban cta ca nhan hay chinh 1a quyén tu
quyét dinh vé thong tin ciia ca nhan d6. Nhitng ngudi ¢6 lién quan téi viéc bao vé
dir liéu ca nhan c6 quyén tu quyét dinh thong tin s& dugc cung cip cho nhitng ai va
sir dung cho nhirng muyc dich nao. Ngoai ra, Toa an Hién phap ciing ban hanh Luat
bao vé dit liéu tiéu bang dé quy dinh viéc bao v¢ dit liéu trong cac co quan tiéu bang
va dia phuong d6.'®

*Phap ludt ciia Anh Quéc

Riéng ddi véi Anh, theo dong nhiing sy kién chinh tri gﬁn day, trong do co
viéc Vuong qudc Anh di quyét dinh rat khoéi EU (Brexit), cac quy dinh hién thoi ap
dung d6i v6i Vuong quéc Anh chi bao géom ENISA (European Network and
Information Security Agency) va Chi thi vé An ninh mang va An ning thong tin
(NIS).

Tuy nhién, hién van con mot sb suy doan cho rang GDPR van dugc ap dung
d6i voi Vuong qudc Anh do thoi gian ma cac quy dinh GDPR dugc thiét 1ap. Bat ké
ngay thyc thi cia GDPR 1a thoi gian nao di ching nita, boi GDPR duoc ky két va co
hiéu Iyc trong khi Anh van 1a mét phan ctia Lién minh chau Au EU, Vuong Qudc
Anh van phéi tuan thii nhitng quy dinh nay. Thém vao d6, khong phai 1a mot phan
cia GDPR cung dong nghia véi viéc bo 16 Anh di bo 16 nhitng ngudn tai nguyén
gia tri.

Mic du vay, thoi diém nay véan chi 1a suy doan, vi Qudc hdoi Anh di ban
hanh Luat bao vé dit liéu tir ndm 1998 dé bao vé dit liéu c4 nhan duoc luu trit trong
cac hé thong thong tin hay trong may tinh 4p dung riéng cho Vuong quéc Anh. Luat
bao vé dit liu ca nhan ciia Anh nham thuc thi Chi thi bao vé dir liéu ca nhan cua
Lién minh Chau Au s6 95/46/EC va Chi thi vé Bao mat va Truyén thong dién tir sd
02/58/EC.

138 The new German Federal Data Protection Act

link: https://www.skwschwarz.de/fileadmin/user upload/Artikel Dokumente/BDSG-neu 2017-06-

07_EN.pdf truy cap ngay 13/4/2020.
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Luat bao vé dir liéu c4 nhan cia Anh nim 1998 quy dinh cic quy tic va
thong 1¢ khi xur 1y thong tin vé c4 nhan, trong d6 thong tin vé ca nhan 1a bat ky
thong tin vé mot ¢4 nhan con séng 6 thé duoc xac dinh. C4 nhéan c¢6 thé dugce trao
cac quyén d6i voi thong tin ctia ho; va quy dinh noi kiém soat, co quan giam sat doc
lap dé thyc thi cac quy tic, cac quyén xir Iy thong tin ca nhan. Noi kiém soat niy
cling cho phép tim kiém cic loai thong tin vé ca nhan ma khong can phan tich
thém.'?

*Phdp Iudt Han Quoc

O Chau A, c6 thé 1ay dai dién dién hinh 1a Han Qudc, mot trong nhitng qudc
gia c6 mbi quan tAm 16n dén quyén ciia ngudi ding mang boi sd luong nguoi st
dung internet va ung dung di dong, phan mém may tinh ciia Han Qudc ludn dimg
top dau thé gisi (top 20).'*°

Ngay 24/7/2012, Han Qudc ban hanh Luat bao vé thong tin ca nhén, trong do
d3 quy dinh: “Thong tin c4 nhan” 14 thong tin gan lién voi mot ca nhan, trong d6 ghi
o ho tén, sb ching minh nhan dan, s6 nhan dang, thuong tra, v.v. va quy dinh 8
nguyén tic bao vé thong tin ca nhan cia co quan quan 1y, bao gdbm:"' (i) C6 trach
nhi¢m 1ap danh sach muc dich quan ly thong tin ca nhan rd rang, chi thu thap thong
tin c4 nhan ti thiéu hop phap va chinh dang, phuc vu cho cic muc dich can thiét;
(ii) Co trach nhiém quan 1y thong tin c4 nhan trong pham vi thich hop can thiét dé

dat dugc cac myc dich quan ly thong tin cd nhan va khong st dung né cho cac muyc

189Wessing T., An overview of UK data protection law, link: http:/www.taylorwessing.com/

uploads/tx_siruplawyermanagement/NB_000168 Overview UK data_protection_law_WEB.pdftruy cap
ngay 13/4.2020.

908§ lidu théng ké cua internetworldstats, xem thém tai website ctia dammio. Link:

https://www.dammio.com/2017/11/07/viet-nam-thuoc-top-20-quoc-gia-co-so-nguoi-su-dung-internet-cao-

nhat-nam-2017 truy cép ngay 14/4/2020.

P!'Van ban géc duogc déng lai Personal Information Protection Act — Korean LII,

link: http://koreanlii.or.kr/w/images/0/0e/KoreanDPAct2011.pdf,

Personal Data Protection Laws in Korea, link: https://www.privacy.go.kr/eng/,

va Data Protection Laws of Korea, link: http://unctad.org/meetings/en/Presentation/dtl eweek2016

HyunJoonKwon_en.pdf truy cép ngay 13/4/2020.
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dich khéc so véi nhitng du dinh ban dau; (iii) No luc dé bao dam tinh chinh xac, dﬁy
du thong tin ca nhan & mirc do can thiét cho muc dich quan 1y thong tin c4 nhan;
(iv) Co trach nhiém quan ly thong tin cd nhan mdt cach an toan, xem xét rui ro ma
cac quyén cta chil s¢ hiru thong tin ¢6 thé dugc vi pham va mirc d6 rui ro di kém
tiy thudc vao phuong phap quan 1y; (v) Cong bd cho cong chung cac van dé lién
quan dén cong tac quan 1y thong tin ca nhan, nhung khong gidi han chinh sach quan
ly thong tin c4 nhan va bao dam cac quyén cua cha sé hiru thong tin; (vi) C6 trach
nhiém quan 1y thong tin c4 nhan bang cic phuong tién giam thiéu bat ky hanh vi
x4m pham sy riéng tu cta cha sé hiru thong tin; (vii) C6 trach nhiém bao dam rang
thong tin ca nhan dugc quan Iy mot cach an danh bat cir khi nao c6 thé; va (viii) N&
luc dé dat duoc su tin tudng cua chu s¢ hitu thong tin ctia minh hoan thanh trach
nhiém va nghia vu theo phép luat.

Nhu vay, vé mit bang chung, cac qudc gia di c6 nhitng nd luc nhit dinh
trong viéc bao vé quyén riéng tu d6i voi thong tin ca nhan ciia ngudi dung mang &
nhitng muc d6 cao thap 1an nhau. Trong pham vi nady, GDPR ctia Chau Au da thuc
hién kha tot & mirc d6 quy dinh rang budc thém cic nghia vu cua cac nha cung cap,
ma ¢ muc do nay luat Viét Nam chua c6 quy dinh tuong xung.

C6 thé tom tit mot s6 quyén cua ngudi dung cudi vé bao mat thong tin ca
nhan trén internet da duoc phap luat cac qudc gia quan tAm nhu sau:

(i) Quyén dugc biét: ngudi ding cudi duge quyén biét thong tin ca nhan cia
minh dugc thu thap béng cach nao, muc dich sur dung céc loai thong tin, 1y do thong
tin dugc thu thap va cac phuong phap xt 1y dir li¢u c4 nhan sau d6. Viéc trinh bay
muc dich chinh déng c6 thé dugc thé hién qua cac EULA, trinh by bang ngdn ngit
dé hiéu dé nguoi dung c6 thé nam rd. Mdi khi cc cong ty mudn sir dung thong tin
c4 nhan ctia ban cho bat ky muc dich nao ciing phai giri thong béo cu thé va phdi
nhégn dwoc sw dong thudn cia ngudi ding thi méi c6 quyén thuc hién.

(ii) Quyén duoc chinh stra thong tin: Ngudi ding c6 quyén yéu cau cac cong

ty chinh stra nhitng thong tin da cung cap theo dung y minh.



128

(iii) Quyén duoc tir chdi: C6 quyén tir chdi néu nguoi ding khong mubn
cong ty sir dung hodc thu thap thong tin ctia minh thi ho phai tuyét ddi tun theo. Di
nhién phu thudc vao cac EULA ma viéc cap quyén co duoc tiép tuc hay khong.

(iv) Quyén dugc truy van thong tin: Ngudi ding c6 quyén yéu ciu cong ty
cung cap toan bd thong tin ca nhan di dugc thu thap.

(v) Quyén duoc lang quén: Ngudi diung dugc quyén yéu cau cic cong ty xoa
b6 nhiing thong tin minh da cung cap trong qua khir sau khi da hoan thanh myc dich
luu trit hodc hét han luu trit.

Xét vé mat hiéu qua, tac gia van dung trén quan diém rang nhitng bién phap
nay 1a chua du. Boi mic du cac qudc gia da cb ging dua ra cac hinh phat hanh
chinh hay dén sy rit ning nhung nhiing gi da bi ton hai 1a khong thé khoi phuc. Hay
n6i cach khic quyén riéng tu vé thong tin ca nhan ctia ngudi ding mang di chét,
van dé 1a chung ta cin nhiéu cong cu hon dé bao vé cho nguoi dung khéi céc tin
cong mang trong tuong lai sap t4i.

b.2 Bao v€ quyén tai san cua nguoi dung cuoi trén the gidi o

Khong gidng nhu van dé& bao mat thong tin ¢ nhan ngudi ding, vén duoc
cac quoc gia ddng 10ng ddng thudn bao vé. O khia canh bao vé quyén tai san d6i voi
tai san 4o lai vap phai nhiéu tranh cii va nhiéu quan diém khac nhau.

Trude hét, rat can thiét phai théng nhat pham vi ciia khdi niém tai san 4o
(virtual asset). Boi néu hiéu theo nghia rong, tai san ao bao gdm ca tén mién
internet, dia chi hop thu dién tr, cac loai tai khoan game online. Con néu tiép cin
theo nghia hep, tai san 4o 1 cac ddi tugng trong thé gidi a0, cd ngudn gde tir cac
hoat dong trong cac chuong trinh, rng dung ma nguoi dung st dung thong qua cac
EULA véi nha cung cép chuong trinh, dugc xac dinh gia tri bﬁng tién va co thé
chuyén giao trong cac giao dich dan su."”> Cach hiéu phd bién nhat hién nay vé tai
san 40 d6 chinh 1a 4m chi cac vat pham, tién té trong trd choi tryc tuyén. Ngoai ra,

quan diém ctia mdt s0 quoc gia cling cong nhén tién 4o nhu Bitcoin cling dugc coi

12 Pham Thi Thay Hang, Giai phap quan ly tién do, tai san 4o, Tap chi Tai chinh, s6 05/2018, tr.19.
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1a tai san 4o, vi du nhu Nhat Ban."”® Tuy nhién, vi pham vi nghién ctru ca ludn 4n
chi tap trung hudng dén bao vé quyén cia nguoi dung cudi trong cac EULA véi nha
cung cip chuong trinh phan mém hoic Gng dung, tirc 14 thong qua viéc ngudi ding
phai sir dung cac san pham mang ctia nha cung cap, do d6, trong nghién ctru nay,
tac gia xin khong ban dén tai san ao 14 tién 4o, chi tip trung ban vé quyén tai san
ctia ngudi dung cudi ddi véi tai san ao c6 ngudn gdc tir cac chuong trinh, Gmg dung,
phan mém trén internet.

Khi néi dén vi tri phap 1y cta tai san ao thi mdi qudc gia c6 quan diém va
cach nhin nhén riéng, thay di theo timg giai doan phat trién cia mang internet. Cin
ctr theo bao cdo vé tinh trang phap 1y cua tai san ao tai mot s qudc gia trén thé gidi
dugc dang tai trén Thu vién Qudc hoi Hoa Ky thi cach tmg xir ciia cac qudc gia dbi
v6i tién 4o dugc chia 1am hai nhém chinh.'* Nhom thtr nhat 1 cac quéc gia cong
nhan cho phép thi trudng tai san do hoat dong, trong d6 c6 mot s6 qudc gia da lam
1d tinh trang phap 1y ctia tai san 4o va ban hanh van ban quy pham phap luat diéu
chinh chi tiét, sd con lai chua c6 quan diém rd rang vé tinh phap 1y cia tai san ao
cling nhu chua c6 khung phap 1y diéu chinh. Nhom thtr hai gdm cac qudc gia cam
mot phﬁn hodc toan bd cac hoat dong lién quan dén tai san 4o trén lanh tho.

*Cdc quoc gia cong nhdn tdai san do.

(1) Nhat Ban: 1a mot trong nhimg qudc gia co thi trudng vé tién do va tai san
a0 16n nhét thé gidi va dong thoi 1a qudc gia di dau trong viéc hop phap hoa va xay
dung khung phap 1y cho tai san 40. Nhat Ban théng nhat khai niém tién 4o va tai san

ao (tai san dién tir) theo Pao luat Dich vu Thanh toan Nhat Ban stra doi, bd sung

193 Xem thong tin dang tai Bdo M&i online: Link: https://baomoi.com/gia-tien-ao-hom-nay-18-11-

nhat-ban-goi-tien-ao-la-tai-san-ao/c/29042389.epi truy cép ngay 13/4/2020.
194

The Law Library of Congress, Global Legal Research Center, Regulation of Cryptocurrency in
Selected Jurisdictions, 2018.
Link: https://www.loc.gov/law/help/cryptocurrency/regulation-of-cryptocurrency.pdf , ngay truy cap

25/02/2020.
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nam 2016'”°. Theo d6 ngoai viéc quy dinh cic nha cung cip dich vu giao dich tai
san 40 cho cu dan Nhat Ban phai dang ky véi co quan c6 thaim quyén. Pao luat nay
con hudng dén bao vé quyén loi ctia khach hang tham gia giao dich tai san ao.

(2) Han Qudc: 1a dat nudc co thi trudng tai san a0 vo cung soi ndi va da
dang, nhung chi dén ngay 05/03/2020, Qubc Hoi Han Qudc méi théng qua Luat sira
doi, bod sung mot s6 diéu cua Luit Bao cdo va St dung Thong tin Giao dich Tai
chinh Pac biét (Act on partially amending the Act on Reporting and Use of Certain

chinh thirc c¢6 khung phéap 1y diéu chinh tai

Financial Transaction Information),
san 4o (virtual asset), cong nhan tai san 4o 13 tai san hop phap va c6 thé xac lap
quyén sé hitu ddi véi ching. Quy dinh nay c6 y nghia rat 16n trong viéc dam bao
quyén va loi ich hop phap cia ngudi ding cudi trong cac timg dung tro choi truc
tuyén. Tuy nhién, quy dinh nay ciing lam phat sinh nghia vu nop thué ctia ho nhu
céc tai san truyén thong khac.

(3) bai Loan: Tai Dai Loan, van ban ngay 23-11-2003 cta Bo Tu phap Dbai
Loan di cong nhan san pham ao trong trd choi truc tuyén 1a tai san, c6 thé chuyén
giao. An cdp san phim 4o 12 dn cap tai san va bi xét xur theo luat hinh su. San pham
thudc vé ngudi choi, khong thudc ngudi so hiru may cha hay ngudi viét ra phan
mém tro choi.'’

*Cdc quoc gia cong nhdn nhung chua xdc dinh ré ban chdt phdp 1y cia tai
san ao

(1) Lién minh Chau au (EU): phan 16n cac qudc gia thanh vién caa EU déu

cong nhan tinh hop phap cia tai san 4o, tuy nhién van chua co6 su théng nhat vé ban

195 Sayuri Umeda, Japan: Bitcoin to Be Regulated, 2016. Link: https://www.loc.gov/law/foreign-

news/article/japan-bitcoin-to-be-regulated/ , ngay truy cédp: 25/02/2020.
196

Xem toan van cua van ban luat tai Link: https:/www.fsc.go.kr/downManager?

bbsid=BBS0085&n0=106346 truy cap ngay 13/4/2020.
197

Xem thém tai: Ba Huy, Khong cong nhan va bao ho tai san ao, Bao Phap Luat Online, ngay
21/2/2009, website: https://plo.vn/van-hoa/khong-cong-nhan-va-bao-ho-tai-san-a0-250319.html truy cép
ngay 24/2/2019.
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chat phap 1y cta ching ciing nhu chua c6 khung phép 1y hoan chinh vé loai hinh
cong nghé nay & cap do toan khu vuyc.

Chi thi Chdng rira tién (Anti-Money Laundering Directive - AMLD) véi lan
stra d6i gan day nhat 13 1an stra doi thir ndm cong bd ngay 19/06/2018 dua ra khai
niém tai san ma hoa (crypto-assets) bao gém ca tién ao. Theo do, tai sin ma hoa la
"dai dién sé c6 gid tri khong do Ngdn hang Trung wong hay co quan c¢é tham quyén
phat hanh, khéng c6 dia vi phdp 1y nhie tién phdp dinh, c¢é thé dwoc coi la phwong
tién thanh todan hodc trao doi hodc tai san dau tw duwa trén su d&ng thudn cua cdc ca
nhédn va phdp nhén, va dwoc chuyén giao, lwu triv va giao dich trén dién ti""®.
Theo d6 van cong nhan kha ning trd thanh phuong tién thanh toan, trao doi hay tai
san dau tu cua tai san ma hoa, tuy thudc vao thoa thuan cua céc bén, luat khong cAm
nhung cling khong chinh thure cong nhén.

Uy ban chau Au (European Commission) vao thang 12 nim 2019 di tién
hanh mot cudc tham van cong ching (public consultation) vé khung phap 1y cia EU
trong tuwong lai cho thi trudng tai san ma hoéa, cu thé hon 1a tham khéo cac y kién vé
cac van dé sau: (1) cong dung (uses) cua tai san ma hoa trén thi truong hién nay va
cac cong dung tiém nang (potential uses) cta chung; (2) cach phan loai tai san ma
hoa; (3) loai tai san ma héa nao ndm ngoai pham vi diéu chinh cta cic quy dinh vé
dich vu tai chinh cua EU; (4) loai tai san ma hoa nao nam trong pham vi diéu chinh
ctia phap luat Lién minh Chau Au.

(2) Vuong qubc Anh: hién van chua co vin ban phap 1y nao truc tiép diéu

chinh tai san 40 ma chi c6 viin ban huéng dan ctia Co quan Giam sat Tai Chinh Anh

(FCA)."’ Vin ban huéng dan va giai thich nhiing loai tai san ma héa (crypto assets)

"8 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018
amending Directive (EU) 2015/849 on the prevention of the use of the financial system for the purposes of
money laundering or terrorist financing, and amending Directives 2009/138/EC and 2013/36/EU, art. 1(2)(d).
' Pham Long Phuong, Quan 1y nha nudc vé an toan théng tin mang internet cia mot sé qudc gia
trén thé gidi va kinh nghiém cho Viét Nam, Bao Quan 1y nha nudc online, 28/11/2019.

Link: https://www.quanlynhanuoc.vn/2019/11/28/quan-ly-nha-nuoc-ve-an-toan-thong-tin-mang-

internet-cua-mot-so-quoc-gia-tren-the-gioi-va-kinh-nghiem-cho-viet-nam-2/ truy cap ngay 20/4/2020.
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nao s& thudc pham vi diéu chinh cta quy dinh phap ludt vé tai chinh hién hanh. Van
ban hudng dan chia tai sén ma hoa thanh hai loai: dugc phap luat diéu chinh; va
khong dugc phap luat diéu chinh. Cu thé, chi nhitng don vi trao ddi dién tr nao co
kha ning tap trung cao s& duoc phap luat diéu chinh (khéng bao gdm Bitcoin,
Litcoin va Ether).

*Cdc quoc gia cam mot phan hodc toan bé cdc hoat dong lién quan dén tién
do trén lanh thé.

(1) Trung Qudc (khong bao gdom Hong Kong): Quéc gia nay la mdt trong

nhitng qudc gia c6 cach tiép can vo cung than trong véi tai san ao. Trung Qudc phu
nhan tinh tién té cta tién 40 va van con can nhic vé viéc c¢d cong nhan tai san ao
khac nhu cac qudc gia 1an can Nhat Ban, Han Qudc va Dai Loan hay khong. Tuy
nhién, trén thuc té da co ghi nhan vu kién lién quan dén vat pham ao ma ¢ d6 Toa
an tuyén nguoi dung thang kién. Cy thé, Nam 2003, mot cdu trai tré choi tro choi
thé gi6i 40 ciia Hongyue, Red Moon, va trd thanh bat kha chién bai sau khi tiéu tén
hang ngan gid choi game, cham chi thu nhat vat pham 1a cac vii khi sinh hoc 4o.
Trong mdt lan quén dang xuat, mot tin tic da xAm nhap vao tai khoan cta cdu niy
va ldy cip nhitng vii khi c6 gid tri. Sau d6, cau da lién hé v6i nha phat trién, yéu cau
nhan dang tén trom nhung ho lai tir chdi thyc hién. Sau d6 cu ciing di bao canh sat
nhung cling khong nhan dugc sy giup do ndao. Khong con cach nao khac, cau ta da
khéi kién ra Toa an Trung Quéc va sau do théng kién, thu hdi lai duoc tai san coa
minh dudi hinh thirc vat phém a0. Vu kién cho théy nguoi choi duge cong nhan vé
quyén s& hitu dbi véi cac vat 4o trong thé gisi thuc.””

(2) Viét Nam: cic nha lam luat Viét Nam rat rd rang trong quan diém khong
cong nhan bao vé cac quyén lién quan dén tai san. Cong van 575/PTTH&TTDT
Cuc phét thanh, truyén hinh va Thong tin dién tir ban hanh ngay 24/4/2018 con yéu
cau cac doanh nghiép cung cap dich vu trd choi dién tir trén mang tuyét d6i khong

duogc do6i thudng, doi tai san 4o ra ti€én mat va cac hién vat co gia tri theo quy dinh

*% Jason T. Kunze, Regulating Virtual Worlds Optimally: The Model End User License Agreement,

7 Nw. J. Tech. & Intell. Prop. 102 (2008);
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tai Thong tu 24/2014/TT-BTTTT. Diéu 104 Nghi dinh 15/2020/ND-CP ciing ghi
quy dinh & mirc phat tién tir 170.000.000 déng dén 200.000.000 dong ddi véi mot
trong cac hanh vi quy doi vat phim o, don vi 4o, diém thudng dugc thanh tién
hoac thé thanh toan hoac phiéu thuong hodc cac hién vat co gia tri giao dich bén
ngoai trd choi dién tir dudi bat ky hinh thirc nao. Di nhién, dbi véi tién 4o thi cang
kién quyét khong.

Ly giai cho viéc nay, B Tu phap Viét Nam phat biéu, hién nay chua
c6 quan ni€ém théng nhét tai san 4o, tién 4o ca ndi ham 1an ngoai dién, trong khi
thyc té da va dang tao ra nhiéu loai san pham phi truyén thong khac nhau béi nhimng
cong ngh¢ khac nhau, dugc st dung vao cac muc dich khac nhau nhu tai san ma
hoa, tién ma hoa, kim cuong... Vi vdy, can lam rd ndi dung, méi quan hé giira
chung véi nhau va voi tién that, tién phéap dinh dé nghién ciru, d& xudt chinh sach,
xay dung khung kho phap luat.

Bén canh d6, Viét Nam van mudn than trong, can c6 thém thong tin, kinh
nghiém qudc té, goi md giai phap phat huy mat tich cuc, giam thiéu mat tiéu cuc dé
gop phan phat trién kinh té - x4 hoi, phuc vu an ninh quéc phong, phong chéng rira
tién, ltra dao, trén thué. >

(3) Hoa Ky: Hién tai Hoa Ky chua c6 luat riéng cong nhan tai san do. Tuy
nhién thai d6 cia nudc nay c6 phan céi mé hon so v6i Trung Qudc hay Viét Nam.
Thyc té Toa an Hoa Ky khong it 1an tiép nhan cac vu kién lién quan dén quyén tai
san clia nguoi dung trong thé gidi 4o, thong qua céc tro choi tryc tuyén. Tuy nhién,
thai do cua Toa 4n la khong rd rang, va ciing khong dugc giai quyét hoan chinh.
Hién tai, d6i véi cac tai san ao hinh thanh tir tro choi truc tuyén, ngudi dung cudi
duoc khuyén khich mua bao hiém cho cac loai tai san nay, nham myc dich giam rai

ro néu c6 xay ra cac su co lién quan dén tro choi khién ngudi dung cudi bi mat toan

*Theo phat biéu ctia ong Phan Chi Hiéu, Thir truong Bo Tu phap, vao ngay 16/9/2018 tai Hoi thao

khoa hoc quéc té “Tai san 4o, tién ao0: Kinh nghiém quéc té va mot sé van dé phép ly dat ra”, Ha N¢i, 2018.

Xem chi tiét phat biéu tai: http://thanhtravietnam.vn/xa-hoi/tai-san-ao-tien-ao-kinh-nghiem-quoc-te-va-cac-

van-de-phap-ly-dat-ra-cho-viet-nam-181850 truy cép ngay 13/4/2020.
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bd gia tri ca nhirng tai san nay, khong loai trir kha nang bi mét do nha cung cip tro
choi ty ¥ dong tai khoan hodc g& bo tro choi.”?

Theo bao cdo ctia Forbes, cac nha 1ap phap Hoa Ky dang thao luan vé mot du
luat méi c6 tén “Pao luat tién dién tir ndim 2020”.** Dy luat c6 dwa ra mot s6 khéi
ni€ém nhu"Tai san k¥ thuat s6" duoc dinh nghia la "hang hoa do, tién 4o hodc chung
khoan 40", lam tién dé cho viéc cong nhan va quan 1y céc tai san ao trong thoi gian
toi.

C6 thé thiy, ding trén phuong dién phap luét, cac nuéc Chau A méi 1a cac
qudc gia dang tién phong trong van dé cong nhan tai san 40. Nguyén nhan c6 thé
xudt phét tir lich str phat trién game online da c6 su bung nd 16n & cac nudc Chau A

nhu Nhat Ban, Han Qudc, Pai Loan, v.v. hon 14 cic nudc phuong Tay.

7

3.2 Tac dong ciia giao dich dién tir d6i véi hanh vi ciia nguwoi ding cudi
3.2.1 Cdc yéu to tic dpng dén hanh vi ciia ngwoi ding cudi

Theo Philip Kotler, nguoi duoc xem 1a  6ng to ctia nganh marketing hoc, ¢6
rat nhiéu nhan t6 anh huéng dén hanh vi mua cia ngudi tiéu dung, c6 thé dugc chia

294 (1) Cac yéu tb van hoa; (2) Cac yéu t xa hoi; (3) Cac yéu

thanh 4 nhém nhu sau:
t6 c4 nhan; va (4) Cac yéu té tam 1y.

(1) Yéu t6 van hoéa bao gdm nén vin hoa va vin hoa cong dong. Tuy thudc
vao vin héa ctia mdi qudc gia, hodc cac nhoém sic toc trong mot qubc gia ma nguoi
dung trong nhém vin hoéa d6 c6 nhitng hanh vi va quyét dinh khac nhau. Vi du, cac
nhom ngudi ding thuéc nhém nén vin hoéa cdi mé sé c6 xu hudng dé bi thu san

pham méi, kha nang thich nghi cao v6i san pham hat béi nhimg cong nghé hién dai,

V.V.

202 Xem thém tai: https://www.the-digital-insurer.com/dia/piccs-virtual-product-insurance/truy cap
13/4/2020.

% Xem thém tai: https:/www.vnfxtoday.com/industry/1912/3517241.shtml truy cip ngay
13/4/2020.

% Kotler P. & Keller, K. Marketing Management, Pearson Prentice Hall, New Jersey, 2006.



135

(2) Yéu t6 xa hoi bao gdm cong dong va mang ludi xa hoi/mang ludi xa hoi
tryc tuyén. Cong ddng 1a hinh thirc truyén thong bang 10i néi (World of Mouth) ¢6
anh huong rat 16n dén hanh vi mua hang cua ngudi tiéu dung, va co hiéu qua tot
hon khi két hop véi Buzz Marketing (Marketing tuyén truyén).

Trong thoi dai 4.0, mang ludi x3 hoi truc tuyén 13 tap hop cac cong dong lién
két v6i nhau qua Internet. Pay 1a yéu té dang duoc doanh nghiép tap trung chi y
hién nay. Trong mot mang ludi xa hoi truc tuyén, moi nguoi co thé xi giao, chat
chit, trao ddi y kién va thong tin vé mot van dé gi d6 thong qua cac trang mang xa
hdi hay website cia mot doanh nghi¢p nhu Facebook, Blog Gizmodo, Twitter,
Lazada, dongabank. Cac doanh nghiép cé thé tu tao cho riéng minh mgt website vé
thong tin, gia ca, chuong trinh khuyén méi cua nhimg san phdm ma cong ty dang
ban ciing nhu tiép nhan nhitng ¥ kién phan hoi tir khach hang nham cai thién chat
luong san pham va dich vu ngay cang t6t hon, cac doanh nghiép ciing c6 thé ding
quang céo trén cac trang mang xa hoi khac dé cho ngudi tiéu dung biét dén san
pham cua cong ty.

Mot s6 cac yéu td khac c6 lién quan trong nhom nay co thé ké dén tang 16p
xa hoi, gia dinh, vai tro hay dia vi trong xa hdi.

(3) Cac yéu t6 ca nhan c6 thé tac dong ké dén nhu tudi tac, nghé nghiép, muic
thu nhap,phong cach séng, hay tinh cach va ngoai hinh. Nhitng nguoi c6 nghé
nghiép khac nhau s& c6 cau mua nhitng san phdm khac nhau nhu xe may,dién thoai,
quan 40, my pham... Bén canh d6 hoan canh kinh té ciing anh hudng dén viéc lua
chon mua san pham cua nguoi tiéu dung. Chinh vi thé cac nha doanh nghiép phai
hét strc xem xét tinh hinh thu nhép, tién tiét kiém, 13i sudt cua nguoi tiéu dung dé co
thé dinh gia san pham & muc gia hop 1y, phu hop véi tii tién ctia ngudi tiéu dung.

(4) Cac yéu t6 tam 1y bao gdm dong co thiic ddy, nhan thuc, linh hoi, niém
tin va thai 6. Qua nhan thirc, moi ngudi ty minh chon loc, t6 chire, dién giai thong
tin dé tao nén mot burc tranh thé gi¢i ddy y nghia. Nhan thirc duogc chia thanh 3 qué

trinh: qua trinh chu y c6 chon loc (selective attention), qua trinh xuyén tac, gidi ma



136

c6 chon loc (selective distortion), qua trinh ghi nhd c6 chon loc (selective
retention).

Sau khi nhén thtrc, nguoi ding s& linh hoi nhu cau va bat dau thuc hién hanh
vi ctia minh mot cach 6n dinh va 1au dai. Vi du khi ban xai qua dién thoai Nokia,
ban biét rang nd c6 d6 bén rat tot, khong dé hu hong; tuy nhién, lai bi han ché vé
mau mi so v&i cac hing dién thoai khac. Va qua thoi gian, ngudi dung s& hinh
thanh niém tin va thai 6 bén vimg tic dong dén thoi quen ciia minh.

Xem xét trong bdi canh cac dbi twgng cia EULA 1a cic chuong trinh phan
mém trén may tinh, dién thoai hodc trén cac thiét bi dién tir théng dung khac, cac
giai doan dan dén quyét dinh mua phdn mém cua ngudi ding ciing s& trai qua cac
budc twong tu nhu mo hinh ciia Kotler. Tuy nhién, cac yéu to mang ludi va yéu t6
tam 1y cua nguoi ding cudi trong moi truong internet twong d6i khac biét so véi
thong thudng, do bi anh huéng bdi phuong thirc giao két qua man hinh vi tinh hay
dién thoai. Tir 46 4nh huong thai d6 cla ngudi dung khong chi ¢ giai doan tim hiéu
thong tin lién quan dén san pham ma con thai do cta nguoi dung & giai doan quyét
dinh mua, tic 13 tai giai doan d6i dién v&i quyét dinh “chdp nhan” khi man hinh
hién thi noi dung EULA.

3.2.2 Hanh vi va thdi dp ciia nguwoi ding khi siv dung phian mém

Nghién ctru ndy chi yéu st dung nhimg s6 liéu théng ké tir thi truong phan
mém cua Viét Nam dé dua ra phan tich cho phi hop véi nhitng kién nghi trong
chuong tiép theo twong thich véi ddc diém thi truong va hanh vi nguoi ding cudi tai
Viét Nam.

a. Muc dich st dung phan mém cta ngudi ding

Theo Sach Tring TMPT cua Bo Coéng Thwong 2019,°” ty 18 sir dung

internet cua nguoi dung tai Viét Nam phuc vu cho muc dich nghién ctru hoc tap
chiém ty 18 cao nhat (66%), ding thir nhi 1a doc bao va tham gia mang x4 hoi (déu

chiém 62%), thir 3 1a mua sam (61%), choi game chiém 36%. O khu vuc nong thon,

203 B6 Cong Thuong — Cuc TMDT va KTS, Sach tréng Thuong mai Pién tir Viét Nam nam 2019.

Truy cap tai idea.gov.vn.
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nguodi su dung internet nhiéu nhat 1a doc bao va tiép theo 1a nham phuc vu nhu cau
lién lac qua zalo, viber hoac cac ing dung khac. Nhu vay, c¢6 ba hoat dong chinh c6
kha ning tac dong 16n nhat dén cac quyén cia ngudi dung cudi tai Viét Nam d6 1a
(i) tham gia mang xa hoi-lién lac (thong qua cac chuong trinh/ing dung nhu
Facebook, Zalo, Instagram, Facebook Messenger, Youtube, v.v.), (ii)) mua sam qua
mang (Shopee, Lazada, Tiki, Sendo,v.v.), va (iii) choi tro choi truc tuyén.

Vé phuong tién truy cap internet, nguoi ding 1én mang qua thiét bi di dong
chiém ty 18 ap dao véi 81%. Ty 18 twong ty & khu vuc ndéng thon khi 89% nguoi
dung ¢ khu vuc nay 1én mang bang dién thoai thong minh. Cac Gng dung di dong
dang dan tré thanh mot phan quan trong trong cudc séng cta con ngudi va thay doi
manh mé théi quen mua sim cta nguoi tiéu dung Viét Nam.

Néu muén mua sim, nguoi tiéu ding Viét Nam sé& tham khao thong tin trén
internet nhiéu hon (86%) 1a phuong thtc truyén thong (hoi thim ban beé, nguoi
than) (chi chiém 36%). Ty 1& st dung website thuong mai dién tir (trén may tinh)
chiém 74%, dién dan, mang xa hoi chiém 36%, va tng dung di dong chiém 52%.
Thong ké nay cho thay ngudi tiéu dung tai Viét Nam chiu anh huéng boi cong dong
mang xa hoi kha 16n. Ly giai cho viéc nay c6 thé thdy xu hudéng di dong hoa cac
chuong trinh phan mém, chuyén dan tir sir dung may tinh sang dién thoai di dong
hoic may tinh bang. Hon nita cac tng dung mua sim qua mang nhu Shopee,
Lazada, Sendo, v.v. ¢6 co ché danh gia ngudi ban, giai quyét khiéu nai kha tét, sd
luong hang hoéa khong 16 dugc niém yét trén cic san giao dich hang héa dién tur
gitp ngudi mua dé tham khdo, so sanh ngudi ban béi yéu td gia ca va dich vu canh
tranh. Nhirng thong tin nay co tinh tin ciy cao dé ngudi dung suy xét trude khi mua
hang. Yéu t tac dong cia cong ddng mang xa hoi dang dan chiém vai trd quan
trong tac dong dén tdm 1y va hanh vi ca nguoi tiéu dung.

Vi thé, khong c6 gi ngac nhién khi thdy co su soan ngdi ngoan muc gitta cac
ung dung di dong v6i mang xa h(ji.206 Niam 2017, s6 nguodi mua sdm trén mang xa

hoi nhu Facebook chiém ty 18 cao hon mg dung gan 20%, nhung sang nim 2018,

206 B6 Cong Thuong, Tldd., tr.34.
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ung dung mang vuot 1én manh mé. Tuy nhién, theo danh gia ctia cac doanh nghi¢p
thi mang xa hoi nhu facebook van 1a kénh quang cdo hiéu qua nhat (52%). Tuc 1a
nguodi dung mang c6 xu hudng xem quang céo trén facebook nhung sau d6 mua
hang qua cac ung dung san giao dich hang hoa.

Riéng vé méng tro choi tryc tuyén, theo mot thong ké lién quan dén tro choi
truc tuyén tai Viét Nam nam 2018 cho théy céc con sd an tuong cua thi truong Viét
Nam nhu sau:*"’

- Viét Nam dang c6 hon 28 triéu game thu. Ngudi Viét Nam tiéu tén trung
binh 51 phut dé choi game trén di¢n thoai va diéu d6 thuong duoc lap di lap lai to 5
- 7 lan trong mot ngay.

- Nam 2018 tinh chung c4 nganh game online Viét Nam da c6 dugc muc
tang truong kha cao 1én téi 17%, dat 322 triéu USD so véi 275 triéu USD ctia nam
2017.

- Tong s6 game moi trong nam 2018 1a 160.

Céc con so cho thdy sirc anh hudng khong hé nho cua trd choi truc tuyén dén
dai da sb nguoi dung tai Viét Nam, kha nang thu vé loi nhuan cling nhu cac gia tri
vat chat duoc hinh thanh tir game 14 khong 16. Do vdy, cac nha lam ludt bo qua
nhimg yéu to nay thi s& rat dang tiéc cho ngudi ding cudi & phuwong dién méat di
ngudn thu nhap tiém ning. Hon nita viéc cAm doan khong khién cho cac giao dich
nay ngimng hoat dong ma chi khién viéc quan 1y khé khan hon va khé thu thué hon.

Tom lai, internet dang tré thanh mot phan tat yéu trong cudc séng hang ngay
ctia nguoi dung cudi tai Viét Nam, ca & thanh thi va nong thon, théng qua sy phd
bién ctia cac thiét bi di dong. Do d6, su tac dong cua EULA 1a dic biét 1on, dic biét
1a d6i voi nhitng ngudi dung khong am hiéu vé cong nghé nhu ngudi lao dong phd
thong, ndi trg hodc ¢ vung ndng thon.

b. Murc d0 quan tam cua nguoi dung cuoi doi voi cac EULA

27 A Behavioral Analysis of Mobile Gamers, POKKT x DECISION LAB, 08/2018, link:
file:///Users/a/Downloads/Pokkt x Decision Lab-SEA Market Study 1.pdf truy cép ngay 4/4/2020.
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Véi cac dic thu vé cach thire giao két nhu vay, ngudi dung cudi dudng nhu
danh rét it thoi gian dé doc, nghién ctru va hiéu cac EULA trudc khi ho dong y chap
nhan giao két cac diéu khoan va diéu kién trong cac thoa thuan nay.

Theo khao sat cia B6 Cong Thuong, 39% nguoi dung luu lai trén trang web

di dong tir 5-10 phut, 28% dudi 5 phit, chi c6 18% 1a luu lai trén 20 phat.**®

Day la
khoan thoi gian luu lai website dé tham khao cac muc néi chung, khong dé cap cu
thé c6 chta y dén cac EULA hay khong.

Mot nghién ctru khac cu thé vé truong hop ctia EULA hon duogc thuc hién
vao nam 2012 cua nhom cac nha nghién ctru Florence M.Chee, Nicholas Taylor va
Suzanne de Castell,”” ho da dit ra cAu hoi liéu nguoi dung doc dugc bao nhiéu
phan ctua EULA trudc khi ho tién hanh giao két chung. Va két qua khao sat cho
théy, chi c6 3% ngudi duge khao sat tra 101 1a doc toan b, 35% tra 161 doc mdt
phén va 62% tra 101 1a khong doc chut nao. Hon nira, trong 6 35% tra 1oi “c6 doc”
thi cling khong thé chac chan 14 ho hiéu va can nhic k¥ ludng nhimg diéu khoan va
diéu khoan da néu trong cac EULA. Theo mot nghién ctru khéac ciia Jeff Sauro vao
nam 2011, trong s6 2500 ngudi ding mang duoc khao sat, khong hon 8% ngudi
dung doc hét cac EULA, va trung binh mdi nguoi dung chi danh 6 gidy dé luét qua
cac EULA nay.*'”

Mot khao sat g?m nhét duoc thuc hién bdi Yannis Bakos nim 2014 da théng
ké trong s6 45.091 ho gia dinh truy cap vao website clia 66 cong ty phan mém va
cho ra két qua rang “chi c¢6 1 hodc 2 trong mdt nghin ngudi mua sim qua mang c6

truy cap vao EULA cua san phdm trong vong mot giay”.”"!

% B¢ Cong Thuong, Sach Tring Thuong Mai Pién Tt 2019, tr.57.

29 Florence M.Chee, Nicholas T. Taylor, and Suzanna de Castell, Re- Mediating Research Ethics:

End — User License Agreements in Online Games, Bulletin of Science, Technology & Society, 32(6) 497-
506, 2012.
1% Jeff Sauro, Do Users Read License Agreements?,11/11/2011. Khao sat dwoc thuc hién boi

Measuring U, déng tai trang https://measuringu.com/eula/ truy cép ngay 3/4/2020.
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Yannis Bakos, Florencia Marotta-Wurgler, and David R. Trossen, Does Anyone Read the Fine

Print? Consumer Attention to Standard Form Contracts, 43 J.Legal Stud., 2014.
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Nhu vay, c6 thé két luan 1a hau hét nguoi dung khéng doc hodc khong danh
du thoi gian thich hop dé doc cac EULA khi sir dung hay cai dat cac phan mém trén
mang. Vay nhiing giai phap hién nay cta lut hinh nhu khong hiéu qua néu van mic
dinh ngudi dung phai c6 du thoi gian nghién ciru va quyét dinh 1a c6 hay khong
ddng y voi nhitng diéu kién ma cic nha san xuit phan mém dua cho ho trén mot ban
thoa thuan chi hién trén man hinh dién thoai hay may tinh. Va hon nira, sy mong
mudn st dung ngay lap tirc chwong trinh dang sau EULA ciing khién da phan nguoi

dung dé dang dong ¥ hon.

3.3 Nhirng diéu khoan trong EULA c6é thé mang lai rii ro cho ngudi

dung cudi
3.3.1 Théa thudn cho phép sw dung dii liéu va thong tin cd nhdn

Luong thong tin ca nhan ctia ngudi dung cho phép cac nha cung cip chuong
trinh phan mém 14 rat 16n. Pidu nguy hiém 1 kha ning thu thap gan nhu toan bo
khia canh cta cudc sdng ctia ngudi ding cudi.

Khao sat dién hinh diéu khoan st dung cta Facebook, nha cung cip néi rd
rang nhitng thong tin lién quan dén nguoi dung cubi ma ho s& thu thap bao gom:*'

- Nhitng hoat dong va thong tin do nguoi dung va ngudi khac thye hién/cung
cap: ndi dung dang tai, thong tin lién lac va cac thong tin khac, bao gém ca khi
nguoi dung ding ky mot tai khoan, tao hodc chia sé ndi dung va nhan tin hay lién
lac v&i ngudi khac.

- Thong tin trong hodc vé ndi dung nguoi dung cung cap (vi du siéu dir lidu),
chrflng han nhu dia diém chup anh hoac ngay tao tép.

- Thong tin thu thdp tor may anh ctia camera khi nguoi dung da cho phép

facebook truy cap trong qua trinh chat hay dang video Ién mang.

212 Xem thém BDiéu khoan dich vu va Chinh sich bao mat cua Facebook tai

https://www.facebook.com/about/privacy/update truy cép ngay 22/4/2020.
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- Thong tin vé quan diém ton gido, quan diém chinh tri, nhiing ngudi ma
ngudi ding cubi "thich" hodc tham chi 1a lich sir sirc khoe clia ciia ngudi ding trong
cac truong trén trang ca nhan Facebook hodc phan Su kién trong doi.

- Nguén géc dan toc hoac chung toc, niém tin triét 1y hoac tu cach thanh vién
trong nghiép doan.

- Théng tin lién hé néu ngudi diing chon tai 1én, dong bd hoic nhap thong tin
do6 tir thiét bi (chéng han nhu sb dia chi, nhat ky cudc goi hodc nhat ky SMS).

- Noi dung nguoi dung xem hodc tuong tac; cac tinh nang nguodi dung st
dung; hanh dong ban thuc hién; nhitng ngudi hodc tai khoan ban tuong tac; va thoi
gian, tan suat cling nhu khoang thoi gian hoat dong cuia ban.

- Thong tin vé céc giao dich dugc thuc hién trén Facebook. Thong tin nay
bao gdm thong tin thanh toan, chang han nhu sé thé tin dung hodc thé ghi no va
thong tin thé khac; thong tin xac thuc va thong tin tai khoan khac; ciing nhu chi tiét
1ap hoa don, giao hang va lién hé.

- Thong tin vé thiét bi: vé may tinh, dién thoai, TV duoc két ndi cling nhu
cac thiét bi két ndi web khac ma ban dung dé tich hop Facebook. Facebook ciing két
hop thong tin nay trén cac thiét bi khac nhau ma nguoi dung sir dung. Vi du sir dung
thong tin thu thap dugc vé cach ngudi dung st dung Facebook trén dién thoai dé
nhan dién noi dung (bao gém ca quang c4o) hoic dé do ludng xem liéu ngudi dung
c¢6 thuc hién hanh dong ddi véi quang cdo ma facebook hién thi cho ban trén dién
thoai trén mot thiét bi khac hay khong.

- Facebook thu thap thong tin cac thiét bi cia ngudi dung nhu hé diéu hanh,
phién ban phén cung va phén mém, muc pin, cudong do tin hiéu, dung luong bd nhé
trbng, plugin, loai trinh duyét, tén ciing nhu loai cta tép va tmg dung.

- S6 nhan dang: s6 nhan dang duy nhat, ID thiét bi va cac sd nhan dang khac,
chrflng han nhu tr tro choi, tng dung hodc tai khoan ctia nguoi dung, cling nhu ID

thiét bi gia dinh.
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Céc ndi dung tuong tu, tham chi con tinh vi hon xay ra véi Google, trinh tim
kiém 16n nhét thé giéi.*"? Véi nhimng thong tin nay, cudc séng cua ngudi dung gan
nhu bi cic nha cung cdp “boc tran”, vin dé cé bi “phoi bay” hay khong s& phu
thudc hoan toan vao kha ning bao mat cua nha cung cip. S& khong ngoa néu két
luan rang “Quyén riéng tw ciia nguoi ding mang da “chét” va khéng con cdch ndo
curu van dwoc nira”.

Diéu nay 1y giai vi sao thoi gian gan day, khi cic chuong trinh phin mém
nhu google hay facebook cang 16n manh thi cang c6 nhiéu phan anh tir phia nguoi
dung rang ho c6 cam giac nhu ho dang bi theo ddi va 4m thdm thu thap thong tin
(thuc té 1a khong am thAm ma cong khai thu thap do da ghi nhan diy du trong cac
EULA).*"* Ngudi dung dang song trong sy diéu huéng mot cach vo hinh cua cac
nha cung cép chuong trinh phan mém. Ho phan tich timg hanh vi ctia ngudi dung dé
ca nhan héa mdt cach tinh vi, ho dugc ty y xem xét dé dua cho chung ta nhitng dé
Xudt vé quang co va san pham.

Trong bdi canh ngudi ding bi tac dong bai cong ddng mang x4 hoi, tin tudng
vao cac thong tin do Facebook cung cap hon. Va nhu 1y thuyét hanh vi ngudi ding
ctia Philip Kotler da dé cap,cac yéu to tim 1y bao gdbm dong co thiic day, nhéan thic,
linh hoi, tir 46 x4y dung niém tin va hinh thanh thai d6 nguoi dung. Khi cdc quang
cao dugc phat di phat lai, Xuat phat tor mot nhu cau tiéu dung ban dau, nguodi dung
roi vao ving khong gian v6i vo van cac lya chon duoc dép vao mit minh mdi ngay,
lam dong co thuc ddy hanh vi mua sim cua ho. Khong ding lai sau khi giao dich
hoan thanh, Facebook tiép tuc guri cac dé xuat quang cao 1a hinh thanh nhan thirc
ngudi dung. Dan dan qua thoi gian, nguoi dung hinh thanh niém tin va thai d6 mua
sam theo dinh huéng ma doanh nghiép mong mudn. Ching ta nhu nhimng con réi

dang di ding, dn uong, mua sam theo “sgi day” cua nha cung cap phan mém gan

23 Xem thém Diéu khoan su dung va Chinh sich bao mat cua Google tai

https://policies.google.com/privacy?hl=vi truy cap ngay 22/4/2020.
214

Xem thém cac bai viét tai B4o md&i online, link: https://baomoi.com/nguoi-dung-smartphone-

dang-bi-google-theo-doi/c/27299549.epi va Déan tri, link: https://dantri.com.vn/suc-manh-so/google-thua-
nhan-theo-doi-nguoi-dung-ke-ca-khi-tat-dinh-vi-20180820084656604.htm truy cap ngay 22/4/2020.
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cho khi “déng v’ st dung dich vu ctia hg. Hay noi cach khac, cac phén mém “mién
phi” ching ta di sir dung, khong han mién phi nhu cach ho tuyén b trong céc
EULA.

“Vay c6 nguy hiém khong?” 1a cau hoi ma ngudi dung luc nay dang bin
khoan, mic di ho van chwa nhan thirc duoc ddy du birc tranh cua van dé. Trén thé
gidi c6 hang ty nguoi st dung internet va Facebook, va cling khong it nguoi su
dung cung lic 4-5 ung dung va mang xa hoi, cudc séng cua ho van dién ra mot cach
binh thudng va “an toan”. Liéu c6 can thiét lo lang qua mirc vé van dé nay khi céac
chinh sach hién nay gan nhu rang budc cac nha cung cap khong dugc ty ¥ cung cap
thong tin ngudi ding cudi cho bén tht ba trir mot s6 trudng hop dic biét do luat
dinh. Cac quy dinh cua Chau Au, Hoa Ky, Trung Quéc, Nhat, v.v. va ca Viét Nam
cling dua ra cac mirc phat tién ning cho hanh vi khong bao dam an toan thong tin
mang, tham chi c¢6 bao gdm ca yéu cau bdi thudng dan su kém theo.

Tuy nhién, ching ta can hiéu rd, viéc phat ning hay khong ciing khong giup
duogc gi nhiéu néu thong tin cia ngudi dung cudi di bi ro ri. Hay ndi cach khac, néu
¢ truong hop bi xAm pham vé quyén riéng tu xay ra, thu hoi thong tin 1a diéu
khong thé, bat chap “quyén dugc lang quén” da dugc khang dinh trong GDPR cua
Chau Au. Nhitng thong tin di dua 1én hé thong dit liéu toan cau khong bao gid c6
thé x6a bé hét, n6 dugc luu trir & nhidu ting nic khac nhau cta hé thong mang
internet.

Trong nhitng nim gan ddy, trong moi trudng mang bat dau xuét hién mot
khai niém, ma chi nhiing nguoi dung cong nghé thuan thuc méi biét, d6 chinh 1a
“deep web” va “dark web”. Nom na hai khai niém nay am chi ving t6i tim cta thé
gidi mang, noi cac to chirc, ca nhan hoat dong ngoai vong phap luat. SO lugng 16n
cac hacker am hiéu cong nghé méi cé kha ning hoat dong thudng xuyén trong ving
t6i nay cua thé giéi mang. Dit liéu c4 nhan dua 1én hé thong dit liéu toan ciu cang
nhiéu, s& cang c6 nguy co bi tin cong. Va nhiéu trudong hop, tir tin cong trén thé
gidi 40 s& chuyén hoa thanh tin cong trong thé gidi thyc. Day chinh 1a nhiing rii ro

ma ranh gidi cia phap luat chua du kha nang bao vé ngudi dung cudi.
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3.3.2 Piéu khodn vé gidi han trdch nhiém va boi thuwong thiét hai

Céac nha cung cip phan mém thuong cb ¥ dua vao cac EULA nhimg diéu
khoan nham gidi han pham vi chiu trach nhiém cta ho dén muc tdi thiéu dbi voi
nhirng thiét hai c6 thé xay ra v6i ngudi ding.

Vi du nhu diéu khoan “Giéi han bdi thuong thiét hai” trong EULA cua
Seagate’'” nhu sau: “Trong gi6i han t0i da dwoc phép theo phdp ludt c¢é thé dp
dung, trong moi truong hop, Seagate hodc cdc bén cdp gidy phép hodc cdc nha
cung ccfp cua Seagate sé khong chiu trach nhiém vé bat ky thiét hai dac biét, I¢
thude, triemg phat, gidn tiép hodc hé qua nao (bao gom nhung khéng chi giéi han &
cdc thiét hai do mat loi nhudn hodc thong tin bi mdt hodc thong tin khdc, vé gian
doan cong viéc, vé thwong tich ca nhan, vé thuwong tich ca nhdn, vé mat s riéng tu,
vé viéc khéng dap vng bdt ky nhiém vu ndo bao gom chu ddo thién chi hay hop Iy,
vé si cdu thd va vé bdt ky ton that nép phat hay ton thdt nao khdc) phdt sinh tir
hodc lién quan dwdi bat ky hinh thite nao dén viéc sir dung hodc khéng thé sir dung
san phdam hodc bdt ky phan nao hodc thanh phan nao ciia san phdam trong hodc lién
quan dén bdt ky diéu khoan nao ciia EULA, ké cd trong truwong hop 16, thiét hai
ngoai hop dong (ké cd cau thd), trinh bay sai, trach nhiém toan di¢n, vi pham
hop déng hodc vi pham bdo hanh ciia Seagate hodic cdc bén cip gidy phép hodic
cdc nha cung cdp cia Seagate, va cho dii Seagate hodc cdc bén cdp gidy phép
hodc cdc nha cung cdp cia Seagate dé dwge biét vé kha ndng xdy ra thiét hai dé va
bdt ké viéc khéng thiee hién dwoc muc dich co ban ciia hop dong nay hay bdt ky
bién phdp khdc phuc nao.”

Piéu khoan gi6i han trach nhiém nay di nguoc lai véi moi nguyén tic vé boi
thudng thiét hai trong va ngoai hop ddng va phi bo hoan toan trach nhiém cua

Seagate trong moi trudng hop cé thé phat sinh thiét hai cho khach hang cua minh.

*1% Seagate 1a mot trong nhimg cong ty san xuét phan cting 16n cia My, chuyén vé thiét bi lwu trir dir
liéu, dugc thanh Idp vao nam 1978. Xem toan b ndi dung EULA cia Seagate tai link:

https://www lacie.com/files/www-content/about/legal-privacy/en-

us/docs/EULA_Single User Vietnam Vietnamese FINAL.pdf truy cép ngay 28/4/2020.
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Di nhién, tac gia hiéu quy dinh nay nhu mot cong cy rio trudc cua nha cung cép,
trong trudng hop phap ludt ciia cac qudc gia khong du chat, va wu tién thoa thuin
hay don thuan cong nhan EULA nhu 12 mét gidy phép, diéu khoan nay sé tao loi thé
16n cho nha cung cip trude moi cao bude vé bodi thuong ciia ngudi ding cudi.

Khoéng nhimng thé, néu khong cin nhic ky ludng, nguoi dung cé thé chiu su
rang budc boi nghia vu bdi thuong ma nha cung cap ap dat cho minh, vi du trong
EULA cua Seagate ciing c¢6 diéu khoan:“Bang viéc chdp nhin EULA nay, ban
dong y béi thuwong va bdo vé vé hai theo cdch khdc cho Seagate, cdn bd, nhan vién,
dai dién, cong ty con, bén lién két va cdc déi tic khdc cia Seagate khéi bdt ky
khodn boi thwong thiét hai nao triee tiép, gian tiép, 1é thude, ddc biét, hé qud hodc
trieng phat phdt sinh, lién quan hodc xudt phat tir viéc ban sir dung San pham hodc
bdt ky van dé ndo lién quan dén San pham, bao gom nhung khéng chi gi6i han &
viéc sit dung bat ky Dich vu Bén thir ba ndo.”

Theo phap luat Viét Nam, cac diéu khoan nay cé thé duge xem nhu 13 cac
diéu khoan mién nghia vu cho bén soan thao hop ddng va tang trach nhiém cho bén

kia (ngudi dung cudi), trong trudng hop d6 cac diéu khoan nay sé bi vo hiéu.*'®

Tuy
nhién Toa an s& chi xem xét va tuyén bd vo hiéu trong truong hop Toa cong nhan
EULA 14 mot hop dong theo mau.

3.3.3 Piéu khodn don phwong chim diet dich vu

Thuc té tai My da ghi nhan kha nhiéu vi du vé viéc lam dung quyén luc trong
EULA lién quan dén diéu khoan chdm dirt. Nhu trudng hop cua trd choi Thé Gi6i
Sims (Sims World)*"", Peter Ludlow, mot gido su triét hoc thudc Pai hoc Michigan,

da tham gia trd choi va dong vai nhu mot phong vién trong thé gidi ao, sau d6 ong

218 B luat Dan sy 2015, Diéu 405.3.
1" Khong giéng nhur cac trd choi “game world” théng thudng khéc, ngudi choi vuot qua hang loat
céc thir thach dé dat duge mot két qua xac dinh trude. Thay vao d6, Sims World giéng nhu mot thé gidi 4o
noi cac ngudi choi cé thé “hen hd” voi nhau. Khong c6 céc vat thé duoc nha phat trién game thiét ké trong
game, thay vao d6 ngudi choi s& thu thap Simoleon, mét dang don vi tién té sir dung trong game théng qua
c4c hoat dong trong game dé ting cuong k¥ ning va stc khoe. Simoleon ¢ thé dwoc tw do chuyén dbi thanh

tién trong thé gi6i thuec.
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xudt ban cubn Alphaville Herald, tdp hop cac cdu chuyén kinh ngac tai thanh phd
Alphaville, thanh phd 16n nhat trong trd choi Sims Online. Nhitng bai bao cua
Ludlow vé nan mai dam tré em trén thé giéi 4o nhan duoc nhiéu quan tim trong thé
gidi thye. Nha san xuat ciia tro choi Sims 1a Electronic Arts (EA) dd phan tng bang
cach khoa tai khoan ciia Ludlow trong The Sims Online, khong cho phép 6ng ton tai
hay dang nhap vao chuong trinh game. Ly do ma EA dua ra 1a nhan vat 4o cua
Ludlow di lién két véi mot trang mang thuong mai cua Alphaville Herald, von vi
pham EULA ky két giita Ludlow va EA, trong EULA ciing cho phép EA duoc
quyén x6a bo tai khoan cua bat ky ngudi ding nao tlly vao su suy xét cua cong
fy 218

Viée tu ¥ x6a bo tai khoan cua ngudi dung c6 thé din dén viéc ngudi ding
mat di khoan tién tiéu ton cho viéc tham gia vao trd choi ma khong hé duoc hoan
lai. Mic du cac van dé trén xay ra trong mot thé gidi ao, nhung cac van dé d6 xuét
phat tir thé gidi thuc va tac dong dén con nguoi thuc, chua ké dén cac gia tri tai san
ma nguoi choi quy doi tir thé gidi thuc thanh tai san 4o cling c6 thé bi anh hudng
boi y chi don phuong cia mét phia trong quan hé nay.

Nghi dinh 15/2020/ND-CP méi ban hanh di c6 quy dinh khac phuc cho tinh
trang nay bang cach budc cic cong ty game phai théng bao trude it nhat 90 ngay
(DPiéu 104). Tuy nhién quy dinh nay khoéng c6 y nghia gi néu nhu Nha Nudc vin
khong cong nhan tai san 40 va cAm tat ca cac hinh thirc quy doi tai san do thanh
tién. Vay trong diéu kién nha cung cip don phuong chdm dut dich vu, ngudi dung
cudi co thé kién dé yéu cau boi thudng thiét hai, nhung lai khong thé chimg minh
duogc thiét hai thyc té boi tat ca nhitng gia tri tir trd choi s& khéng dwoc nha nude

cong nhan.

*!¥ Jason T. Kunze, Regulating Virtual Worlds Optimally: The Model End User License Agreement,

7 Nw. J. Tech. & Intell. Prop. 102 (2008);
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3.4 Nhirng bat cip ciia phap luat Viét Nam vé bio vé quyén riéng tw ciia

ngudi ding cudi trong cic EULA
3.4.1 Sw thét bai ciia diéu khodn bdt budc trong cdc hop dong theo miu

Chung ta di biét rang khong c6 ai doc ndi dung ctia cic EULA hay ToS.
Thuyét tim 1y tiéu dung cua Kotler cho thdy cac quyét dinh dan dén hanh vi tiéu
ding cta nguoi ding cudi khong phai 13 nhitng diéu khoan dugc ghi nhan trong
EULA ma dua cha yéu trén cac ngudn tham khao vé san pham va dya trén mirc do
cap thiét cua nhu ciu sir dung. Ngudi ding vao mang dé tim kiém nhirng thr thu
hat ho, phuc vu nhu cau lam viéc hay giai tri, khong phai dé doc cac chinh sach bao
mat hay diéu khoan sir dung chuong trinh phan mém va tng dung.

Viéc luat bat bude cac EULA phai dugc trinh bay rd rang va don gidn cling
khong dem lai hiéu qua cao. Hau hét phap luat bao vé nguoi tiéu dung, trong d6 co
luat Viét Nam, déu yéu cau cac hop dong theo mau va diéu kién giao dich chung
phai dugc trinh bay mdt cach “ro rang, cu thé, d& hiéu, du y va dam bao du thoi gian
suy xét” dugc Omri Ben-Shahar va Carl E. Schneider (2014) danh gia 1a “nhitng y
twong dep dé nhung khong lién quan.”*"

Theo hai nha nghién ctru, sy don gian xuc tich khong thé dam bao tic dung
ctia cac hop dong theo mau, bdi c6 nhitng giao dich khong thé dugc giai thich ngin
gon, xuc tich va don gian. Con trinh bay dai dong thi nguoi ding cudi vén la 1am
v6i nhitng thuat ngir chuyén nganh lai cang khong hung tha liéc nhin.”*’Cac diéu
khoan bat bugc von di phai hd tro cho ngudi ding cudi trong viéc dua ra quyét dinh
bang cach cung cdp cac thong tin hitu ich. Su hitu ich cta thong tin phu thudc vao
viéc n6 duoc trinh bay nhu thé nao. Cac nha lam luét can phai chon loc nhiing
thong tin nao ma ngudi dung can biét va sau d6 dua ra cac quy dinh hudéng dan nha

san xuét phai cung cap trong cic EULA.

' Omri Ben-Shahar, Carl E. Schneider, More Than You Wanted To Know — The Failure of
Mandated Disclosure, Princeton Uni. Press, 2014, p.122.
220 Omri Ben-Shahar, Carl E. Schneider, 2014, Sdd., p.137.
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Phép luat khong ngimg diéu chinh dé phu hop vdi cac tinh hudng phat sinh,
ma cac quy dinh giup cac nha 1am luat kiém soat bén soan thao hop déng nhiéu hon.
Tuy nhién, khong phai lic nao nha lam luat cling c6 thé nhan dién duoc cac tinh
hudng ciing nhu doan dinh duoc van dé co thé xay ra, nén nhiéu trudng hop cic cac
quy dinh tr& nén qué ctng nhic hodc dé gy nham 1an.

Mic du nhiéu quan diém cho rang viéc lut quy dinh cac diéu khoan bat budc
ciing khong anh huong gi, cang co nhiéu thong tin thi cang tét.**' Tuy nhién, no s&
¢6 hai néu no lam tang ganh ning chi phi so v&i nhitng loi ich ma né mang lai.

Tac gia dong ¥ véi quan diém cia Ben-Shahar v6i quan diém cho rang cac
diéu khoan bat budc 1am ton thém chi phi giao dich, khién gia ca dat do va co kha
ning gay hai.””> Hon nita, cac diéu khoan bét budc c6 thé han ché kha niang ciia Toa
an trong viéc bao vé ngudi tiéu dung. Cac nha san xudt co thé trén tranh trach
nhiém ciia minh bang cach tip trung vao viéc thiét ké cac canh bao vé riii ro ciia san
pham hon 1a tap trung vao viéc 1am cho san pham an toan hon. Vi du nhu theo quy
dinh tai Piéu 17 va 18 cta Luat Bao vé quyén lgi ngudi tiéu ding 2010, néu cic nha
san xuat da thuc hién cac yéu cau vé cong bd thong tin va dang tai ndi dung hop
dong, hodc dang ky theo luat, thi nguoi tiéu dung mic nhién dugc hiéu 1a da doc,
hiéu va chip nhan hop dong.

Tom lai, néu cac diéu khoan bat budc von di di duoc quy dinh tir 1au va ap
dung rong rdi, nhung thuc té cho thay ngudi dung cudi van khong tranh khoi tinh
huéng bi lam dung. Luat cling dugc sira d6i bd sung thuong xuyén nhung dudng
nhu tinh hinh ciing khong kha quan, tham chi chiing con c¢6 kha ning gay hai. Diéu
d6 c6 nghia 12 nha lam luat nén nging ap dung diéu khoan bat budc dé cai thién tinh

hinh.

! Hillman, Robert A. and O'Rourke, Maureen (2011) "Defending Disclosure in Software

Licensing," University of Chicago Law Review: Vol. 78 : Iss. 1 , Article 6.
22 Omri Ben-Shahar, Carl E. Schneider, 2014, sdd., Chapter 12.
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3.4.2 Quy trach nhiém cho nguwoi diing doi véi viéc kiém sodt thong tin ciia

minh trong ciac EULA

Duéi goc d6 phap 1y, cac quyén lién quan dén bao dam thong tin va hinh anh
ca nhan clia nguoi ding duge xem 1a quyén nhan than dugc ghi nhan trong Bo luat
Dan su 2015, cu thé 1a quyén cta c4 nhan dbi véi hinh anh (Piéu 32); quyén dugc
bao vé€ danh du, nhan phém, uy tin (Diéu 34); va quyén vé doi séng riéng tu, bi mat
c4 nhan, bi mat gia dinh (Piéu 38). Theo d6, hau hét cac quyén trén s& chi duoc
phia nha cung cdp st dung va khai thac khi co dugc su dong y cia ngudi dung
thong qua mot thdéa thuan, & day chinh 1a EULA. Va thong qua viéc dang ky hay
cai dit cac ung dung di dong, nguoi dung da dong ¥ cho phép ho thuc hién quyén
nay.

Viét Nam hién nay da xdy dung mot sd cac vian ban quy pham phép luat lam
nén tang bao dam quyén cta ngudi ding trong cac giao dich dién tir nhu Luat Giao
dich dién tor ngay 29/11/2005, Luat Cong nghé thong tin ngay 29/6/2006, va Luat an
toan thong tin mang s6 86/2015/QH13 ngay 19/11/2015 va cac van ban hudéng din
lién quan.

Gan day nhat, Nghi dinh 15/2020/ND-CP quy dinh xir phat vi pham hanh
chinh trong linh vyc buu chinh, vién thong, tin sb vo tuyén dién, cong nghé thong
tin va giao dich dién tir do Chinh Phu ban hanh ngay 3/2/2020, vira bat dau c6 hiéu
luc tir 15/4/2020. Nghi dinh nay da cu thé cac muc phat c6 lién quan dén xam pham
mot s& quyén ctia ngudi dung cudi khi sir dung cac san pham phan mém va giao
dich dién tir da duogc dé cap o cac Luat Giao dich dién tir, Luat Cong nghé thong tin,
Luat an toan thong tin mang va Ludn An ninh mang, vi du nhu hanh vi mao danh
khi guri thong tin trén moi truong mang (Diéu 77); khong c6 cac hé théng bao dam
quyén loi cho nguoi dung cudi 1a tré em khi sir dung chuong trinh. (Piéu 77); hanh
vi giri thu rac hodc tin nhin rac hodc thu quang cdo mang tinh quay nhidu nguoi
dung bang nhiéu hinh thirc khac nhau ma chwa duoc ngudi nhan/ngudi dung dong y
hodc d3 bi ho tir chbi (Diéu 82, 94); thu thap thong tin c4 nhan khi chua co6 sy déng

¥ ctia cha thé thong tin ¢4 nhan vé pham vi, muc dich cta viéc thu thap va sir dung
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thong tin do. (Diéu 84); khong bao mat, tiét 10, cung cép, ban hodc luu trir thong tin
lién quan dén nguoi ding cho bén thir ba ma chua c6 sy chap thuan hay dong y cua
nguoi dung hoic khi di c6 yéu cau ngimg cung cap (Piéu 84); str dung khong dung
muc dich thong tin ca nhan da thoéa thuan khi thu thap hodc khi chua cé sy dong y
ctia chu thé thong tin c4 nhan ctia nguoi dung (Diéu 84); khong huy bo thong tin ca
nhan di duoc luu trit khi d3 hoan thanh muc dich str dung hodc hét thoi han luu trit
(Diéu 85); v.v.

Theo tac gid, cac quy dinh hién hanh cua Viét Nam dugc danh gia la kha
tuong thich v6i phap ludt cac nudc vé mirc do bao vé quyén riéng tu clia ngudi
ding, bao gdm nhu cac quyén duge tir chdi nhan quang cdo, tir chdi viée sit dung
thong tin trai muc dich, hay quyén dugc ling quén. Tuy nhién, cic quy dinh nay
cling chi phat huy dugc tac dung trong truong hop nguoi dung c6 doc va hiéu rd cac
ndi dung cua EULA. Trong khi nhu da chiing minh & cac muc trén, khi nguoéi dung
khéng quan tdm hodc khong hiéu, ho s& c¢6 xu hudng dong y va chap thuan véi moi

di€u kién ma nha cung cap phan mém dua ra.

3.5Biao vé quyén riéng tw ciia ngwoi dung théng qua hop ddng cép

quyén ngwoi dung cuoi

Pé giai quyét cac van dé da néu lién quan dén EULA, trén co s kién nghi tai
chuong 2 vé viéc can c6 van ban huéng dan riéng ddi véi cac cac hop dong theo
mau va diéu kién giao dich chung di kém véi giao dich dién tir, phan nay tac gia
tiép tuc dua ra cac kién nghi dé bao vé quyén riéng tu cia nguoi dung cudi theo ba
hudng cu thé can duoc giai quyét trong cac van ban quy pham phap luat huéng din
riéng d6i véi EULA va ToS nhu sau:

Thir nhit, cic quy dinh cin nang cao hon trich nhiém cila cic bén trung
gian va doi ngil tu van trong céac giao dich dién ttr. Cu thé 1a quy dinh rd vé nghia vu
tu van va giai thich cta bén cung cap phan mém hoic chuong trinh Gmg dung cho
nguoi dung.

Nguoi ding rat can théng tin, nhung nha 1am luat s& khong thé doan dinh

dugc hét tat ca nhitng thong tin ma nguoi dung can biét trong luat. Do d6, EULA
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khong can 1a noi dé trinh bay tat thay nhiing thong tin nay. Hon nita, s& khong c6 y
nghia gi néu nha san xuat dua vao cac diéu khoan dé sau d6 luat bao vé ngudi tiu
ding hay Toa an ton cong stc tuyén bd nd vo hiéu. Ludt can néu rd nghia vu bét
budc ciia nha san xuat chuong trinh phin mém ddi véi trach nhiém giai thich va hd
trg nguoi dung vé thong tin san pham va dich vu. Nhiing thong tin tu van hodc trao
d6i déu co thé duge luu lai dudi hinh thirc vin ban dé c6 thé lam bang chung giai
quyét tranh chip vé sau cho cac bén. Hau hét cac tmg dung thuong mai dién tir déu
c6 muc giai quyét thic mac hodc tro chuyén truc tiép vai tu van vién, hoat dong nay
co ban giam bdt rui ro cua ngudi dung trong cac giao dich qua internet do khong
doc cac ToS hay EULA.

Viéc nay can dugc nang 1én thanh quy dinh bat budc, va trach nhiém nay c6
thé phai kém theo hau quéa phép 1y 12 bdi thuong thiét hai néu chimg minh duoc viée
tac trach ctia nha cung cap trong viéc giai dap thic mic din dén thiét hai cho ngudi
dung.

Thir hai, cic quy dinh lién quan dén hinh thirc ciia hop dong EULA hoic
diéu khoan giao dich trén internet can yéu cau thay dbi dé budc nguoi dung cubi
phai cha y dén cac EULA. Thay vi nguoi ding cudi chi can doc thong tin va nhan
chép nhan, thi nén dugc trinh bay EULA thanh cic muc lgya chon. Pac biét, lién
quan dén viéc sir dung thong tin c4 nhan hoic thiét ké ché d6 bao mat bat budc phai
dua vao trong cac muc can phai c¢6 sy xac nhan cta ngudi dung cudi thi giao dich
m&i thanh cong. Ngoai ra, chiing ta ¢ thé tiép thu rong rdi quy dinh vé mirc bao
mat t6i da luén dé & ché do “mic nhién” dé trong truong hop nguoi dung cubi
khong chu y thich hop van dam bao duoc an toan thong tin ciia chinh minh.

Cudi cung, luat can nang cao hon mirc xtr phat d6i voi hanh vi khong ap
dung hoidc d3 ap dung cac bién phap bao mat nhung van 1am 19 thong tin ctia ngudi
dung mang (hién nay Nghi dinh 15/2020/ND-CP dang ap mirc phat cao nhét 1a 30
triéu ddng). Vi nhitng thiét hai c6 thé vo cung 16n c6 thé xay ra, cac mirc phat can
c6 mirc ran de du cao dé nha san xuat nd luc hét sirc han ché that thoat thong tin

trong va sau khi nguoi ding da két thuc str dung churong trinh. Pong thoi, sé khong
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du thira néu phap luat dan sy b6 sung thém trach nhiém bdi thuong dan sy cta nha
cung cap trong truong hop céc giao dich mang c6 kha ning gy thiét hai cho nguoi
ding cudi. V& van dé nay, tac gia xin phép ban dén ¢ nhimg nghién ctru khac siu
hon.

3.6 Bio vé quyén tai san ciia nguoi dung thong qua hep dong cip quyén

nguoi dung cuoi
3.6.1 Cong nhdn quyén tai san doi voi tai san do

Pé co thé bao vé dugc quyén tai san ctia ngudi dung trong thé gidi 4o, nhat
thiét phai c6 co ché cong nhan tai san o.

Thir nhit, tai san bao gom vat, tién, gidy to co gia va quyén tai san (Bo luat
Dan sy 2015, Diéu 105). Theo dé, quyén tai san 1a quyén duoc tri gia bang tién, bao
gom quyén tai san ddi véi ddi tugng quyén so hiru tri tué, quyén sir dung dat va
quyén tai san khac (Bo luat Dan su 2015, Piéu 115). Néu dua trén gia trj bang tién
clia quyén tai san va kha ning luu thong trong dan sy cua céc tai san ao, thi ¢ day
chung ta c6 thé thay tai san a0 c6 day du yéu t6 dé dugc xem 1 mot quyén tai san,
tuong ty nhu quyén so hitu tri tué, bao gdm ca kha ning chiém hiru duogc, str dung
duoc va c6 thé dinh doat dugc.

Thuc té, c6 kha nhiéu céac giao dich tai san do dugc thanh toan béng tién that
tai Viét Nam. Vi du ndi tiéng nhat 1 viéc Cong ty An ninh mang Bkav da mua lai
tén mién Bkav.com véi gia 1én dén 2,3 ty Dong theo (Trang BKAV ngay 05 thang
01 ndm 2012), hay 6ng Pham Truong Son, thudc cong ty Market4gamer da mua lai
hai tai khoan ctia ngudi choi véi gia 1én dén 1,8 ty Pong (Zingnews ngay 11 thang
09 nam 2008). Piéu d6 cho thay, tai san ao chinh 1a mot quyén tai san va rat can
thiét duoc cac van ban phap luat thira nhan, lam nén tang bao ho cac quyén tal san
lién quan néu c6 phat sinh tranh chap.

Thit hai, néu ding duéi goc do loi ich cua chu s¢ hitu phan mém trong yéu
cau duoc bao hd quyén s htru tri tu€, ching ta co thé phan chia lam hai dang

chuong trinh phan mém tao nén the gidi ao dé co cach thirc ing xtr khac nhau, bao
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dam tai san tri tu€ cua ho khong bi lam dung. Dya trén quan diém cua Jack Balkin
(2004),”* @6i v6i cac trd choi hodc chuong trinh phin mém vén duogc thiét ké sin,
ngudi choi hodc ngudi tham gia chi don thuan st dung nhimng lya chon c6 sin dé
thuc hién hoat dong trong thé gidi ao thi cac hoat dong trong chuong trinh iy s&
dugc xem 13 thudc so hiru toan bd cua tac gia/nha phat trién phan mém. Nhing
chuong trinh nay ciing s€ khong chiu anh hudng ctia Tda an, di nhién, phai 1a trong
truong hop EULA cua giao dich phan mém lién quan tuén thu cac quy dinh cta luat
vé bao dam quyén loi ciia ngudi tiéu dung d6i voi quyén bi mat thong tin va céac
quyén khéc theo phap luat bao vé nguoi tiéu.

Nguoc lai, & nhitng trd choi hodc chuong trinh doi hoi nguodi choi cé su dau
tu vé mat cong sirc va tai san nham kién tao cac noi dung trong thé gidi ao, thi
nhitng sy sang tao nay can duoc cong nhan va bao hd nhu mot dang tai san cua
ngudi choi, vi tac gia hodc nha phat trién chi 1a ngudi sang tao nén nén tang chinh
ctia thé gidi a0. Cac EULA Iic nay nén dugc hiéu 1a mot dang “diéu 18” khi nguoi
choi tham gia. Trong truong hop ngudi choi vi pham diéu 1¢ thi can ctr trén d6 dé
thuc hién thanh toan hodc xtr Iy cac quyén tai san lién quan. Truong hop cac
chuong trinh thudc nhém thir hai, Toa 4n nén duoc trao cho tham quyén xem xét lai
cac diéu khoan da giao két trong EULA dé dam bao tinh cong bang. Nhu vy c6 thé
giai quyét dugc méi lo ngai thtr hai d6 1a d6i véi viée giai quyét cac giao dich tai
san 40 c6 gia tri 1on khi nha phat trién chuong trinh déng ctra.

Vi nhitng quan ngai hién nay ctia cac nha 1am luat vé kha nang quan 1y loai
tai san nay trén thi trudng, tic gia cho rang da dén lic ching ta cin bo sung khai
niém “tai san” trong BJ ludt dan sy, budc d4u can thira nhan gia tri phap ly cua tai
san 4o trudc dé tranh nhiing truong hop quyén loi chinh dang ma nguoi dung bi
xam pham. Trong qua trinh 4p dung trong thuc tién dan sy, Toa 4n s& c6 cach xem
xét va giai quyét riéng déi voi timg trudng hop cin ctr trén ndi dung cia EULA va

tinh hudng thuc té cia timg tranh chap.

*¥ Jack M. Balkin, Virtual Liberty: Freedom to Design and Freedom to Play in Virtual Worlds, 90

VA.L.REV. 2043, 2043 n.1 (2004).
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3.6.2 Ludt hoa mé hinh cia Castronova va Balkin

Trong s cac 1y thuyét hudng dén cong nhan va bao vé quyén tai san trong
moi trudng mang thi ndi bat 1a mo hinh “Piéu 1&¢ Thé giéi Ao” (Charter of
Interration) ciia Edward Castronova (2004),”** duoc tiép nbi bsi Jack M. Balkin
(2004).%

Trén nén tang cong nhan gia tri phap 1y cia tai san 4o, trong cong trinh cia
minh, Edward Castronova (2004) da dé nghi mot hé théng diéu 1é cho céc thé gidi
ao twong tu nhu hé thong diéu 1é ciia cac cong ty. Khong gian trong tro choi s& duoc
bao vé dudi mo hinh “Diéu 1¢ Thé gidi Ao”. Castronova tranh luan rang céac thé giéi
a0 xtmg dang c6 dugc vi thé phap 1y twong tu nhu cach ma cac cong ty ton tai theo
Iy thuyét phap 1y vé ca nhan. Cac cong ty duoc phép gidi han trach nhiém phap 1y
boi cac tac dong tich cuc cua trach nhiém tai san hiru han ddi v4i x3 hoi, trén co s6
d6 Castronova cho rang thé gidi o c6 kha ning mang lai cho xa hoi nhiing loi ich
doc ddo ma chua duge cong nhan theo ciu triac phap 1y kinh té xa hoi hién tai. Loi
ich cubi cung 1a kha nang thoat khoi mo6 hinh h¢ théng lam viéc dugc thiét 1ap trong
Céach mang Cong nghiép. Boi vi thé gidi a0 cho thdy mot tiém ning to 16n nhu vay
dé cung cép mdt diéu tdt dep cho xa hoi, cac thoa thuan ma cac thé gidi 4o nay duoc
quy dinh xtng dang v6i vi thé dic biét. Dudi mot “Piéu 1é Thé gidi Ao”, nhiing
ngudi tham gia tro choi/ nguoi sir dung phan mém/chuong trinh may tinh s& duoc
tir do thay ddi cac giao dién trong thé gidi ao. Nhiing thay d6i nay sé khong bi Toa
an can thién hay ngin cam, vi ho da duoc trao cho cac quyén sé hitu trong thé gidi
a0 10i. “Diéu 1 Thé giéi Ao” c6 sy khac biét mot chit so v6i cac hop dong tidu
chuan nhu EULA hodc cic Piéu khoan Dich vu st dung phén mém (Terms of
Service). Trong EULA, cac nha phat trién phan mém s& néu ra cic quyén va trach
nhiém cta nguoi ding khi choi hodc sir dung chuong trinh. Toa an c6 thé xem xét

cac diéu khoan quan trong cua thoa thuan dé phan biét nhitng muc dich giao két nao

*Bdward Castronova, The Right to Play, New York Law School Law Review, Vol.49, 2004,
p-185.

** Jack M. Balkin, Virtual Liberty: Freedom to Design and Freedom to Play in Virtual Worlds, 90

VA.L.REV. 2043, 2043 n.1 (2004).
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1a hop 1y. Mic du chua c6 nén tang phap 1y cho hé thong diéu 1& ctua Castronova,
nhung ¥ nghia tiém an dudi 1y thuyét ciia Castronova c6 thé s& hap dan cac nha lam
luat va toa 4n vi sy twong dong véi cac nén tang 1y thuyét hop dong.

Jack Balkin (2004) ciing chia s¢ y tudng twong véi Castronova, nhung bd
sung thém hudng phan tich thir hai dé Toa 4n c6 thé danh gia cac EULA lién quan
dén chuong trinh phdn mém lién quan dén kién tao thé gii 40 nhu game hay mang
xd hoi. Balkin cho rang thé gi6i 4o ciing thuc day viéc truyén dat y tudng tu do
trong moi trudng lién két, ¢6 thé 1am co so cho luat phap can thiép vao hanh vi cta
nha phat trién chwong trinh trong viéc han ché quyén ty do thuong thao. Ddi véi cac
chuong trinh phan mém noi nha phat trién kién tao mot nén tang thé gidi ao va
ngudi tham gia gop phan xay dung thé gidi d6 thong qua cac giao tiép 1an nhau giira
cac nguoi dung hodc trao dbi tai san ao, Toa an hodc luat phap can co thé xu hudng
tham gia vao thé gidi 4o nhidu hon va xac nhan quyén loi tai san cua ngudi tham gia
nhiéu hon. Nguoc lai, d6i voi cac chuong trinh ma nha phat trién phan mém 12 tac
gia chinh va ngudi choi chi don thuan st dung theo nhitng huéng da dinh sin boi
tac gia thi Toa 4n s& chi can thiép & mic do xem chuong trinh nhu mot tic pham dé
bao vé quyén so hitu tri tué ciia cac tac gia trén co s& EULA. Quan diém nay duoc
Jamie J. Kayser (2006) chia sé. Néu cac diéu khoan quan trong cuia EULA giita cac
bén tiét 16 mot “ky vong hop 1y” rang cac bén s& hop tac trong viéc phat trién thé
gidi do, Toa an s€ co thé can thi€p vao viéc can béng loi ich tai san ao cua cac bén.
Mit khac, néu cac diéu khoan quan trong cta thoa thudn tiét 16 ¥ dinh ctia nha phat
trién rang d6 13 ngudi tao ra trai nghiém trong thé giéi a0 va ngudi tham gia chi 1a
mot hanh khach trén cac cau chuyén dugc ké boi nha phat trién, Toa an sé khong
can thi¢p dé can b?mg loi ich tai san 4o cua cac bén; thay vao do6, Toa an c6 thé can
thiép dé tam ngimg hiéu luc ciia EULA.

Céc hé thdng va 1y thuyét ctia Castronova va Balkin c6 y nghia ddi véi viée
xéac dinh quan diém chu dao ctia phap ludt trong viéc bao vé quyén cia ngudi dung
trong thé gidi 4o hay thé gigi mang. Thyc té mo hinh nay dang dugc Han Quéc ap

dung dé giai quyét cac tranh chap lién quan dén quyén tai san ctia ngudi dung trong
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the gidi ao0. Phap luat Viét Nam c6 thé ap dung mo hinh nay dé lam co sé bao vé toi
uu quyén cua nguoi dung trén nhi€u khia canh, déac biét 1a d6i voi cac quyén tai san

va quyén tai san gan voi nhan than ctia nguodi dung.
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Két luan chuong 3

Chuong 3 nhdn manh cac quyén lién quan dé bj xAm pham cta ngudi ding
trong cic giao dich trén internet nay chinh 13 quyén riéng tu ddi v6i thong tin ca
nhan va quyén tai san dbi voi tai san o.

Tac gia ciing da thong ké va so sanh phap luat ctia mot sd qudc gia lién quan
dén bao vé quyén nhan than va quyén tai san ctua ngudi ding cudi trong méi trudng
internet. Tt d6 rat ra két luan phap luat Viét Nam co ban da c6 nhitng nd luc 16m
trong viéc xay dung co sé phap 1y nén tang dé bao vé cac quyén cua nguoi dung
cudi tron moi trudong mang. Ngoai ra, Viét Nam van giit quan diém khong cong
nhan tai san 40 va cAm cac hanh vi quy doi gi tri trong tro choi tryc tiép thanh tién
mat. Tac gia cho rang dy 1a mot han ché can thiét phai stra doi.

Péng thoi, tac gia cling khic hoa ngudi dung cudi trong thi truong Viét Nam
v6i nhitng dic tinh va hanh vi mang tinh dic trung trong mdi truong mang. Két qua
cho thay, ngudi ding cudi tham gia rat nhiéu EULA, nhung do sy anh huong cia
yéu t6 tdm 1y va phuong thirc giao két, nguoi dung cudi c6 xu hudng khong quan
tam dén cac ndi dung dugc thé hién trong cac EULA, cho théy su that bai cta cac
quy dinh hién hanh vé hop ddng theo mau trong phap luat bao vé ngudi tiéu ding.

Trén co so d6, tac gia dé xuat mot sd giai phap theo hai huéng chinh:

Mot 13, giai quyét van dé vé bao vé quyén riéng tu clia ngudi ding bang cach
bd sung quy dinh vé nghia vu tu vin va trach nhiém giai quyét khiéu nai ctia nha
cung cip; cac EULA can phai dugc thiét ké thanh cac muc Iya chon va dé mic dinh
bao mat & muc t6i wu; nang cao hon mirc xir phat d6i véi hanh vi khong ap dung
hodc di ap dung cac bién phap bao mat nhung van 1am 19 thong tin ctia ngudi ding
mang.

Hai 13, d6i v6i quyén tai san d6i voi tai san ao, tac gia khang dinh tdim quan
trong ctia viéc cong nhan quyén tai san duoc phat sinh tir thé gidi 4o bai nhiéu loi
ich khac nhau ctia nd. Trong bdi canh cua Viét Nam, c6 thé hoc hoi mo hinh cua
Han Qudc va luat hoa 1y thuyét ctia Castronova va Balkin dé timg budc cong nhan

va quan ly loai tai san dac biét nay.
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PHAN KET LUAN

Lay muc tiéu 1a nhan biét ban chat cia EULA va cac quyén can phai duoc
bao vé cta ngudi dung cudi trong cac giao dich c¢6 lién quan dén hop dong cip
quyén ngudi dung cubi (EULA), luan 4n di ching minh dic diém co ban cia
EULA 13 hop dong theo mau voi murc d6 rdi ro cao ddi voi cac quyén lién quan cia
nguoi ding cudi, bao gdm 1a quyén riéng tu dbi v4i thong tin c4 nhan va quyén tai
san doi v6i tai san 4o.

Pé co thé danh gia dugc mirc do phét trién cta phap luat Viét Nam
lién quan, tac gia da tong hop phap luat ciia mot s qudc gia vé bao vé quyén nhan
than va quyén tai san cta nguoi dung cudi trong méi trudng internet. T 6 nhan
thdy, phap luat Viét Nam co ban di c6 co s phap 1y nén tang dé bao vé cac quyén
cia ngudi dung cudi trong méi trudng mang. Pdc biét dd ¢ cac ché tai cho cac
hanh vi 1am 16 thong tin hodc khong ap dung cac bién phap bao mat can thiét dé bao
vé ngudi dung. So véi kinh nghiém quéc té 1 twong thich, mic du chua dat dén
muc cao nhu cua GDPR. Tuy nhién, phép luat Viét Nam noi ri€ng va phép luat cac
nudc trén thé giéi néi chung van chua tim dugc giai phap thoa dang cho van dé lam
dung quyén riéng tu vé thong tin c4 nhan cia nguoi dung. Boi két qua nghién ctu
cho thiy, ngudi dung cudi rat it quan tim dén cac noi dung duoc thé hién trong cac
EULA. Do d6, cac quy dinh hién hanh vé diéu khoan hop ddng theo mau hay diéu
khoan bét budc 13 chua du dé bao vé cho cac quyén ciia nguoi dung cudi trong moi
truong mang.

Vi vay, tac gia dé xuét co ché mic nhién cho cac giao dich c6 chua EULA.
Cu thé:

Thir nhat, Toa an va nha lam ludt cAn thong nhit quan diém coéng nhan céac
EULA 1a cac hop dong, va cu thé hon 14 cac hop dong theo mau dic biét c6 nguy co
xam pham quyén v6i nguoi ding rat cao. Trao cho Tda 4n quyén xem xét mic do
bao vé quyén ctia nguoi ding va can bang vi mic do bao hd quyén so hitu tri tué

cua cac tac gid/ nha san xuat chuong trinh phan mém, ung dung.
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Thit hai, can c6 vin ban quy pham phap luat huéng dan riéng diéu chinh cho
cac hop dong theo mau va diéu kién giao dich chung gan kém véi céc giao dich dién
tir gifta mot bén 1a nha cung cdp phan mém, ung dung, chuong trinh may tinh va
mot bén 1 ngudi dung cudi.

Thit ba, luit can nhan manh hon vai trd cta cac bén trung gian va doi ngii tu
van, can néu rd nghia vu bit budc clia nha san xuat chuong trinh phén mém ddi véi
trach nhiém giai thich va hd trg ngudi dung vé thong tin san pham va dich vu.

Thit tw, budc nguoi ding cudi phai chil y dén cac EULA thong qua ap dung
trinh bay EULA thanh cac muc lya chon. Ngoai ra, chung ta co thé tiép thu rong rai
quy dinh vé muc bao mat tdi da luén dé & ché d6 “mic nhién” dé trong trudng hop
nguoi ding cudi khong c¢é su cha y thich hop van dam bao dugc an toan thong tin
cua chinh minh.

Thit niim, ludt can nang cao hon trach nhiém va cac mic xt phat ddi véi
hanh vi khéng 4p dung hoic da 4p dung cic bién phap bao mat nhung van lam 16
thong tin ciia nguoi dung mang, va bd sung thém trach nhiém boi thudng dan sy cua
nha cung cap.

Cudi cung, cong nhan quyén tai san ddi voi tai san do hinh thanh tr mang
internet. Budc dau co thé theo hudng chi céng nhan tai san ao dbi véi nhiing
chuong trinh ¢6 su dau tu, dong gop cong strc ciia ngudi dung nhu mot phan cia
chuong trinh phan mém, theo mo hinh ciia Castronova va Balkin.

Tac gia hiéu rang, nhiing dé xuat trén chi méi 1a nhitng dinh huéng ban dau
giai quyét cho van dé ciia nguoi dung cudi. Tuy nhién, tic gia tin rang cac hudng
nay sé kha thi va can c6 nhiing nghién ciru sdu hon dé phi hop véi tinh phi bién

gidi cua cac EULA./.
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